—OSITIVE
ad ) TECHNOLOGIES

Kak pa6boraer APT-
rpynnupoeka Winnti

6akoopbl ShadowPad, xDLL
N HOBbIE YTUMNNTLI ANSl Ppa3BUTUSA aTak

\ /

BRI

ptsecurity.com

KyBwunHoB [leHuc
Beoywmin cneumannct rpynnbl UCCrieqoBaHNA yrpos
PT Expert Security Center



PT Expert
Security Center _-

Threat 50+
Intelligence oTcneXxuBaeMmbiX rpynn
Incident 50+

Response paccnepoBaHuii B rog
Network 5000+
Security ceTeBbIX CUrHaTyp

JKcnepTu3a B NPOAYKTbI




Winnti

nepBbIN OTYET
TTP

cTateun

Winnti. More than just a game:

ATakyemble oTpacnu:

NrpoBaga nHgyctpus

PaspaboTtka NO

ABMaUNOHHO-KOCMUYECKasi MPOMbILLIIEHHOCTb
OHepreTuka

dapmaueBTUKa

PUHaHCOBbLIN CEKTOP

TenekoMMyHMKaLNK

CTpouTenbCcTBo

ObpasoBaHune

[OCcyOoapCTBEHHbLIN CEKTOP


https://securelist.com/winnti-more-than-just-a-game/37029/

Winnti u ShadowPad

nepBbIN OTYET
 NetSarang, CCleaner, Asus

« Oco3HaHHbIN BLIOOP Lienn Ans 3arpy3ku

ShadowPad in corporate networks:
New investigations into the CCleaner incident point to a possible third stage that had keylogger capacities:

Operation ShadowHammer: a high-profile supply chain attack:


https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/
https://securelist.com/shadowpad-in-corporate-networks/81432/
https://blog.avast.com/new-investigations-in-ccleaner-incident-point-to-a-possible-third-stage-that-had-keylogger-capacities

Hauyano nccneposaHus
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! Alexey Vlshnyakc-v

#A F 2 and #APT E_,':

60ddb540dalaefee1e14f12578eafda8

7a4c8e876af7d30206b851c01dbda734
www.oseupdate.dns-dns[.Jcom
a2d552ed07ad15427f36d23da0f3a5d3
g00gle_jp.dynamic-dns[.]net



https://twitter.com/Vishnyak0v/status/1239908264831311872
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C2 OpenDir

Index of /cache

"NT AUTHCRITY",

Index of /

Victims

news php
on.php
=t

Malware




O6wum SSL-cepTtuchbukar

General Details

Could not verify this certificate for unknown reasons.

Issued To
Common Mame (CM)

Organization (0]

o o) 3 e : C=CN, ST=myprovince, L=mycity,
Serial Number ' ‘DD-:DEI:FE:EL-'l:IZZ?:EE\:EH:D?:sl-l O:myorganiza‘[ion’ OU:mygroup’ CN:myCA’
swedty SHA1=0a71519f5549b21510410cdf4a85701489676ddb

: C=CN, ST=myprovince, L=mycity,
Period of Validity

s R O=myorganization, OU=mygroup, CN=myServer,
Expires On Thrsday, Match 22, 2018 SHA1=2d2d79¢c478e92a7de25e661ff1a68de0833b9d9b

Fingerprints

SHA-256 Fingerprint

SHAT Fingerprint




Cxoxaa TakTuka

Basic Information

Subject DN C=it, S
Issuer DN

Serial
Validity

Fingerprint

OPERATION
TASKMASTERS

KnbepLunmoHaX B 3rnoxy
LMD POBON IKOHOMUKN

Operation TaskMasters:
ptsecurity.com


https://www.ptsecurity.com/ru-ru/research/analytics/operation-taskmasters-2019/

CCleaner

@ 117.16.142.35

20T A2 22T 11
A,53459

=2 Ports

i=Services



https://blog.avast.com/update-ccleaner-attackers-entered-via-teamviewer

UccnepoBaHue FireEye

FireEye ' 41

| ADOWPAL
' 117.16.142.35 -\
85.204.74.94 nﬁﬂ‘

©—©

POISONPLUG

85.204.74.108 7  Backdoor
attributed to APT41
' 89.32.40.199

Cyber Threat Landscape in Japan — Revealing Threat in the Shadow by Chi En Shen (Ashley) Oleg Bondarenko:



https://www.slideshare.net/codeblue_jp/cb19-cyber-threat-landscape-in-japan-revealing-threat-in-the-shadow-by-chi-en-shen-ashley-oleg-bondarenko

Tonto
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* Poccuqa, Anonuns, KOxHaa Kopes

Bisonal: 10 years of play:


https://blog.talosintelligence.com/2020/03/bisonal-10-years-of-play.html
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Tonto

ShadowPad

Bisonal




Tonto
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,«m;‘ Priid DOCX DOCX
|/
2|“I:If*"\—

= LEJ Bisonal
hn\y}\— IV RFP 2RI\ I RF IRV R

(word.will) (csrcc.exe) (Acrobat.exe)

C&CH—)\— CCYH—)\—



https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_3_takai_jp.pdf

TA459

Oops, they did it again: APT Targets R]ussia and -
Belarus with ZeroT and PlugX

APT Targets Russia and Belarus with ZeroT and PlugX:


https://www.proofpoint.com/us/threat-insight/post/APT-targets-russia-belarus-zerot-plugx

dophfg

@ List of domain names registred by dophfg@yahoo.com

Domain Name Creation Date




NetTraveler

y Information

1 (registrs admin, tech)

Infection Site Registrant Email Legitimate Site Mimicked

1 (registrant, admin, tech)
n (registrant, admin, tech)
rant, admin, tech)
Organization 1 (registrant, admin, tech)
egistrant, admin, tech)
istrant, admin, tech)
trant, admin, tech)
ant, admin, tech)

(registrant, admin, tech)

gistrant, admin, tech)

(registrant, admin, tech)

NetTraveler APT Targets Russian, European Interests:


https://www.proofpoint.com/us/threat-insight/post/nettraveler-apt-targets-russian-european-interests
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Pacnpepenenue IP C2

4,4%
47.6%

MoHKOHT

CLL A

HKwHan Kopen
Manahana
CuHranyp
Kutan

Npyrue

18,3% 20,2%




’epTBbl

Konu4yecTeo XepTs

KepTB

00 +01 +02 + +06 +07 +08 +09 +10




KepTtBbl C YyueToMm MHOXecTBa C2

KepTB




MHCTpYMEeHTapun

« SkinnyD

- xDII

 Python 63kpop
- ShadowPad

MS17-010 checker
LaZagne
Get_Isass
NBTScan

Domaininfo




O6wana cxema poctraeku BINO

Phishing ShadowPad

Bisonal

Python
backdoor

SkinnyD

Unknown vector




xDIl pponnep

184ul;



SkinnyD

« 3akpennenune vyepes Environment\UserInitMprLogonScript

« 3arpyska nemnoaga c C2 u nepenada ynpasrneHusd

ApTtedakThl:
« XOR 0x37
¢ «3853ed2/7/3b89687»



xDIl 6akpop

« C6op nHdbopmaLmum o rnorb3oBaTterne U CUCTeMe
* [lpoBepka oKpyXeHus

* KcnonHeHne komaHg (a-z)



xDIl 6akpop

KomaHga

[lencrteue

Cobpatb 1 oTrnpaBnTbe MHGQOPMAaLMIO O MOAKMIOYEHHbBIX TOMax B CUCTEME
CobpaTb 1 OTrNpaBUTb COOAEPXKNUMOE ONPEKTOPUN

[MonyunTb pann ot cepBepa, COXpaHUTb B CUCTEME N OTNPaBUTb OTYET 06 ycnexe
3anyctnTb ykasaHHbIn bann cpeactBammn ShellExecuteA n otnpaBuTb OTYET 00
ycrexe

YaoanuTtb yKkasaHHbI dpann cpeactesamm ShellExecuteA n otnpaBuTb oTYET 06
ycrnexe

3arpy3uTb YKasaHHbIM doanil Ha cepBep

CobpaTtb 1 oTnpaBnTb CMIMCOK MPOLIECCOB B CUCTEME

3aBepLUNTb yKasaHHbIN NpoLecc N OTnpaBuUTb OTYET 00 ycnexe

BbinonHnTte kOMaHay cpencresamMm cmd.exe v OTnpaBUTb BbIBOL,

[TpoOomKnTb KOMMYHUKaUKUO ¢ cmd.exe. BeinosiHeHne ganbHenWwmnx KomaHg
CobpaTb 1 oTnpaBUTb CANCOK CIyX0 B cucteme

OTnpaBuTb BCO MHPOPpMaUNIO, MONMYYEHHYIO B pe3ynbsraTte pa3Beakum

To xe, YtTo Ang komangb! d

HaudaTb BCto kKoOMMyHUKaumio ¢ C&C 3aHOBO




xDIl 6akpop

no-cache

NT 6.1; 4: Trident/4.8; SLCC2; .NET CLR 2.8
MET4.8C; .NETH. EiE:I
update.d
ngth: 164
Cache-Control: no-cache

{ "md5™: 1ba@ahs s "Name™: s LP™: . : s Domain™:
Inm TP*:

HTTP/1.1 208




xDIl 6akpop

-EJ;diTE.d’S-d’s.:c”

Host:

Fragma:

Syntax\View ImageView

HTTP/1.1 200 OK with automatic headers
Date: Tue, 30 MNow 2021 12:52:43 GMT
Content-Length: 21

Control: max-age=0, must-rewvalidate
Content-Type: text/plain

e,dangerous_Tile.txt

ImageView

HTTP/1.1 200 OK with automatic headers
Date: Tue, 30 Mov 2021 12:52:43 GMT
Content-Length: 21

che-Control: max-age=0, must-revalidate
Content-Type: text/plain

Very dangerous string




Python 6akpop

data =
for cmd in cmdlist:
data += o) n (cmd) . read () .«

return data
except:
pass

.now () .strftime (
1dint (0, 100)

str(0) + str (randomMNum)
nowTime) + str(rando

except:
pass

"HKEY_ CURRENT_USERWSOFTWARE\Microsoft\Windows\\CurrentVersion\\Run" /v
"startup" /d "c:/Windows/system32/idles.exe



Python 6akpop

SEFP + msqg)

Y / JUVMBIKTwWY /Inb25WHSkttMbWe3plpl4Fru/
ﬂJmpK ._IDO gdl‘d 1ngllgnh A muWh nmk4L+nf/zH24u/
QzYafroucfX31suimiav09usm 2 DIDNnLh2VRFAfT 5G0+GRWfq0Qng/K4zqoglybpOPGFf81K
9tWeXXEj7RIPLn SME‘-beB'I.--.pF 153wBSvwvwRZ0pldp8PpriMzK7s6PPinKu6IMp
+4:fIGT nKd38w wUulimk1EGLZZ8rY oP1bTZYnFB172323EeDYbT/07shibcloyeVFmWes8uSmraVZmo
+ TNS8laldLRb T 5ZMyhvOkn

eption as

ey + dat:
e(zlib.:




ShadowPad

* PlugX like
* MHoro obdyckaunu
e [loutn InMemory

 MHoromogynbHOCTb



ShadowPad

ouTputT_aata = w1 ;
counter = 98754i64 ;
do
{
* output_data = key * output_data [encrypted_data - vl];
dwErrCode = key << 16;
SetlastError (key << 16);
tmplKey = key >> 16;
SetlastError (tmplKey J};
tmp_key = dwErrCode + tmplKey ;

SetlastError (tmp_key J};

tmp_key  *= BxDCOAGBFD ;

SetlastError (tmp_key J}; O6¢ CKa Mﬂ LIJeJ-InKO a
key = tmp_key - @x1CBY12FB ; y L|| ﬂ

SetLastError (key );

++ output_data ; loc_1A5A88: ;
-- counter ; mov rdi, [rbx+ 1
3 mov [rbpt ], r13d
jmp loc_1ASB36

while ( counter );

D.eLUMCprBKa UJeﬂnKO,D,a }Ec_msnzﬁ;rt near ptr loc_1ASA39C+ ;

jnb short near ptr loc_1ASA9C+
loc_1A5A9C:

jmp near ptr

add eax, [rax]

add [rex- ], al

jrexz near ptr loc_1ASABF+



ShadowPad moaynun

HassaHne moayns
Root
Plugins
Online
Config
Install
DNS

ID
SE6909BA
SE69097C
S5E690988
S5E690982
SE69099F
SE690909

Bpemsi komnunauum
GMT: Wednesday, 11 March 2020 r., 15:54:34
GMT: Wednesday, 11 March 2020 r., 15:53:32
GMT: Wednesday, 11 March 2020 r., 15:53:44
GMT: Wednesday, 11 March 2020 r., 15:53:38
GMT: Wednesday, 11 March 2020 r., 15:54:07
GMT: Wednesday, 11 March 2020 r., 15:51:37




ShadowPad moaynnm
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KoHdourypauma ShadowPad

JOO2BFABY db
J002BFABA db
J002BFRBB db

J002BFABC db ; joADzakknuRntBRjY

J002BFABC ; B326x6Y4

IBB2BFABC ; %ProgramDataX\ALGS\Algs.exe

JI0B2BFABC ; ALGS

I002BFABC ; Application Layer Gateway Service
JBO2BFABC ; Provides support for 3rd party protocol plug-ins for Internet Connection Sharing
J002BFABC ; SOFTWARE\Microsoft\Windows\CurrentUersion\Run
JI0B2BFABC ; LayerGateway

J002BFABC ; kwindirZi\system32\suchost .exe
I002BFABC ; wwindirZ\system32\dwum.exe

J002BFABC ; %ProgramFiles%\Windows Media Player\wmplayer.exe
IBB2BFABC ; %ProgramFilesZWindows Mail\WinMail.exe
J002BFABC : HTTPS://info.kaulabonline.com
J002BFABC ; HTTP

JI002BFABC

J002BFABC

JI0B2BFABC

J002BFABC

J002BFABC

J002BFABC ; HTTP

J002BFABC

JI0B2BFABC

J002BFABC

JI002BFABC

J002BFABC

JI0B2BFABC ; HTTP

J002BFABC

J002BFABC

J002BFABC

J002BFABC

JI0B2BFABC

J002BFABC ; HTTP

J002BFABD «b
JOO2BFABE b



NMportokon ShadowPad

FIFE

loc_3C3174:

mov eax, riid

imul rild, @ADSELREBHh

shr eax, 16h

imul eax, 1C1A52A2h o 1 2 3 4 S5 & 7 & % A B C D E F 0123456T85ABCDEF
- r11d, eax E4 90 B5 31 4Aa 84| ... 1J.

sub rild, 43B69CE2h Key

xor [rex]. r11b

e e [Tpnmep nakeTta

dec rdx
short loc_3C3174

LLindppoBaHue

ShadowPad: popular server management software hit in supply chain attack:


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2017/08/07172148/ShadowPad_technical_description_PDF.pdf

Domaininfo

* WMma komnbloTepa

* KmeHa nonb3oBaTenen KoMneoTeEpPa, pa3dbuTble No rpynnam
 /ma ngomeHa

* VM4 rpynnbl, B KOTOPYIO BXOAUT TEKYLLMIN NONb3oBaTerb

* KmeHa rpynn, KOTOpble eCTb B OMEHE

* VMeHa nonb3oBaTenen Kaxgomn rpynnol

. «e:\Visual Studio 2005\Projects\Domaininfo\Release\Domain05.pdb»



Pe3aynbTar uccnegoBaHun

YBeOgoMIieHne CKOMMNPOMETMPOBAHHbIX OpraHn3aLuni

BbiaBneHbl HOBble obpa3ubl BIN1O

BbissBNneHa CBA3b C aTakamMmu APYTUX rpynn

[MpekpalleHa AeATeNbHOCTb Ha BbIsIBIIEHHbLIX C2



OGBuHeHuﬂ

APT 41 GROUP:

APT 41 GROUP



https://www.fbi.gov/wanted/cyber/apt-41-group
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer

MITRE n I10Cs

HOBas aKTUBHEETb
) rpynnupom‘l

Winnti ‘

tttttttttttttt

ShadowPad: HoBas akTMBHOCTb rpynnuposku Winnti:


https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/shadowpad-novaya-aktivnost-gruppirovki-winnti/

NMonesHble CCbINKU

PT ESC Threat Intelligence blog:

PT ESC Incident Response Alert:

Bonpochobi:

Twitter:
@TI_ESC


https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/
https://www.ptsecurity.com/ru-ru/services/esc/
mailto:webinars@ptsecurity.com

