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Free decryptor released for TrickBot gang's Diavol ransomware
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Cybersecurity firm Emsisoft has released a free decryption tool to help Diavol ransomware victims recover their files

without paying a ransom.

Diavol ransomware victims can download the free tool from Emsisoft's servers to decrypt their data using detailed

instructions available in this usage guide [PDF].

"The decryptor requires access to a file pair consisting of one encrypted file and the original, unencrypted version of the

encrypted file to reconstruct the encryption keys needed to decrypt the rest of your data," Emsisoft explains.

Page 1 of 5


https://www.emsisoft.com/ransomware-decryption-tools/download/diavol
https://www.emsisoft.com/ransomware-decryption-tools/howtos/emsisoft_howto_diavol.pdf

https://www.bleepingcomputer.com /news/security/free-decryptor-released-for-trickbot-gangs-diavol-ransomware/

Page 2 of 5



https://www.bleepingcomputer.com /news/security/free-decryptor-released-for-trickbot-gangs-diavol-ransomware/

Visit Advertiser websiteGO TO PAGE

"By default, the decryptor will pre-populate the locations to decrypt with the currently connected drives and network

drives."

This Diavol ransomware decryption tool will keep the files encrypted in the attack as a failsafe if the decrypted files are not

identical to the original documents.

Additionally, it comes with an "Allow partial decryption of large files," needed to partially recover some files larger than the
pair of files provided for reconstructing the encryption keys. This is required because the decryptor might fail to recover

such files due to technical limitations.

E Emsisoft Decryptor for Diavol - O *

EMSISOFT Decryptor
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For Diavel - Versicn 1.0.0.0

Encrypted / Criginal File Pair

Please select an encrypted file:

D:%_Anahysis\DiavohCaselichrysanthemum. jpg.locksd

Please select the original of the same file:

D:%_Anahysis\DizvohCaselichrysanthemum. jpg
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Fleasze select a ranzom note: Browse...

© 2019 Emsisoft Ltd. A free of charge service by Emsisoft - www.emsisoft.com .:

Image: Emsisoft

Unlike other ransomware families that use symmetric algorithms to speed up the encryption process significantly, Diavol's

encryption procedure employs user-mode Asynchronous Procedure Calls (APCs) with an asymmetric encryption algorithm.

Diavol also comes with no obfuscation as it doesn't use packing or anti-disassembly tricks, but it still hinders analysis efforts

by storing its main routines within bitmap images.

Before the encryption process is done, Diavol will change encrypted Windows devices' backgrounds to a black wallpaper

with an "All your files are encrypted! For more information see README-FOR-DECRYPT.txt" message.

Notably, while the Diavol ransomware originally created ransom notes named README_FOR_DECRYPT.txt, as the FBI

pointed out, BleepingComputer has seen a switch in November to ransom notes named Warning.txt.
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[ WARNING.TXT - Notepad2 - O X
File Edit View Settings 2
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e e L L Your computers and servers were L O C K E D--------------
4
§mmmmmmm—m———e You need to buy decryption tool for restore the network.-----------
6

7 Take into consideration that we have also downloaded data from your network
8That in case of not making payment will be published on our news website.
9

11

121. Download Tor Browser from original site.

132. open this url 1in Tor Browser and go to discuss -
https://rgehmgvs2pgukiyz1fxrug2nn7vl5ldnn4gsemheoddj4anljjnfziad.onion/ )

14
15 —=-—-—=--——---—- Try to use Tor over VPN!-----—---—-————-
16
Ln1:16 Col1 Sel0 718 bytes Unicode BOM  CR+LF INS Default Text

Diavol ransom note (BleepingComputer)

FortiGuard Labs security researchers first tied this ransomware strain to the TrickBot gang (aka Wizard Spider) after

spotting it deployed on different systems together with Conti ransomware payloads in an attack blocked by the company's

EDR solution in early June 2021.

Following their report and likely after the_arrest of Alla Witte, who was involved in ransomware development for the

malware gang, the FBI also formally linked it to the TrickBot cybercrime gang,.

This Russian-based financially motivated cybercrime group operates the Trickbot botnet used to drop second-stage malware

on compromised systems and networks.

The FBI first learned of the ransomware strain in October 2021, and, since then, it has seen ransom demands between

$10,000 and $500,000, with lower payments accepted following ransom negotiations.

These ransoms are in stark contrast to the massive ransoms demanded by other ransomware gangs linked to TrickBot,
including Conti and Ryuk. They have historically requested multi-million dollar payments for decryptors and not leaking

stolen data online.

Although active since at least June 2021, Diavol ransomware has never been very active and has only a few dozen

submissions on the ID-Ransomware service.

Diavol Submissions: 2021-06-01 to 2022-03-18
Total: 53

Submissions
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Diavol ransomware activity (BleepingComputer/ID-Ransomware)
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/free-decryptor-released-for-trickbot-gangs-diavol-ransomware

Page 5 of 5


https://hubs.li/Q048zztN0
https://hubs.li/Q048zztN0
https://hubs.li/Q048zztN0

