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BumbleBee

aka: COLDTRAIN, SHELLSTING, Shindig

Actor(s): EXOTIC LILY, GOLD CABIN, TA578, TA579

VTCollection    

This malware is delivered by an ISO file, with an DLL inside with a custom loader. Because of the unique user-

agent "bumblebee" this malware was dubbed BUMBLEBEE. At the time of Analysis by Google's Threat Analysis
Group (TAG) BumbleBee was observed to fetch Cobalt Strike Payloads.
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2022-09-05 ⋅ Infinitum IT ⋅ Arda Büyükkaya

Bumblebee Loader Malware Analysis
BumbleBee

2022-08-24 ⋅ Microsoft ⋅ Microsoft Security Experts

Looking for the ‘Sliver’ lining: Hunting for emerging command-and-control frameworks
BumbleBee Sliver

2022-08-24 ⋅ Deep instinct ⋅ Deep Instinct Threat Lab

The Dark Side of Bumblebee Malware Loader

BumbleBee

2022-08-18 ⋅ IBM ⋅ Charlotte Hammond, Ole Villadsen

From Ramnit To Bumblebee (via NeverQuest): Similarities and Code Overlap Shed Light On Relationships

Between Malware Developers
BumbleBee Karius Ramnit TrickBot Vawtrak

2022-08-17 ⋅ Cybereason ⋅ Cybereason Global SOC Team

Bumblebee Loader – The High Road to Enterprise Domain Control
BumbleBee Cobalt Strike

2022-08-10 ⋅ ⋅ Weixin ⋅ Red Raindrop Team

Operation(верность) mercenary: a torrent of steel trapped in the plains of Eastern Europe

BumbleBee Cobalt Strike

2022-08-08 ⋅ The DFIR Report ⋅ The DFIR Report

BumbleBee Roasts Its Way to Domain Admin

BumbleBee Cobalt Strike

2022-08-04 ⋅ Cloudsek ⋅ Aastha Mittal, Anandeshwar Unnikrishnan

Technical Analysis of Bumblebee Malware Loader

BumbleBee

2022-08-03 ⋅ Palo Alto Networks Unit 42 ⋅ Brad Duncan

Flight of the Bumblebee: Email Lures and File Sharing Services Lead to Malware
BazarBackdoor BumbleBee Cobalt Strike Conti

2022-07-17 ⋅ Resecurity ⋅ Resecurity

Shortcut-Based (LNK) Attacks Delivering Malicious Code On The Rise
AsyncRAT BumbleBee Emotet IcedID QakBot

2022-07-07 ⋅ IBM ⋅ Charlotte Hammond, Kat Weinberger, Ole Villadsen

Unprecedented Shift: The Trickbot Group is Systematically Attacking Ukraine
AnchorMail BumbleBee Cobalt Strike IcedID Meterpreter

2022-07-07 ⋅ Fortinet ⋅ Erin Lin

Notable Droppers Emerge in Recent Threat Campaigns
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BumbleBee Emotet PhotoLoader QakBot

2022-06-28 ⋅ Symantec ⋅ Threat Hunter Team, Vishal Kamble

Bumblebee: New Loader Rapidly Assuming Central Position in Cyber-crime Ecosystem
BumbleBee

2022-06-14 ⋅ RiskIQ ⋅ Jordan Herman

RiskIQ: Identifying BumbleBee Command and Control Servers
BumbleBee

2022-06-13 ⋅ Sekoia ⋅ Pierre Le Bourhis, Quentin Bourgue, Threat & Detection Research Team

BumbleBee: a new trendy loader for Initial Access Brokers

BumbleBee

2022-06-07 ⋅ cyble ⋅ Cyble

Bumblebee Loader on The Rise

BumbleBee Cobalt Strike

2022-05-25 ⋅ Logpoint ⋅ Logpoint

Buzz of the Bumblebee – A new malicious loader

BumbleBee

2022-05-25 ⋅ Team Cymru ⋅ S2 Research Team

Bablosoft; Lowering the Barrier of Entry for Malicious Actors
BlackGuard BumbleBee RedLine Stealer

2022-05-19 ⋅ InfoSec Handlers Diary Blog ⋅ Brad Duncan

Bumblebee Malware from TransferXL URLs
BumbleBee Cobalt Strike

2022-05-19 ⋅ InfoSec Handlers Diary Blog ⋅ Brad Duncan

Bumblebee Malware from TransferXL URLs
BumbleBee Cobalt Strike

2022-05-12 ⋅ Intel 471 ⋅ Intel 471

What malware to look for if you want to prevent a ransomware attack

Conti BumbleBee Cobalt Strike IcedID Sliver

2022-05-12 ⋅ OALabs ⋅ Sergei Frankoff

Taking a look at Bumblebee loader

BumbleBee

2022-05-11 ⋅ InfoSec Handlers Diary Blog ⋅ Brad Duncan

TA578 using thread-hijacked emails to push ISO files for Bumblebee malware
BumbleBee Cobalt Strike IcedID PhotoLoader
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2022-05-11 ⋅ SANS ISC ⋅ Brad Duncan

TA578 using thread-hijacked emails to push ISO files for Bumblebee malware
BumbleBee

2022-05-08 ⋅ Threat hunting with hints of incident response ⋅ Jouni Mikkola

Bzz.. Bzz.. Bumblebee loader
BumbleBee

2022-04-29 ⋅ NCC Group ⋅ Mike Stokkel, Nikolaos Pantazopoulos, Nikolaos Totosis

Adventures in the land of BumbleBee – a new malicious loader

BazarBackdoor BumbleBee Conti

2022-04-28 ⋅ Proofpoint ⋅ Kelsey Merriman, Pim Trouerbach

This isn't Optimus Prime's Bumblebee but it's Still Transforming

BumbleBee TA578 TA579

2022-04-28 ⋅ Bleeping Computer ⋅ Ionut Ilascu

New Bumblebee malware replaces Conti's BazarLoader in cyberattacks
BumbleBee

2022-04-27 ⋅ Medium elis531989 ⋅ Eli Salem

The chronicles of Bumblebee: The Hook, the Bee, and the Trickbot connection
BumbleBee TrickBot

2022-04-14 ⋅ Cynet ⋅ Max Malyutin

Orion Threat Alert: Flight of the BumbleBee
BumbleBee Cobalt Strike

2022-03-17 ⋅ Google ⋅ Benoit Sevens, Vladislav Stolyarov

Exposing initial access broker with ties to Conti
BazarBackdoor BumbleBee Conti EXOTIC LILY

2022-03-17 ⋅ Google ⋅ Benoit Sevens, Google Threat Analysis Group, Vladislav Stolyarov

Exposing initial access broker with ties to Conti

BazarBackdoor BumbleBee Cobalt Strike Conti

2022-01-01 ⋅ aspirets ⋅ Michael Lamb

Bumblebee Malware Loader: Threat Analysis

BumbleBee

2021-09-10 ⋅ Gigamon ⋅ Joe Slowik

Rendering Threats: A Network Perspective
BumbleBee Cobalt Strike
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Remote Code Execution 0-Day (CVE-2021-40444) Hits Windows, Triggered Via Office Docs
BumbleBee Cobalt Strike

Yara Rules

[TLP:WHITE] win_bumblebee_auto (20251219 | Detects win.bumblebee.)

[TLP:WHITE] win_bumblebee_w0   (20220330 | BumbleBee / win.bumblebee)

Download all Yara Rules
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