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Executive summary

ALPHV/BlackCat is the first widely known ransomware written in Rust. The malware must run with an access
token consisting of a 32-byte value (—access-token parameter), and other parameters can be specified. The
ransomware comes with an encrypted configuration that contains a list of services/processes to be stopped, a list
of whitelisted directories/files/file extensions, and a list of stolen credentials from the victim environment. It
deletes all Volume Shadow Copies, performs privilege escalation using the CMSTPLUA COM interface, and
enables “remote to local” and “remote to remote” symbolic links on the victim’s machine. The files are encrypted
using the AES algorithm, with the AES key being encrypted using the RSA public key contained in the

configuration. The extension of the encrypted files is changed to uhwuvzu by the malware.

Analysis and findings

SHA?256: 847fb7609f53ed334d5affbb07256c21cb5e6f68b1cc14004f5502d714d2a456 The malware can run with

one of the following parameters:

B Administrator: Administrator Command Prompt - ] X

top>malware.exe --help

[OPT I MMAND ]

d .
dr:
mo

Drop

Log to console

Figure 1 Whether the ransomware is running with no parameters or with an invalid access token, an error message
is displayed:

B Administrator: Administrator Command Prompt - ) >

nalware. exe

op>malware.exe --access-token 123456

id config.

Figure 2 By performing the dynamic analysis, we’ve found that the access token must be a 32-byte value that is

Page 1 of 22


https://securityscorecard.com/research/apt28s-stealer-called-credomap/

https://securityscorecard.com /research/deep-dive-into-alphv-blackcat-ransomware

not unique. The binary registers a new top-level exception handler via a function call to
SetUnhandledExceptlonFllter

I C7 04 24 AD 42 6B O mov_dword ptr ss:flespll,malware, 1684240 orew T a g7cw A n
FF 15 ﬂ_ffﬁ call dword ptr dsi[<sSetunhandledExceptionFilters], lE =
B 5 a3 cr s cuh ac
b < , | Default (stdcal) ~ |[s_[#] (] unlock

dword ptr [0191784C <malware.&SetUnhandl edExc eptionFilter>]=<kernel32.SetunhandledexceptionFilters

LTEeXT:00C51248 malware. exe: $1245 #6458
i <n . - Tam. T am T am C I ST . 016842A0 | malware.016E42A0

Figure 3 The AddVectoredExceptionHandler API is utilized to register a vectored exception handler:

®| 01641139 68 70 48 65 01 push malware. 1654870 XB7TSW_SF 0 ,g:r;w_p 0 XB7SW_U O
3E 6A_ 00 push o wETEW 4 0 wETEW T o0 w@TEW N o0
ES 93 C9 06 00 call<malware.RtlAddvectoredExceptionHandler> y —————————
or ro POT = L 5 | Default (stdcal) w E":l

<malware.Rt1AddvectoredExceptionHandlers>

da P

esp+8] SFEABASC
esp+C] 00BT28DC

p] 00000000
ean} 01654870 malware.01654570

STexXT:0L641140 malware, exe: $§IF1140 #IF0540

@oump1  WHoump2 WMDump3 UHDump4  WEDumps @ watchi  [vlloals ) Stuct

Es 62 77 08 00 1|:a‘l'l <malware. GercommandL inew> =
YR s
» | Defoult tstical) ~ |[5_[#] 0] unlocke

007 30000

DO5FF658
76FE0000 ntdll.76FE0DOO
00000070

<malwar e. GetCommandL 1 new>

STexT:01626499 malware.exe: $906499 #3D5899

Figure 5 BlackCat opens the “SOFTWARE\Microsoft\Cryptography” registry key by calling the
RegOpenKeyEXW routine (0x80000002 = HKEY_LOCAL_MACHINE, 0x20019 = KEY_READ):

56 push esi
68 19 00 02 00 push 20019 xg75tatusword 0000
64 00 push 0 XBTSW_B 0 xB7SW.C3 0 x87TSW.L2 O
57 push edi N87SW_C1 0 XB7SW.CO O XB7SW_ES O
BB 45 OC mov eax,dword ptr ss:[febp+Cl XBTSW_SF 0 XxB7SW_P 0 XB7TSW_U a
FF 30 ush m;a ptr ds:[eax] BIcw T A weIowmn A
E8 3E 53 80 00 <ma’ nue.Re?omeeyEm v
AD 18 10 &€ N AL Rars Are Aee1B107 »1
5 | Defauit stdcal) ~ [5 [+ (] unlock

. TexT:00EASCED malware.exe:$258CED #25808D

1: [esp] 80000002
<malwar e.RegOpenk eyExw> 2: [esp+4] 00T4CD1E
3: [esp+5] 00000000
4: [esp+C] 00020019
5

@ourp1  gHoump2  @Hoump3  Houmps  @Moumps @ warchi  lxelLocals

46 00 54 00
6% 00 63 00
SC 00 43 00
72 00 61 0O

57 00 41 00
72 00 6F 00
72 00 79 0O
70 00 68 0O

52 00 45 00|§.0.F.
73 00 &F 00 ;.H.

Z0.00 74 00
79 00 00 00|o.4.

Fracannn | ae MrCarUd AhEuanTBade

1 . 51 push ecx
! . 50 push eax x875tatusword 0000
1 . 53 push ebx XS7SW_B 0 XB7SW.C3 0 Xx87SW.C2 0
! . 6A 00 push 0 X87SW_C1 0 XB7SW_CO O XS87SW_ES 0
i [ SE65 FF 75 E4 push dword ptr ss:[febp-1cj) XETSW_SF 0 XEB7SW_P 0 X87SW_U 0
i o[ 0oEASEES 56 ush esi prcw 7 n_woTowm  oa
: . E8 A2 51 80 00 %]J -:ma'lwara nenquzryva'lue:xm | | —— 2
E NG AE BE AN 10 10 €E N1 [ErTE e 1evel . Default (strcall) - Du-m
1: [esp] 00000254
<malware.RegqueryvalueExw: 2: csg,r‘, 00T ACFAB
3: [esp+8] 00000000
4 00SFFOD4
. Text:D0EASEGY malware.exe: $258E69 #258269 ESPIC SEEDD
WWoump2 @Hpump3  Wlpump4  EHDumps @ watch1  Irellecals ¢ Stuct e
0074CF48
Address | Hex ASCII A~ || 0905 FF0BS | 00000000

D05FFOBC | DO5FFOD4
005FFOCO | DD746F28
DOSFFOC4 | DOSFFOF4
DOSFFOCS | 0074CF48
DOSFFOCC | 00000014
DOSFFODO| 0000000C
f"‘»F 004 | 00000000
':Ff 002 | 016F1A72 | malware.016F1A72

ceenne | annnnnnn

50 30 33 AB|AB AB AB AB|AB AB AB FE|EE FE EE FE posu"““pfpfp
00 00 00 00|00 00 00 00|16 37 DO 1B|DB 28 00 1€ B.0(.

40 00 00 00|40 00 00 00|BQ.CD 74 00|40 00 0O 00
40 00 00 OD|AB AB AB AB|AB AB AB AB|EE FE EE FE
00 00 00 00|00 00 00 00|16 37 DO 1B|D6 28 00 18
@Dl 00 61 00|63 00 68 00|69 00 6E 00|65 00 47 00
0074CFS8|75 00 69 00|63 00 00 00|0D FO AD BA|0OD FO AD BA

Figure 7 The malicious process searches for cmd.exe in the current directory and then in the System32 directory
via a function call to CreateFileW (0x7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE |
FILE SHARE _READ, 0x3 = OPEN_EXISTING, 0x2000000 = FILE_FLAG_BACKUP_SEMANTICS):

0163E097 6A 00 push 0 XB7SW_B O XB7SW.C3 0 XxB7SW.CZ 0O
€A 01 push 1 XE7EW_CL 0 xE7SW_CO0 0O XETSW_ES 0
6A 01 push 1 XB7SW_SF 0 XB7SW_P 0 xB7SW_U o
6A 00 ush 0 w_?_n_mm_n_n_
E8 7C FA 06 00 <malware.CreateEventw:> v -
: oc rn rare ssv asv 5 | Defaut (stdcal) +[5 12 ] unlock
1: [es 00000000
<malware.CreateEventws 2 “sﬂ 00000001
3: |esp+8] 00000001
.Text:0163E09F malware.exe: $9EE0IF WIEDIIF & RAREPECTIOBI0G0M

@oump1  @Hoump2  WWDump3  WHDumps  Wwoumps @ wathi  bvellocals ) struct ﬁm
00SFEEDS | 00000001
e ~ | DoSFEEDC | 00000000

Figure 8 The executable generates 16 random bytes by calling the BCryptGenRandom API (0x2 =
BCRYPT_USE_SYSTEM_PREFERRED_RNG):
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01651448

x@75tatusword 0000

push 10 || x87SW_B 0 xXB7SW_C3 XB7SW_C2
lea eax,dword ptr ss:[fesp+3sll Sl x87SW_C1 0 xXB7SW_CO XBTSW_ES
Dus: gax XB7SW_SF 0 XxB7SW_P

S s o wp7oy

LTexT:01651453 malware.exe: SA01453 #AD0853
§%oump1  Wooump2 @dDump3  WDump 4

peellocals 2 Struct

“iowmps @ watch 1

Figure 9 A named pipe whose name contains the current process ID and random bytes generated above is created

using CreateNamedPipeW (0x40080001 = FILE_FLAG_OVERLAPPED |
FILE_FLAG_FIRST_PIPE_INSTANCE | PIPE_ACCESS_INBOUND, 0x8 =
PIPE_REJECT_REMOTE_CLIENTS):

MG/ IM_® 3 LSEMLY)  AS/IM_3 3 LEmpLY)
s [ty L X87TW_6 3 (Empty) x87TW_7 3 (Empty)
. push 1000
. push 1000 x875tatuswerd 0000
. o X87SW_B O x875W_C3 X87SW_C2 0
- dword ptr ss:l:spr?c XB7TSW_C1 0 XNB7SW_CO XB7SW_ES O
. ﬂ-;wd ptr ss:[espra. XBTSW_SF 0 XEB7TSW_P 0
. ebx svcw o o oy

|EE—» Tware.CreatenamedPipews I
. Fmn aav TEcEcE

«<malware.CreateNamedPipew>

.TexT: 01651800 malware.exe: SAOLEDO #A0OCDO

“oump2  ¥Dump3 444 Dump 5

D05FESE0 | D05FESAC

Figure 10 The process opens the named pipe for writing using the CreateFileW routine (0x40000000 =

XB87SW_SF 0 XB7SW_P
push edi arow A A Y
lamalware.CreateFilew={ L, feeemmm——
<

rmn asv CECECECD

X8TSW_U O

o] 01649508 sh o A/ IM_% 3 LTHRLY ) AT/ IM_3 3 LEWRLY )
* 0.1.649?00 g:sh edi X87TTW_6 3 (Empty) X87TW_7 3 (Empty)
e D164950E push edx

el 0164350F push dword ptr ss:[febp-1 x875tatusword 0000

o 01649512 push dword ptr ss:Qebp-1C X87SW_B O XB7SW C3 O Xx87SWC2 O
of 01649515 push dword ptr s=:flebp-1 Y| x87SW_C1 0 XBTSW.CO O XB7SW_ES O
e 01649518 mov edi,dword ptr ss:ﬁebp—u. o

. a

.

.

~ |[5_12]0] unlock

<malware.Createrilen>

.TeXT:0164951C malware.exe: $9F951C #9F591C

Woump2 @MDump3  @HDumps  WHDumps @8 watchi

PeelLocals 4 Struct

FE94
NN R T TT T I 22?:53;9 ARARARD Y

Figure 11 The ransomware creates a read and a write named pipe, respectively. The wmic process is used to
extract the UUID (0x08000400 = CREATE_NO_WINDOW | CREATE_UNICODE_ENVIRONMENT):

® | D165098E push ecx XBTTW_2 3 (Empty) XB7TW.3 3 (Empty)
o[ 0165098F push edx oEY. I3 Y.
b 24 80 00 00 00 i deiced ! pt o 8 X87TW_4 3 (Empty) X87TW_5 3 (Empty)
: 32 pisn arerg e iR XTs 3 (Empry e 3 (Empe)
- 24 44 01 00 0O push dword ptr ss:fesp+i144]
- i push 1 x87statusword 0000
[ 01650944 push o XB7SW_B 0 XB7SW C3 0 x&7sw Cz 0O
#| 01650946 oo push 0 XB7SW_C1 0 XBFSW.CO O XB7SW_ES 0O
e[l 01650948 B4 24 E4 00 00 00 dword ptr ss:lfespreaf] X87SW_SF 0 X87SW_P 0 XxB7SWU 0
@ | D165034F eax _nETEW T n__weTcw N o
EIP g 1 <malware. CreateProcesswe I
5 >
<malware.CreateProcessw>

. TeNT: 01650980 malware.exe: SA009B0 #9FFDEO

“ooump2  ¥Dump3

g

00
00
00
00
00
00
FO

Figure 12 The CreateEventW API is utilized to create two unnamed event objects:
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D163E097 X37SW_B 0 xB7SW.C3 0O x87TSWL2 0
XB7SW_CL O xBYSW.CO O xBTSW_ES O

XB7SW_SF 0 xB7SW_P 0 x&7SW.U

nnnnnnnn

«malware.CreateEventiv>

.TeXT:0163E09F malware.exe: SIEEOIF #IEDIIF
@ouwmp1  @Soump2 @Hoump3  oump 4

Peellocals o Struct

@ watch 1

o] o163E180 Dush FFFFFFFF XB7SW_B 0 XB7SW.C3 0 xB7SW.C2 O
i @ D163E182 push o MB7TSW_C1 0 XB7SW_CO 0 XB7SW_ES 0O
@ OLE3ELE4 push edi MB7SW_SF 0 Xx&7SW_P 0 XxB87SW_U 0O

O163E185 ush 2

¢l1wn waitForMultipleobjectss i

. any

<malware.waiTForMuiTipleob]jectss R T
esp+a] 00000000
- TeXT:0163EL87 malware.exe: S9EELS7 #IEDSE7

Woump2 HDump3  Wpump4 & watch 1

D164DEB4
0164DEBS

Flgure 14 The output of the above process is read from the named pipe using the ReadFile routine:

push ecx X@/STATUSWOrd uuuu
push ebx i XBTSW_B 0 xB75W.C3 0 x87SW.CZ O
pus: edx e XB7SW_C1 0 xB7SW_CO O xB7SW_ES 0O
push eax XB7SW_SF 0 x87SW_P O x&7SW_V 0O
ush dword ptr ds: [¢d1]

ma'ltmre ReadFilex I
v

<malware.ReadFiles I i
pt
LTexT:0164DESA malware.exe: SIFDESA #3IFD28A

d!iDurpl ﬂnunpz @5oump3  EDump4  EHDumps

:
i
—
.

Figure 15 The malware creates multiple threads by calling the CreateThread function (0x00010000 =
STACK_SIZE_PARAM_IS_A_RESERVATION):

0165237A

o0
0165237C x875tatusword 0000
01652381 6 push esi || xB7SW_B 0 xB7S5W.C3 0 xETSW L2 O
01652382 | x87SW_C1 0 x87SW_CO O x87TSW_ES 0O

01652387 XB7TSW_SF 0 XB7SW_P 0 xB?Sﬂ IJ 0
01652388 [ wozew A~ g1

push malware.1652430
push edx

malware.Createthreads

.Text:0165238A malware. exe: SAD238A #AOL78A

Loump1  $HDump2  WDump3  B4Dump 4

¥4 Dump 5

Figure 16 The content of the ransom note and the text that will appear on the Desktop Wallpaper are decrypted by

the ransomware:

DD?4CF48 3E 68 61 74 20|68 61 70 70|65 6E 65 64|p> What happened
0074CF58|3F OA DA 49|6D 70 6F 72|74 61 6E 74|20 66 69 6C|7?..Important fil
O074CF6B| 65 73 20 6F|6E 20 79 €F |75 72 20 6E|65 74 77 &F|es on your netwo
0074CF78|72 6B 20 77|61 73 20 45|4E 43 52 59|50 54 45 44| rk was ENCRYPTED
0074CF88| 20 61 6E 64|20 6E 6F 77|20 74 68 65|79 20 68 61| and now they ha
0074CF98|76 65 20 22|75 68 77 75|76 7A 75 22|20 65 78 74|ve "uhwuvzu" ext
O074CFAB8| 65 6E 73 69|6F 6E 2E 0A|49 6E 20 6F|72 64 65 72|ension..In order
0074CFB8| 20 74 6F 20|72 65 63 6F |76 65 72 20|79 6F 75 72| tOo recover your
0074CFC8| 20 66 69 6C |65 73 20 79|6F 75 20 6E|65 65 64 20| files you need

0074CFDE|74 6F 20 66|6F 6C 6C 6F |77 20 €69 GE|73 74 72 75| to Tfollow instru
0O074CFEB| 63 74 €9 &F|6E 73 20 €2|65 6C 6F 77|2E OA OA 3E|ctions below...>
OO74CFF8|3E 20 53 65|6E 73 69 74/69 76 65 20|44 61 74 61|> Sensitive Data
0074D008 | 0A DA 53 65|8E 73 69 74|69 76 €5 20|64 61 74 61|..Sensitive data
0074D018| 20 6F 6E 20|79 6F 75 72|20 6F 65 74|77 6F 72 68| on your network
0074D028| 20 77 61 73|20 44 4F 57 |4E 4C 4F 41|44 45 44 2E| was DOWNLOADED.
0074D038|0A 49 66 20|79 6F 75 20|44 4F 4E 27|54 20 57 41| .If you DON'T WA
0074D048|4E 54 20 79|6F 75 72 20|73 65 6E 73|69 74 €9 7&|NT your sensitiv
0074D058| 65 20 64 61|74 61 20 74|6F 20 62 65|20 50 55 42|e data to be PUB
0074D068| 4C 49 53 48145 44 20 79/6F 75 20 68lel1l 76 65 20|/ LISHED wvou have
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Figure 17

Address | Hex ASCII

0074AA98 |49 6D 70 6F |72 74 61 GE|74 20 66 69|6C 65 73 20| Emportant Tiles
0074AAAB|6F GE 20 79|6F 75 72 20|6E 65 74 77|6F 72 6B 20| on your network
0074AABS |77 61 73 20 |44 4F 57 4E|4C 4F 41 44|45 44 20 61 |was DOWNLOADED a
0074AACB|GE 64 20 45|4E 43 52 59|50 54 45 44|2E 0A 53 65|nd ENCRYPTED..Se
0074AADS |65 20 22 52|45 43 4F 56|45 52 2D 7S|68 77 78 76| e "RECOVER-uhwuv
DO74AAES|7A 75 2D 46|49 4C 45 S3|2E 74 78 74|22 20 66 69|Zu-FILES.txt" fi
0074AAFB | 6L _65 20 74|/6F 20 67 65|74 20 66 75|72 74 68 65|1e to get furthe
0074AB0O8| 72 20 69 GE|73 74 72 75163 74 69 6F|6E 73 2E AB|r 1instructions.«

Figure 18 The malicious binary obtains information about the current system via a function call to GetSystemInfo:

50 push eax TR _ avew? A wovsws oA
E8 73 28 24 00 cnl‘l iamalware. GetsystenIntos) v -
on cr Defauit (stdcal) El Unlock
2 1 : DOSFF 480 = =
<malware.GetsystemInfo> 2t ::;n 00000000
3 esp+8] 00000000
3 esp+C] 00000000
+TEeXT: 01468480 malware,exe: $81B480 #51A880
. . - - am = = > -am = [ T N, [ —— 005FF4B0D

Figure 19 There is a call to SHTestTokenMembership that verifies whether the user token is a member of the
Adrmmstrators group in the built-in domain (0x220 = DOMAIN_ALIAS_RID_ADMINS):

. \D.:(J’f] 68 20 02 00 00 push 220 XBTSW_SF 0 XE7SW_P 0 XBTSW_U o
€A 00 ush o wBTEW OO wEICW. T O wEIEW OO
E8 7B D7 92 00 ma‘lwnre SHTestTokerﬂemhersh‘lm y [ .
| oa 3m ce 48 ee a1 mawe Rh hara nee des - Default (stdcal) 'D o
<malware.SHTestTokerMembership> T 00000220
3z 00000000
4: [esp+c] 00000070
.Text:00080308 malware.exe: $130308 #12F708 e — :

oump1  YHoump2  WMoump3  §Houmps  youmps @ wath1  Irellocals & struct D0SFF454 | DD000220

Figure 20 The process opens the access token associated with the current process (0x80000000 =
GENERIC _READ):

50 push eax XB7SW_CLl 0 xB7SW_CO O XxB7SW_ES 0

es 00 00 00 80 push 80000000 XB7SW_SF O X87SW_P 0 x87SW_U
ush FFFFFFFF
Ea 3F 05 93 00 -r.mn‘luare meemrucsss‘rakm:- v [ ——— -
fa ar ;a4 rBahn_>-8 s
5 |Defout (stdcal) ~|[5_[+] 0] unlock

<malware. ZnopenFrocessToken) B0000000

D05FF418
- TEXT:0007D444 malware.exe: $12D444 #12C844
[

oump1  Ghoump2 WWDump3  oump4  Bhouwmps 8 warchi  beeliocas ) struct Ho;;pmm|
[aArsaee Tuaw Tacrrr i - | 00sFF408| 005FF418

Figure 21 BlackCat extracts a TOKEN_GROUPS structure containing the group accounts associated with the

above token using the NtQueryInformationToken function (0x2 = TokenGroups):

. 56 push esi %87 5tatusword 0000
| 6A 00 push 0 XBYSW_B 0 xB875W.C3 0 Xx87SW.C2 O
! 6A 00 push 0 XB7SW_Cl 0 xX875W_CO O X87SW_ES O
' 6A 02 push 2 XB7SW_SF 0 XB87SW_P 0 X87TSW_U o
i 57 ush edi | worow A n worow T A vevown o
o EE————
: ——— B nayar . woaueryTofornac onToken> . TR RD
| > z
'1: [esp.
<malwar e.NtQueryInformationToken> l2: esp+4] 00000002
| 3: [esp+8] 00000000
4: [esp+C] 00000000
. TeNT:00D7D4DE malware.exe: $12D4DE #12C8DE g

@oump1  @oump2 @oump3  Whoumpd  @Woumps @ watch1  Peellocals ) Stuct o g
Address ‘m | Asc1z | A a0,

00 EE 425 N 005,007, 00 | 02400500500 | 002 00500400 | e0g 02 iE 2| BT TeE s arEal | ‘Eosmm 005FFa34

Figure 22 The OpenProcess API is utilized to open a local process object (0x438 =
PROCESS_QUERY_INFORMATION | PROCESS_VM_WRITE | PROCESS_VM_READ |
PROCESS VM OPERATION)

XESIW_6 3 (EMPTY) X8/IW_/s 3 (EMPTY)

. 6A 00 push 0

. 6A 04 push 4

. 8D 44 23 OC l1ea eax,dword ptr ss:llesp+Cl x875tatuswerd 0000

. 50 push eax XS7SW_B 0 XB7SW_C3 0 Xx87SWC2 0

. 8D 44 24 18 lea eax,dword ptr ss:[fesp+1s] XBTSW_C1 0 Xx8B7S5W_CO 0O XxB7SW_ES O

® | 01684E3D 50 push eax XB87SW_SF 0 XB7SW_P 0 xB7SW_U 0

o D16B4E3E 55 ush ebp oIow F o wovowm o
E— FF D7 edi v

. s Fn rarv asv amv

~ |[5 [+] O] unlock

[ edi=<kernel32.ReadProcessMemory> (76A75030) 2t DOSF:‘D:F‘l
3: D05FEDEC
EH 00000004

.TexT:016B4E3F malware.exe: SAGJESF #AB423F =

@ouwmp1  @oump2 PNDump3  @WDump4  WDwmps @ warh1  bellocals F Struct e T Dane

Address | Hex | AscIz | s UIIUFHEUUKBI
Q05FEDF4 M|W[W|W| §7s.00... ..w.?s‘] ‘lm:gg 00000000
e [ | | e | e | W2 =

Figure 23 The malicious binary retrieves a pointer to a PEB structure using the ZwQueryInformationProcess

routine (0x0 = ProcessBasicInformation):
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6A 0O push o x875tatusword 0000

6A 04 push 4 X87SW_B 0 XB7SW_.C3 0 Xx87SW.L2 0
51 push ecx X87SW_C1 0 X875W_CO 0 x87SW_ES 0
50 push eax XS7TSW_SF 0 XS7SW_P 0 X87SW_U 0
55 ush ebp | woTEW A0 wOTOW T N xeTow N n
FF 15 04 78 91 01 T auwd wddsr[mwdpruessnmrwl v |
oc nn cc 1o cc vrhn hura mee = Y
il " Tm::m : [5 [2] 00 unlock
dword ptr [01917804 <malware.fReadProcessMemory>]=<kernel32.ReadProcessMemory> I2: %ESP" 002A800C
| 3: [esp+8] O0SFEEOQ4
LH &
.TEXT:016B4D4C malware. exe: SAG4DAC #AG414C | € 2CHR00000 00
2

¢hoump1  @hoump2  Woump3  Epump4  WHoumps  ® watch1  Prellecals ¢ Struct et e
Imz: l P 00SFEDDC | 0OSFEEO4
[£532 23 29100 09 00 00[22 20 73 00[B{.WH.5....... 5 005FEDES | 50000000

Figure 24 The executable retrieves a pointer to a PEB_LDR_DATA structure containing information about the

loaded modules in the process and then to the head of a doubly linked list that contains the loaded modules:

01684026 64 00 push o X/ STATUSWOra Uuuy
ef o1e84D2 64 04 push 4 XB7SW_B O X87SW_C3 0 x87SW L2 0
01684024 51 push ecx XB7SW_C1 O XB75W_CO O xX87SW_ES ©
01684028 50 push eax ®B7SW_SF 0 X87SW_P 0 x87SW_U 0
0168402C 55 ush ebp I_xjm_.;_n_y ZOW Z N w@TCW DN
FF 15 04 78 91 01 gm dword ptr @5 [<4ReadProcessMemory=] e —— ]
5 or rn rart asv amv

~ |[s_[+] 0] unlock

ek 0000025C
[dword ptr (01917804 <malware.&ReadProcessMemory>]=<kernel32.Readrrocessienmory> 2 :‘gH DO5FEEDC
3: [esp+8] OOSFEDES
4: [esp+c] 00000004
.TeXT: 01684020 malware.exe: SAG4D2D WAG4LD Al . -
z = 3 0000025C
Woumpl  @Moump2  @HDump3  WHoumps  UNDumps @ wathi  [ellocals 2 Stuct 005 FEDDS | 00SEEEOC
Address_| Hex [ AscIz T 00SFEDDC | 00SFEDES
O0SFEEOE|03 01 00 00[Q0"A0 2270001 00 00 00[18 87 75 00[....L%a......u. | N;FEDH 00000000
Flgure 25
| (| 01684008 6A 00 push o X87S5tatusword 0000
i i e[ o1es4000 64 18 push 18 X87SW_B 0 XB75W_C3 0 x87SW.C2 O
H - ' # || D16B4DOF 50 push eax MB7SW_C1 0 X87SW.CO O XB7SW_ES O
{111 e|016B4D10 €A 00 push 0 XSTSH_SF 0 X8TSW_P 0 XBTSW_U O
i1 eloierapiz 55 ush eby grew? A verewn  n
B> FF D6 esi S— v
i : H L] £ 18 &6 Al mAnr @ " .- e FAECIOEE 55 m{sm
A e g e

: s I{' ] 0000025C
esi=<ntdll.ZwQueryInformationProcess> (7704E8FOQ) 2: ::qu 00000000
3: [esp+8] OOSFEEOS
4:
LTEXT:01684013 malware.exe: SAG4D13 #A64113 esp+C] 00000018

oump1  $hoump2  YDump3  WWoump4  WhDumps @ wathi  belloals ) stuc D05 FEDDS m
Address | Hex |ascIz | | EEETEERIEE | EILS R
O0SFEEQS |07, &5 00 005002 73 0000 00 72 00[48 87 28 00|k--- -5:--5.:- s | Hﬁ:ﬁéﬂ 90009900

Flgure 26 The path of the image file for the current process is retrieved using ReadProcessMemory:

| ] 016B4CEL 50 push eax X87SW_C1 O XB7SW_CO O X87SW_ES O
64 00 push 0 XB7SW_SF 0 x87SW_P 0 x87SW_U
68 38 04 00 00 ush 438
FF 15 E4 77 91 01 ﬁnu dword ptr ds:[<&0penProcesss] w |t
THHT g T e T " Default (stdcal) = DUM
i — : [esp] 00000438
[dword ptr [019177E4 <malware.&OpenProcess»]=<kernel32.0penProcess> espt+4] 00000000
espts] 00000504
esp+C] 40000163
STeXT:D16B4CES malware. exe: SAG4CET #AGH0ED
5 00000438
Wourp1  gHoump2  @Hoump3  @HoDumps  EHoumps @ wachi  [ellocal ) stuct Mmspmg ml
Addrace | baw TaerTr T - | DOSFEDE4 | 00000504

Figure 27

Privilege escalation via UAC bypass using CMSTPLUA COM interface

The ransomware initializes the COM library for use by the current thread via a call to ColnitializeEx (0x2 =
COINIT_APARTMENTTHREADED):

push 2 XBTSW_SF 0 XEB7SwW_P 0 xXBTSW_U o
ush O ~ETOW A O wOTCW T a s3cw n o
dword ptr dsi[<eCoInitializeEx>] v

dword ptr [01917670 <malware.&CoInitializeExs]=<combase.CoInitializebx>

.text:01685426 malware.exe: SAG5426 #AG4326 L e e — Ll
: 00000000

Woump1  @hoump2  Woump3  @oumps  Woumps @ wathi  Irllocals g struct MIOSFFBFC ml

Figure 28 BlackCat ransomware uses the auto-elevated CMSTPLUA interface {SE5FC7F9-9A51-4367-9063-
A120244FBEC?7} in order to escalate privileges:

~|[s [#] ] unlock

00000002
00000000
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. - B — B ——
o [rgemeens oy 3322 o X87TW_2 3 (Empty) XB7TW_3 3 (Empty)
h XB7TW_4 3 (Empty) xB87TW_5 3 (Empty)
. e e e Bush dnord pLn X87TW_6 3 (EmPTy) X87TW_7 3 (Empry)
[ ] FF B4 24 44 01 00 0O push dword ptr
. 6A 01 push 1 x87Statusword 0000
. 6A 00 push o MB7SW_B 0 xB7SW.C3 0 XxB87SWC2 O
o| 01650948 6A 00 push o Xx87SW_C1 O x87SW_CO 0O xB87SW_ES 0
e 01650948 FF B4 24 E4 00 00 0O push dword ptr ss:iesp+E4l) XB7SW_SF 0 XxS87SW_P 0 XB7SW_U o
| ® [ 0165094F 50 ush eax
(E 1P p e ES8 A3 D1 05 00 ] <malware.Cr eateProcesss
| M ar rn Fart asv asv
malware.CreatePr ocessw>

LText: 01650980 malware, exe: SAD09E0 #9FFDBO

S4oump1  Moump2  WWDump3  Whoumpd  Goumps @ watchi1  [ellocals 4 stuct

= ASCII
00 43 0O|3A DO 5C 00|57 OO 49 OO0|4E 00 44 OO|M.C.:-%.W.I.N.D.
00 57 O0|53 00 5C 00|73 00 79 00|73 00 74 00|0.W.5.\.5.¥.5.T.
00 &b 00|33 00 32 00|5C 00 &3 00(6D 00 64 00| &.m.3.2.\.C.m.d.
00 65 00|78 00 65 00|22 00 20 DD|2F 00 63 00| ..&.X.&8.". ./.C.
00 22 00|&6. 00 73 00|75 00 74 00(69 00 6C 00| .".f.s.u.t.i.1.
00 62 00|65 00 68 00 |Gl 00 76 00|69 00 6F 00| .b.e.h.a.v.i.o.
00 20 00|73 00 65 00|74 00 20 00|53 00 79 00|r. .s.e.T. .S.y.
00 6C 00|69 00 GE 00|6B 00 45 00|76 00 61 00|m.1.i.n.k.E.v.a.
BC 00 75 00|61 00 74 00|69 00 6F O0|GE 00 20 00 l.u.a.t.i.0.n. .
00760828(52 00 32 00|52 00 3A 00|31 00 22 00[00 00 AD BA|R.2.R.:.1."....% b=l 0

Figure 29 The 1n1t1a1 executable is spawned with administrative privileges:

64 05 push &5

i H -

A 6A 00 push 0 u875tatusword 0020

] [ 50 push eax X87SW_B O XB75W_C3 0 x875W_C2 0O
[ 51 push ecx X87SW_C1 O XB75W_CO O x87SW_ES O
. 52 push edx XBTSW_SF 0 XB7SW_P 1 Xx87SW_U 0
L. 55 push ebp A vewewn n

EIPy —De FF D7 edi v -
. 5o = P mav . pry Dm

00758608 L™\ "--access-token\” \"

7! “ci s\,
.TEexXT:016B5480 malware.exe: $AG548D #AG458D L0745 BEDUALATAN USEEEY ADEELL

Tk < N ;
e:li--tcm‘lua.DbjectiuMesscHenth (6CB17190) 1: !“’ w:;;?:?as L gi\\users\ I \Deskt

005FF3E4 | 00756748 L'c \\mers\g;ﬁﬁhw\\-ﬂme Lexe"
005 FF3EC | 0075 8600 L"I: \\users'\\Ill"\‘\Desktop"”

Wowmp1  §oump2  @WDump3  UMoump4  EWDumps A% watch1  Ix=llocals ;ﬂs‘mxt
45 00 &C 00

Address | Hex
005FFIC8EC 2C 77 00
005FF1D8| 69 00 &F 00

6E 00 3A 00

j3-Sa M-SR TRy S WAL Mt~ SR 1)
41 00 64 OD|SD 00 69 00|i.0

Figure 30 The LookupPrivilegeValueW routine is utilized to retrieve the locally unique identifier that represents

the following privileges:

e SelncreaseQuotaPrivilege SeSecurityPrivilege SeTakeOwnershipPrivilege

* SeLoadDriverPrivilege SeSystemProfilePrivilege SeSystemtimePrivilege

¢ SeProfileSingleProcessPrivilege SelncreaseBasePriorityPrivilege

o SeCreatePagefilePrivilege SeBackupPrivilege SeRestorePrivilege

¢ SeShutdownPrivilege SeDebugPrivilege SeSystemEnvironmentPrivilege

e SeChangeNotifyPrivilege SeRemoteShutdownPrivilege SeUndockPrivilege
¢ SeManageVolumePrivilege SeImpersonatePrivilege SeCreateGlobalPrivilege
¢ SelncreaseWorkingSetPrivilege SeTimeZonePrivilege

» SeCreateSymbolicLinkPrivilege SeDelegateSessionUserImpersonatePrivilege

50 push eax

56 push esi

6A 00 ush o

E8 E5 FC 92 00 Eﬂ] aNl'lwnre LookupPrivilegevaluens v

ee _rn rare azv as

<malware. LookupPrivilegevaluews i -
«TexT:0007E2CE malware.exe: $12E2CE #1206CE 42
; 7 ) 00000000
#oump1  @Hoump2  WHoump3  EWoump4  EHoumps @ wath1  bellocals & Stuct Hﬁ;ppﬂ;g 0075DESS | L"SeIncreasequotaPrivilege”
Addrace | Haw TaerTr T . | DOSFF45C | 00SFF498

Flgure 31 Al the above privileges are enabled in the access token using AdjustTokenPrivileges:

X87SW_C1 0 XB7SW_CO O xB7TSW_ES 0O
XBTSW_SF 0 XB7SW_P 0 X87SW_U

00000000 i
0075DESS L"SeIncreasequotaPrivil

0D05FF498

esp+C] 000000CO

6A 00 push 0
GA 00 push 0 x87Statusword 0000
6A 10 push 10 X87SW_B 0 XB7SW_C3 0 x87SW.K2 0
51 push ecx X87SW_C1 0 X875W_CO 0 x87SW_ES 0
6A 00 push o X87SW_SF 0 X875W_P 0 x87SW_U O
50 ush eax | worow A n  wovow = N vevow n A
E8 08 FC 92 00 1 cmalware.AdjustTokenPrivileges> o | —
o1 ca mene 1 o
5 | Defaut (stdcal) ~ |[5_[#] (] urock

<malware.AdjustTokenPrivi leges> i' ;' esgw 00000000
esp+8] DOSFF4AD
esp+C] 00000010

£textioon7Ez13malmane. oxcr$12E313 10130713 |—L°—]‘:

@oump1  oump2  @oump3  MDumps  @Woumps @ watchi  bellecals ) stuct LN 0000028C

Address | mex ASCII | A | QOSFF450| 005FF4A0
O0SFF4AD |01 00 00 oo|ns 00 00 oo|oo 00 00 oo|nz 00 00 DO[M..ccovevnarsnas | 00000000
CIAERET OO LD Ol oD Tk (R B 0.8 CH G G [Shedaacatens Sof 00SFF45C | 00000000

Figure 32 The binary creates the following processes that enable “remote to local” and “remote to remote”
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symbolic links on the local machine:

L Ay PRT .

#| 0165098 push ecx = 2o e
o[ 0165098F push edx e AR E:mg
o 01650990 24 80 00 00 00 push dword ptr ss:[esp+s L
o[ 01650997 24 1€ push dword ptr ss:fesp+ic XBTTW_E 3 X87TW_7 3 (Empty)
. 24 44 01 00 00 push dword ptr ss5:fesp+144]
- 1 push 1 x87Statusword 0000
. push o xB7SW_B O xB7SW._C3 0O x87SwW L2 0
. o push 0 X87SW_C1 0 xB7SW_.CO 0O XxB87SW_ES 0
. 24 E4 00 00 0O nus: dword ptr ss:fesp+E4l] METSW_SF 0 xBTSW_P 0 xB7SW_U O
L] us eax o n 27 . ChaS n 0
|E— <malware.CreateProcessw>
. -
>
«<malware.CreateProcessw>

.TexT:01650980 malware.exe: SA009B0 #9FFDBO
Wooump2 @oump3  GDump 4

Figure 33
#] 0165098 push ecx Fo{ 2 R R
o 0165098F push edx 2 A ia 5"““3
o] 01650930 B4 24 BO 00 0O 0O push dword ptr ss:fesp+s ABTIIN_S EmpL,
o[ 01650997 74 24 1€ push dword ptr =z:fesp+ic 3 X87TW_7 3 (Empty)
o[ 01650998 B4 24 44 01 00 00 push dword ptr ss:jfesp+is4
L] 6A 01 push 1 x87Statusword 0000
. 00 push O . XB7SW_B 0 XB7SW.C3 0 x87SW L2 0
- o0 push O XBTSW_C1l 0 xB7SW_CO 0O XB7TSW_ES 0O
. B4 24 E4 00 00 00 nusl': dword ptr ss:Besp+e4] XB7SW_SF O XB7SW_P 0 X87SW_U O
- 5 275 P 0 276 0 a = s O
. dnn1uure.l:reate?rocesslb-_ v
. e R

«malware.CreateProcess>

«TexT:01650980 malware, exe: $AD09B0 #IFFDBO

Webump2  Y4oump3  WDump 4

[ oosFEECO
| oosFEECS
005FEECS

AnEEEEF,

Figure 34 The malware tries to stop the Internet Information service (IIS) using IISReset.exe:

e ame w ey e s o e
| ciesosee Bush <o Yomca 3 () xemecs 3 (e
o 01650990 FF B4 24 80 00 00 00 push dword ptr ss:ffesp+ ) Y. X -
e | 01650997 24 1C push dword E:r ss:Esm ! Xx87TW_6 2 (Empty) x87TW_7 3 (Empty)
. 24 44 01 00 00 push dword ptr ss:fesp+l4
- 1 push 1 x&75tatuswerd 0000
. push o xXBTSW_B 0O xB7SW_C3 x875W_€2 0
. push o X87SW_C1 0 X87SW_CO XB7SW_ES 0
. 24 E4 00 00 00 push dword ptr ss:llesp+Esl] XB7SW_SF 0 XB7SW_P o
. SaX 5 o wozn ot
|ER— e.CreatePr >, [
. T
R 3
<malware.CreateProcessiw>

LTeNT: 01650980 malware. exe: SADOSBO #9FFDEO

@oump2 @pump3  @hoump4  Woumps 8 watch 1

Peellocals 4 Struct

57 OD 49 0D|4E 00 44 00|}

&5 00 75 00 ; 305 FEEEBC | 00 D
007628A0| 22 00 74 00|6F -T. B Ancecern 3

Figure 35 The ransomware deletes all volume shadow coples usmg the vssadmin.exe utility:

PR TP — A ama o ey
iieseses B < g S e
. 24 80 00 00 00 shd.md tr ss:ffesp+ i Y WpLy.
. 3 1c Pish dwaed ptr ssiflespric X87TW_6 3 (Empty) x87TW.7 3 (Empty)
. 24 44 01 00 0O push duurd ptr ss:jesp+l4.
. 1 push 1 x875tatusword 0000
. push O X87SW_B O XxB7SW C3 O Xx87SW L2 O
. (1] X87SW_C1 0 XxB7SW CO O XB7TSW_ES O
L[] dword ptr ss:Qesp+es] XB7SW_SF O XB7SW_P 0 X87TSW_U o
M sax : e a o= ow n o
|EE— Tware.Createrrocess! v
M rarr asv asv
>
<malware.CreateProcessw>

.Text: 01650980 malware.exe: SAD09B0 #9FFDBO

$Woump2  Ppump3  PHDump 4

g

888888888
8888888

D05FE E98

m
=
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Figure 36 There is also a second process that is responsible for deleting all volume shadow copies with wmic:

e o ymepagg e e = gy
oiesome) 52 P R s
o[ 01650930 FF B4 24 80 00 00 00 push duord ptr ss:[fesp+s el mpty. mpry.
o| 01650997 FF 74 24 1C push dword ptr ss:fesp+1C X87TW_6 3 (Empry) Xx87TW_7 3 (Empty)
o 01650998 FF B4 24 44 01 00 00 push o.mrd ptr ss:fesprls
o 01650942 6A 01 push 1 x875tatusword 0000
o || 01650944 6A 00 push O XB7SW_B 0 XB7SW.C3 0 xX87sw L2 0O
e 01650946 BA 00 push O XB7SW_C1 0 XEB7SW.CO 0O xB7SW_ES O
o] oxes09a8 FF B4 24 E4 00 00 00 push dword ptr ss:[fesp+£sll X87SW_SF O X87SW_P O X87SW.U O

eax G o0 x878 0 xETSW R D

B
-

«<malware.CreateProcessw:>

.TexT: 01650980 malware.exe: SA009B0 #9FFDBO

Woump2 UHoump3 WhDumps  Dumps

g888888sg
88888888
88888888

X87TW_2 3 Eimpty% X87TTW_3 3 Emptyg
dwor MBTTW_4 3 (EmpTy XBTTW_S 3 (Empty
ﬁ:ﬂ Mr: EE: i:Ei:ﬁ?‘!. X87TW_6 3 (Empty) x87TW_7 3 (Empty)
24 « 01 00 00 dword ptr ss:flesp+l4
1 h i x87Statusword 0000

o XB7SW_B 0 Xx875W_C3 0 x875W.C2 O
0 XB7SW_C1 0 x87SW.CO 0 xB87SW_ES 0

i dword ptr ss:fesp+e4] XB7SW_SF 0 X87SW_P 0 X87SW_U
eax 0 0 27O ' g

<malware.CreateProcessw=

anv amv

<malware. createPrncusib

. Text: 01650980 malware.exe: SADDIB0 #3IFFDBO

$5oump3 5 Dump 4

66 00 61 00|75 00 &C 00

00762860 |5+ 61 GE 64 20|The set command
00762870 20 6F 6F 74|specified is not
00762880|20 76 61 6C|69 64 2E OD|0OA 52 75 6E|20 22 62 63| valid...Run "bc
00762890| 64 65 64 69|74 20 2F 3F|22 20 66 6F |72 20 63 6F|dedit /7" for co
007628A0| 6D 6D 61 GE|64 20 6C 69|6E 65 20 61|73 73 69 73|mmand line assis
00762880| 74 61 6E 63|65 2E OD 0OA|54 68 65 20|70 61 72 61|tance...The para
007628C0| 6D 65 74 65|72 20 69 73|20 69 6E 63|6F 72 72 65 |meter is incorre
007628D0| 63 74 2E OD|0A FO AD BA|OD FO AD BA|OD FO AD BA|cCt...d.°.9.°.d.°

2 Dshicey X87TW_2 3 (Empty) x87TW_3 3 (Empty)
24 80 00 00 0O h dword pt ¢ 5 XB7TTW_4 3 (Empty) XB7TTW_5 3 (Empty)
: aie piin derd o e XEThCe 3 (Empry)  xerm? 3 (Empy)
- 24 44 01 00 0O push dword ptr ss:fesp+i44]
. 1 push 1 ®87Statuswerd 0000
. push o |_ XB7SW_B 0 XB7SW.C3 0 x87sw.L2 0
- push 0 - XB7TSW_C1 0 XxB7SW_CO 0O Xx87SW_ES 0
. 24 E4 00 00 OO nus: dword ptr ss:Qesp+Esl XB7SW_SF O XB7SW_P 0 XB7SW_U
. ush eax 2 : z -
. <malware.CreateProcessw>[ T
. =T varv asv asv
AR et : > .
<malware.CreateProcessws :
. TexT:01650980 malware. exe: SA009B0 #IFFDBO

Booump2  $H0oump3  Woump4

-------- | 005FEEAD | 0000002

38888888

6F 00 22 00|00 00 AD BA|0D
Figure 40 The ransomware tries to clear all event logs, however, the command is incorrect and returns an error, as
highlighted below:

Page 9 of 22



https://securityscorecard.com /research/deep-dive-into-alphv-blackcat-ransomware

Iware.CreatePr I |

rare azv aaw

P e = g
o] sicseser Bush edx gt el o
o 01650990 FF B4 24 80 00 00 00 push dword ptr ss:[fesp+ & Y. -

o| 01650997 FF 74 24 1C push dword ptr ss:fesp+iC X87TW_6 3 (Empty) X87TW_7 3 (Empty)
o 01650998 FF B4 24 44 01 00 00 push dword ptr ss:fesp+14

el 018650942 1 push 1 x87statusword 0000

o 01650944 push O XB7SW_B 0 xB7SW C3 0O XxB87SW L2 0
. 00 push O X87SW_C1 0 xB7SW_CO O XB87TSW_ES 0O
. 24 E4 00 00 00 dword ptr ss:fesp+e4) XB7SW_SF O XB7SW_P 0 x87SW .U 0
. SAX = =l A woZow B o

.

-

<malware.CreateProcessw: esp+4] 00762878 L™\"C1\\WINDOWS\\syster
esp+8] 00000000

.TEXT:01650980 malware.exe: $A009B0 #IFFDEO ESpiCyE

pump4  @HDumps

57 00 49 DO0(4E 00 44 00

5C 00 63 00(6D 00 64 OO0
22 00 20 O0(2F 00 63 OO0

£4 00 2E 00165 00 78 00
20 00 20 00|66 0D 6F OO|e. ./.C. .

20 00 5¢ 00|22 00 74 ao|r. /IF. . ! %
73 00 30 00)2A 00 EC OO0 ggg:i:ﬁﬂ
20 00 69 0O|6E 0O 20 0O|™. .%.1. .i.n. . 005 FEECE
500 74 00| (. ' .w.e.v.L.u. T, DOSFEECC
20700765700/ 1.1 €. X. €. €. OOSFEEDG
-------- 005FEED4
65 00 20 00 20 00 SC 0O|e.x.e. .c.1. .\.
31 00 5C 00(22 00 22 00|00 00 AD BA

00762888 5C 22
007628DB |74 65 64 20|81 74 2 74 68 6%
007628E8 | 2 D 0A BA|OD FO AD BA|OD FO

Figure 42

Killing targeted services

The binary opens the service control manager database via a function call to OpenSCManagerW (0xFOO3F =
SC_MANAGER_ALL_ACCESS):

O0DESD3E 68 3F 00 OF 00 push FOO3F R B i XB7SW_C1 O X87SW_CO O xB87TSW_ES 0
O0DESD43 push o XB7SW_SF 0 x87SW_P 0 x87SW_U 0
OODESD45 ush 0 2zcw n__n__weze 5 it

<malware.0penscManagerw:

.TexT:00DESD47 malware.exe: §195D47 #195147

@4oump1  Hoump? WDump3  WHDump4  WeDumps @ wath1  [xellocals 5 Struct

HH WS: o XETTW_O0 3 (EmpTy) X87TW_1 3 (Empty)

il . e e X87TW_2 3 (Empty) X&7TW_3 3 (EmPTy)

g - BiEh ecx X§7TW_4 3 (Empty) XS7TW_S 3 (Empty)

T push o X87TW_6 3 (EmpTy) Xx87TW_7 3 (EmpTy)

il . sh o

R push 1 x87Statusword 0000

i e push 30 XB7SW_EB O XB7SW.C3 0 XB7SW.CZ ©

FE push 0 XB7SW_C1 O xB87SW_CO 0 x87SW_ES 0O

i . push eax XB7SW_SF 0 XxB7SW_P 0 x87SW.U O

[HE . mov_es5i,eax gzew o0 pze o 27w n D
| cmalware. EnumServi cesStatusExwsI | | Em—"—

H ' . mais A1 Rura are des FAZEAEADT

.TexT:D0DESDIE malware.exe: $195D98 #195198
Woump2z @oump3  @oumps @ watch 1

lellocals ¢ Stct

Figure 44 The malware targets the list of services from the kill_services element in the BlackCat configuration. A
targeted service is opened by calling the OpenServiceW routine (0x2c = SERVICE_STOP |
SERVICE_ENUMERATE_DEPENDENTS | SERVICE_QUERY_STATUS):
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| X87SW_B 0 x87SW.C3 0 x87SW.L2 0
| ®875W_C1 O xB75W_CO0 O x87SW_ES 0O
push edi | X87SW_SF 0 XBYSW_P 0 X87SW.U 0O
dnﬂm.re.ﬂpensarvi cew> I

e sy

<malwar e.0pensServicew> Bl'.l L"vss"
0000002C

esp+s
00779550
. Text:00DE4EDS malware.exe:$194808 #193FDB £SpiC

@oump1  Poump2  Woump3  Uoump4  PMDumps @ wath1  Ixllocals 5 Struct

Figure 45 EnumDependentServicesW is utilized to retrieve the active services that depend on the targeted service
(0x1 = SERVICE_ACTIVE):

.
. x87statuswerd 0000
. XB7TSW_B 0 xBYSW L3 0 xESW L2 0
L] XB7SW_CLl 0 XxB7SW_CO 0O XxB87SW_ES O
. XB7SW_SF 0 xB7SW_P 0 xB7SW.U 0
. dword ptr ds:[esi+C] T e i 27ow N o
|E——» €. &l |
. mav aav rhaned nre dAre faZcoocol R

<malware. EnurDependentServicesw>

.TexXT:D0DE4ESS malware.exe: $194E55 #194255

Hbuwl $Soump2  WDump3 B Dump 4

@ watch 1 Ie-llocals 4 Stuct

&% Dump 5

00779380 | EE FE EE FE|EE FE € FE|EE FE £ FE € FE E€ FE|3b REEEE
007795C0|EE FE EE FE|EE FE EE FE|1a 37 DO 17|D9 28 00 18 1b1bibib 780,

Figure 46 BlackCat stops the targeted service using the ControlService function (0x1 =
SERVICE_CONTROL_STOP):

XB75W_C1 O
XBTSW_SF 0

XB7SW_CO 0 XxB7SW_ES 0O
XBTSW_P 0 X87SW_U 1]

<malware.ControlServices

.TeXT:000EST1F malware.exe:S19571F #19481F

Woumpi  Ghpump2z EHDump3  PDump 4

Woumps @ watch1  bellocals & struct

Figure 47

Killing targeted processes

The executable takes a snapshot of all processes and threads in the system (0xF = TH32CS_SNAPALL):

O0E1D2B2 XBTSW_SF O xB7SW_P 0 xB87SW_U
87 cu oo srew = o g2zcw n

O0E1D2B4

.Text:00E1D2B6 malware.exe: $1CD2E6 #1CCEB6
$Hoump1  Phoump2  WWoump3  WMoumpd  Woumps @ watchi  Peellocals S Stuct

X

malware.Process3zrirstws

push eax

i XB7SW_C1 O XB7SW_CO 0O x87SW_ES 0
movhmzd ptr ss:febp-100,edi
5|

XB7SW_SF O XB7SW_P l} XS?S* u CI

a8 ees

+

O7FCFAAC
06040002
00000000

LTexT:00ELID340 malware.exe: $1CD340 #1CCT40

oump1  @Woump2  @Hoump3  PMoumpd  BHoumps @ wathi  bellocals ) st

Figure 49

O0E1D3EL
DDEID3E2
D0E 1D 3ES

push eax XB7SW_C1 0 XB7SW_CO 0O xB7SW_ES 0O
mvhedﬂlj!duord ptr ss:febp-100 MBTSW_SF 0 XB7SW_P 0 XB7TSW_U O
s il P " o 27w n o

<malware.Process32NexTw>

.TeXT:00ELID3E6 malware.exe: $1CD3E6 #1CCTEES

Woump1  GUpump2 @WDump3  HDump4  GMDumps @ watch1  bellocals ) stuct

Figure 50 The malware targets the list of processes from the kill_processes element in the BlackCat configuration.
It opens a targeted process using OpenProcess (0x1 = PROCESS_TERMINATE):
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®] 00EIDT2F push dword ptr ds:[eax+g] XB7SW_CL1 0 xB7SW.CO 0 xB87SW_ES 0
& | 0OEIDT32 :E XB87SW_SF 0 X87SW_P 0 x875w_U
. s ez ow 0 2z S s
— <malware.OpenProcesss’ T, |
. A Fe e eE nd vehm b are des PAECFEFFT R 5  Default (stdcal)
<malware.0penProcess> m espﬂl

esp+8] 0000107C TE
esp+l] 770213EE nt . 770213EE
.TexXT:00ELD736 malware,exe: $1CD736 #1CCB36

$%oup1  @oump2 @WHoump3  GWDump4  WWoumps @ watch1  bellocals 4 Stuct

Figure 51 The ransomware terminates the targeted process by calling the TerminateProcess API:

i 00ELD7DI 64 09 push 9 X87SW_SF 0 X87SW_P
O0E1D7DE 56 ush esi srew T
<malware.TerminateProcess>

mavry ahw hara nre des F1EECTACT

0 x87SW_ U 0
A woTow n

p+4] 000000O09
esp+8] 770213EE I'Itg"l. FTO213EE
.teXt:00E1D7DC malware. exe: $1CD7DC #1CCEDC o] D640 pnlware.- J1ebiDx

WWourp1  §oump2  @SDump3  UHoump4  Eboumps @ warhi  beliocas ) stuct

Figure 52 The binary spawns multiple child processes by adding the “—child” parameter to the command line (see
figure 53). The new processes run in the security context of credentials that were specified in the credentials entry

from the BlackCat configuration.

S push eax x87Tagword FFFF
T pushiect XB7TW_O0 3 (Empty) X87Tw_1 3 (Empty)
1 g:g,,g X87TW_2 3 (Empty) X87TW_3 3 (Empty)
. push 400 x87TW_4 3 (Empty) x87TW_5 3 (Empty)
e mov esi,dword ptr ss:(febp-2ol X87TW_6 3 (Empty) x87TW_7 3 (Empty)
i . ush esi
te susru 0 x875tatusword 0000
' . push 2 NB7SW_B 0 Xx875W_C3 0 x873wW_C2
rn . push dword ptr ss:[lebp-4C XB7SW_C1 0 XB7SW.CO O XB7SW_ES
L . push dword ptr ss:febp-5 XB7SW_SF 0 xB7SW_P 0O
il ush dword ptr ss:febp-5 2rcw n__n__wezo 2

EIP e e 1 <malware.CreateProcesswi thLogonw: Iy |, |
H . TarT amv asv

<malwar e.CreateProcesswithLogonw>
- Text:00D7FB6A malware.exe: $12FB6A #12EFGA

Woump1  @Hoump2  §YDump3 U Dump4

0[6s 00 72 00
44 00 €5 00

00
00
00
0o
00
oo
00
00
00
0o
00
AB

return to malware.01654391 from malware

88888888

00768728
00768738

888888888

b3
m

Figure 53 The number of network requests the Server Service can make is set to the maximum by modifying
“HKLM\SY STEM\CurrentControlSet\Services\LanmanServer\Parameters\MaxMpxCt” Registry value:

®| 0165098E 51 push ecx e e e R S el
o 01620250 P& B4 24 80 00 00 00 3322 mrd ptr ss:flesp+s ::;&E : Es:mg ::7&: ; 5::¥;3)
o[ 01650937 FF 74 24 1C push dword ptr ss:fesp+ic X8TTW_6 3 (Empty) x87TW_7 3 (Empty)
o[ 01650938 FF B4 24 44 01 00 0O push dword ptr ss:fesp+144]
e[ 01650942 64 01 push 1 x875tatusword 0000
o[ 01650944 6A 00 push 0 XB7SW_B 0 xXB7SW.C3 0 x87SwW.C2 0
#|| 01650946 6A 00 push o B XBTSW_C1 0 XB7SW_CO 0 XxB7SW_ES 0O
e 01650948 FF B4 24 E4 00 00 00 push dword ptr ss:[esp+E4] XB7SW_SF O xB7SW_P 0 ]
o 0165034F 50 ush eax o n
E— <malware.Createfrocessw>-
. asv snv
i >
<malware.CreateProcessin>

LTeXT:01650980 malware. exe:SAOD9BO #IFFDBO
§%Dumpl G Dump 2

652C0
00765200
007652E0
007652F0
00765300
00765310
00765320
00765330
00765340
00765350
00765360
00765370
00765380
00765390|76 00 65 00
007653A0| 6D 00 &5 00
007653B0|76 00 20 00
007653C0 | 42 00 74 00
007653D0| 35 00 33 00
007653E0| 45 00 47 00

O7B4FSD0
D7B4FSD4

74 00 5C 00

£S5 00 73 Q0|5
6E 00 53 0O .M. a. 5
S0 00 61 00 o O7TB4FSEC

= 3 07B4F5FO0

L e 00000000
78 00 40 00|20 00 78§ 00 . - "es "
64 00 20 00(36 00 35 00 " O7B4FSF4 L"C: A \WINDOWS!\ sysTem32\\ cmd. exe’

20 00 52 00

888888888888888888

2E 00 74 00
57 00 4F 00/52 00 44 00

Figure 54 The malicious process obtains the ARP table using the arp command, as shown below:
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e o165098E 51 push ecx ey i =y
e[| 0165098F 52 DU5: 53; a ::;&: : E::::;; XBTTW_S : E::::;g
. FF B4 24 80 00 00 00 us rd ptr ss:fesp+8o)
. FF 74 24 1C push dnord ptr ss:flespeic XE7TH_6 5 (Empty) XEFTW.T 3 (Empty)
. FF B4 24 44 01 00 0O push dword ptr ss:fesp+144]
o[ 01650942 6A 01 push 1 xB7Statusword 0000
o[ 01650944 6A 00 push 0 XB7SW_B 0 XB7SW.C3 0 x87sw.C2 0
e[ 01650946 64 00 push 0 Xx87SW_C1l O XB7SW_CO 0O xB87SW_ES 0
o[ 01650948 FF B4 24 E4 00 00 OO push dword ptr ss:fesp+E4]) XB7SW_SF 0 xB7SW_P O xB87SW.U O
o[ 0165094F 50 ush eax

BE— ES A3 D1 05 00 '-ann‘lua.re.l:reate?roceum
. or rn rart aav an

<malware.CreateProcessi>

.TexT:01650980 malware.exe: SAD0IB0 #3IFFDBO

@oump2 @Hoump3  Whoump4  @HDumps @ watchi  Ixeliocals 5 Struct

|Asc1x
00 5C 00|57 00 49 OO|4E 00 44 00| rC \.-W.I.N.D.
00 5C 002300 79 00|73 00 74 oo|O.W.5.\.s.y.s.T.
00 32 00|5C 00 &3 00|6D 3.2.\.c.m.d.
00 65 00|22 00 20 00|2F T
00 72 00|70 00 20 00|20 a.r.p. .-.a.
FO AD BA OO FO AD BA|OD 2,“,2.‘2.“

Figure 55 The net use command is utilized to connect to the local computer using different credentials stored in

the BlackCat configuration:

S EEEGEEE SRR - . MU im_u o LLmpLy s A Im_s o LLmpLy
o| 01630987 :; g:sh dx “:;m‘f ; E:"‘p‘yg ":;"“: ; E:"'p‘yg
e[ 01650990 FF B4 24 80 00 00 0O push dword ptr ss:fesp+sol "‘ — mpEy. il mpry.
o 01650997 FF 74 24 1C push dword ptr ss:fesp+ic X87TW_6 3 (Empty)  X8TTW_7 3 (Empty)
| 01650998 FF B4 24 44 01 00 00 push dword ptr ss:fesp+144)
el 018650942 6A 01 push 1 x87statusword 0000
el 01650944 6A 00 push 0 X87SW_B O XB7SW.C3 0O x87SWC2 O
e[ 01650946 6A 00 push o0 xB7SW_C1 O XB7SW_CO 0 x87SW_ES 0
o || 01650948 FF B4 24 E4 00 00 00 push dword ptr ss:jflesp+Es] XBTSW_SF 0 XETSW_P 0 Xx87SW_U o
| o || D165094F 50 push eax &.ewm = a eTew n fn
Eg—s E8 A3 D1 05 00 call mlware.createliracess» v
| M oc_rin rar® aaw as
|} £
<malware.CreateProcessw>
.TexT: 01650980 malware.exe: SAO0IB0 #9FFDEO

WWowmp1  @oump2 @Mpump3  @WDumps  @Moumps @ watch1  IrelLocals J’Slruct

Address ~

00763008 00 57 00 49 DO|4E 00 44 00

00762018 00 &S00 72 00123 00 74 00

00769028 5C 00 63 00|&D 0O 64 00

00769038 0o 22 00 20 OO(2F 00 63 OO

00763048 0o 74 00 20 00|75 00 73 00

00769058 00 44 00 45 00(53 00 48 00

00769068 £0 00 20 00

007639078 33 00 20 00 73 00 &5 00

00763088 0076370

%;ggﬁ 0784F5 BC | 00000018
B SN i 0784F590 | 00000000

007690B8| 69 00 73 00|74 00 72 00|EL 00 74 00|6F 00 72 00|i.s.t.r.a.t.o.r. DTBAFE 58| GOO00OZ6

007690C8 €1 00 73 00|73 00 77 Q0|6F 00 72 00| .p.a.s.s.w.0.r. EaEe st oucodeec

00769008 2F 00 70 00|65 00 72 00|73 00 69 00|d. ./.p.e.r.s.i. 0784F29C | ODODOZFC

007690E8|Z3 00 74 00|65 00 6E 00|74 00 3A 00|6E 00 6F 00 3 Ry e s e

Figure 56 The malware retrieves the currently available disk drives by calling the GetLogicalDrives routine:
B

E8 E9 SE 8E 00 | €8] <malware. GetLogicalDrives>, v r
N TRAG A -
. P ss s co 5> |Default (stical) ~ |[s 2] 07 uniocke
1: [esp] 00779778
<malwar e.Get LogicalDrives: 2: cser 00766CFS

3: [esp+8] 00000004
4: [esp+C] 01916424 malware.0l916424

-Text:00DCT7DAA malware,exe: $177DAA #1771AA

Figure 57 The GetDriveTypeW API is utilized to obtain the drive type:

56 ‘ ush esi | wosew A A aTew T o prow n
ES 3D 44 8E 00 l<malwere. GETOr 1veTypens|
cc_r> nc nn o mens wnrd e dee Faed ¥ | Default (stdcall) S -Dl lock

<malwar e.GetDriveTypew: esp+4] D4173ESS

esp+3] 00000001

.Text:00DC95806 malware.exe: $1795806 #178C06
oump1  WHoump2 WDump3  WDump4  EHDumpS @ watch1  Ix-lLocals

Address | Hex | Asczz |
04173E88 |41 00 00 0O|AB AB AB AB|AB AE AB AB|AB AB AB AB[A...scscacscasca|

Figure 58 The ransomware starts scanning the volumes on the local machine using FindFirstVolumeW:

esp+10] 04173E48

68 0A 02 0D DO push 204 XBTSW_SF 0 x87SW_P 0 X87SW_U o
57 push edi srow = a PEy— a
E8 E1 55 88 0O call ﬂ!&lme.FindFirstVO'lul!w .
5> co o= Fmn aav Troe ~ 1[5 2] ] urlock
OQDATFIFE
<malwar e.FindFirstvalumen> 00000204
FFFFFFFE
: 07DFFBBE
L TexXT:00E2850A malware.exe: $1DSSDA #1D79DA [esp+10] 77021687 ntd11.77021687

P

oump1  @Yoump2 @WDump3  @Woumpd  @Woumps @ watch1  Iellocals Y Struct

6A 0O push 0 AD/ DLALUDWUI U UUUY

63 0A 02 00 00 push z0a XB75W_B 0 XB75W_C3 0 x87SW Lz O
89 45 C4 mov dword ptr ss:lfebp-3Cl,eax X87SW_C1 0 XxB7SW.CO O XxB87SW_ES O
50 push eax X87SW_SF O xB7SW.P 0 o
57 ush edi n o
ES 75 56 88 00 Tumepatt vol &

es ~n

<malware.Get\VolumePathNamesFor volumeNamews 00AB0678

00000204
esp+C] 00000000
esp+10] FFFFFFFE

.TeXT:00E2869E malware.exe: S1IDSGIE #1DTASE

Womo1  GMpump2 @HDump3  EMDumps  Weoumps @ warhi  bellocals
Address | Hex | AscI1 |

A AR TR AR A PRSP S AR TR R P P T AR AR ] T
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Figure 60 The volume’s enumeration continues by Calhng the FindNextVolumeW function:

&8 0A 02 00 00 push zoa xXB87SW_C1 0 xB7SW CO 0 xB7SW_ES O
&7 push edi XBTSW_SF 0 XB7SW_P 0 X87SW_U o
FF 75 C8 push dword ptr ss:Jebp-35] sTew T n amow o A
E8 02 51 88 00 call anahure FindNextvolumews v -

ca rc mere aci s

Defauit (stdcal) ~|[5 )00 unock

esp] O0ATFAZD
<malwar &. FindNextvolumew:> espr4] ODOATFZFS L™\\\\T\\Volume{d7e4782
esp+s] 00000204
esp+C] FFFFFFFE
LTexT:D0EZBACY malware.exe: $1DSACY #1DTECY 5: [esp+10] O7DFFBBS

1y 00ATFAZO
B%oump1  @Hpump2 WDump3  @Wpumps  @Hpumps @ wathi  (xellocals & struct W LU\\\\ P\ \Volume {d7 e47829-0000-0000-0000
e i i 1.l 07DFFE6S | 00000204

Figure 61 All unmounted volumes are mounted via a functlon call to SetVolumeMountPointW:

57 push edi XB7SW_C1 O xB7SW_CO O XxB7SW_ES O
88 5D AD mov ebx,dword ptr s..[ebp &off MBTSW_SF 0 XEBTSW_P 0 XBFSW_U o
push ebx crfw A0 __werow T o werow n
E8 19 54 88 00 €A1 <malware. SetvVolumeMountPointw:> W
°r i tart asv asv
5 | pefault (stdcal) >[5 2] unlock

esp] D0A7AIFS L Z:\\"

esp+a] D0ATFTFS L™\\\\?\\Volume{d7esrs2
esp+8] 00A74290

[esp+C] 00000003

<malware. SetvolumeMountPaintn:

.text:D0E2BA32 malware.exe: $1IDSA32 #1DTE32 5: [esp+10] 00000003
pr ODATA9FE | L"Z:\\"
Weouw! | Woump2  ¥§Dump3  WhDumpd  UHoumps @ warhi  bellocals ) stuct O7DFFB68| 00A7F7FS | L"\\\\7\\Volume{d7 e47629-0000-0000-0000

Flgure 62 BlaCkCat traverses the file system using the FindFirstFileW and FindNextFileW APIs:

push ebx | XB7SW_C1 O X87SW_CO 0 x87SW_ES O
ss 75 D4 mov dword ptr ss:febp-zCl,esi | XB7SW_SF O XEB7SW_P 0 XB7SW_U (]
push esi | sco= aTEw T a avew a
ss 60 42 06 DO CAIN <malware.FindFirstFilews M SRR,
v2 co cc Fmn a3 CECECECT -
5 | Default (stdcal) * |[s_[£]0] unlock

o A
<malware.FindFirstrFilew> esgwl OBGFEBSS

esp+8] 00000000
esp+C] 00000000
esp+10] 00000000

ouwe1  lpump2 @Dump3  WDwed  BHDumps @ wakhi  belloals ) stuet EEBESELN00ATSESELRCENNUSersINeT

S Text: 01649953 malware.exe: $9F9953 #9FED53 l

Figure 63
i o] 01649041 53 pus: ebx XB7SW_SF 0 XxB7SW_P 0 x87SW_U 0
i 2 56 us es1 wEBTEW OO wE8TOwW T O« 2T O .
i ES 20 4B 06 00 a1l |<malware. FindNextFilew> v [
i T —— > |Defauit (stdcal) - EIDUM
i = D047
<malware.FindNextFilew: §< :gghl 082222&‘.
3 esp+8] 00000000
4: esp+C] 00000000
STeXT: 01649043 malware.exe: S9F90A3 #IF54A3 5: Eessrm] 00000000

Wowp1  @Houm2  @0ump3  oups  WEoums | @ wathi  icllock | ) stuct [ASEaEN 0oATSEA0]

Figure 64 The BlackCat configuration is stored in JSON form and is decrypted at runtime. It contains:

 the extension appended to the encrypted files

e RSA public key that is used to encrypt the AES encryption key

e ransom note name and content

« stolen credentials specific to the victim’s environment

e encryption cipher: AES

« list of services and processes to be killed

o list of folders, files, and extensions to be skipped

e boolean values that indicate network discovery, lateral movement, setting the Desktop Wallpaper, killing
VMware ESXi virtual machines, removing VMware ESXi virtual machine snapshots, excluding VMware

ESXi virtual machines from termination

Page 14 of 22



https://securityscorecard.com /research/deep-dive-into-alphv-blackcat-ransomware

JLMRPWIASHRECRARINE FHS a9uce, TRy dORLIFFORIRAITES

Figure 65

Files encryption

The CreateFileW API is used to open a targeted file (0xC0000000 = GENERIC_READ | GENERIC_WRITE,
0x7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE | FILE_SHARE_READ, 0x3 =
OPEN EXISTING)

A 00 B0 A il e ey A e e ey
= Bk X87TW_6 3 (EMPTy) x87TW.7 3 (Empty)
52 push
FF 75 E8 push x875tatusword 0000
FF 75 E4 push X87SW_B 0 XB7SW.C3 0 x87SW.C2 O©
FF 75 FO push p X87SW_C1 0 XB7SW_CO O x87SW_ES 0O
88 7D EC mov edi dmrd ptr ebp-140 XBTSW_SF 0 XB7SW_P 0 x87SW_U 0
57 push edl
E8 OF 46 06 00 call mumnre crutehim o ||
e co ece e sy ceE =
,  |Defaut (stocal) + |[5 ][00 unlock

esp] 03004C08 L™\\AFNC: iuser s N\
esp+4] CO000000
esp+8] 00000007
esp+C]_ 00000000
'esp+10]) 00000003

L"™WAAPAAC: \\User s\ Il \Desktop\\sica.

<malware.CreateFilew>

.TexXT:0164951C malware.exe: $9F951C #9F591C

oump1  hoump2  oump3  @oump4  EHoumps @ wath1  Ielloals 4 Stuct
ASC

Address. qne: | 1

03D04CDE EC 00 SC UU.%F 00 5C 00!43 00 3A D0|SC 00 55 OO|N.\.7. \
B 5 1 HL G
Figure 66 The ransom note is created in every traversed directory (0x40000000 = GENERIC_WRITE, 0x7 =
FILE SHARE _DELETE | FILE_SHARE_WRITE | FILE_SHARE_READ, 0x2 = CREATE_ALWAYS):

Ko/ IW_% 3 |EmpLy ) RONIWD S LEmpLY )
:: o E::: 2d1 xB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
52 push edx
FF 75 E8 push dword ptr ss;febp- x87Statusword 0000
FF 75 E4 push dword ptr ss:febp- XB7SW_B O XB7SW_C3 0 xB7SW.CZ2 O
FF 75 FO push dword ptr ss: [ x875W_C1 0 xB7SW_.CO 0 xB7SW_ES 0O
88 7D EC mov edi,dword ptr “.Eetln 14) XB7SW_SF 0 XB7SW_P 0 X875W_U 1]
57 push edi [ wOTCw O N wOTow T N weTow '
ES OF 46 06 00 €alY <malware, Createrilews
o7 co cc lrmn anv

<malware.Createrilew>

STexXT:0164951C malware.exe: $9FI51C #9IF591C

Wowp1  @Hpump2 ESDump3  WHDumps  UMDumps @ watchi  IxelLocals

00 2A ool 00 00
o0 I

00 74 DO|6F OO0 70 0O
00 56 00|45 00 52 00
00 76 00|7A 00 75 00
00 53 00(2E 00 74 00
AB AB AB|AB AB EE FE

00
00000000
03CFE228 | L"\\\\P\\C:\\Users\ Il \Desktop\ \RECOV
00000033

AAAAAADD

push 0 XY/ STATUSWOrd UUUU
push edi MB7SW_B 0 xB7SW.C3 0 xB7SW.C2 O
push ecx XB7SW_C1 0 XB7SW_CO 0 xB7SW_ES 0O
push eax MB7SW_SF 0 XB7SW_P 0 xB7SW_U o
2 push edx |l vezow o0 xoTcw O x@BTSW D0
E8 &F 11 08 00 call m'lmre writeriles . -]
et AT AT 5 |Defoult (stical) ~ |[5_2]0] unock
I
- = 1: [esp] 00000368
<malware.writeFile> '2: Ifgsgldj 03010408

3: p+8] D0DDO528
4: esp+C] O72AFE50
LTENT:0162C0D84 malware.exe: $90CDB4 #90C184 i5: | esgﬂ.o] 00000000

$Woump1  YHoump2  @HDump3  hDump4  WDumps @ wath1  Iellocal 4 Stuct

Address | Hex ASCII
03D10A08|3ET 3 20 57[68 61 74 20[68 61 70 65 BE 65 G64|>> WhAT happened

03D10A18|3F 0D OA OD|0A 49 6D 70| |6F 72 74 6 6E 74 20 66|?....Important T
03D10A28| 69 6C 65 73|20 6F 6E 20|79 6F 75 72|20 6E &8 74|iles on your net

Figure 68
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»> Wnat Bagpened?

nd BUTEEmERTE;
- mal data
20 - Reporvar

- Ana mere...

Sasples aze svailable co yeus pes.

55 CAUTION

DO WOT MODIFY ENCRYPTED FILES YOURSELY.

=3 What smeuid I de e

21 Nawigate to:
hEEpE /.

DO WOT DSE THIRD FARTY SOFTMARE TO RESTORE YOUR CATA.
YOU MAY DRMAGE YOUR FILES, IT WILL BESTLT IN PERMANENT DATA Lo33,

nal web page linked Below.

1) bownlcad and inac. or Browsez froms htepa://sorprojest.ozel

Importast files on yOuT BeTwork was ENCRYPTED and now They have "ubwuvie® encension.
4 In order Te recover your files you nesd te follow instrestions belew.

pitive daza 5o be PUBLISNED you Bave So act quickiy.

OSLENRL ST TVRyH2 LT3 CRER)

13T

TV TIEEAN 2 P2 QR vWT b Gy gRie TN ECHR VT BB AT BUE L3 T apA 2 F e rlﬂnmnnch\'nlmsamxuau!mu\ﬂsm:qtbmw:ulmrnwammana!

Figure 69 The file’s extension is changed using the MoveFileExW function. The renamed file is opened using

CreateFileW (0x7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE | FILE_SHARE_READ, 0x3 =

OPEN_ EXISTING 0x02000000 = FILE_FLAG_BACKUP_SEMANTICS):

push
push

push edx

o
edi

push dword ptr ss:[ebp-18

push dword ptr ss:
push dword ptr ss:

ebp-1C
- 104

mov edi,dword ptr ss:febp-

)

~mn amv CCECECE

ed‘l

<malware. createF11£ﬂ>

141

<malware.Creaters lews

STeNT:0164951C malware.exe: $9F951C #9IF591C

&% Dump 3

U Dump 4

& watch 1

lx=] Locals

00 5C
o0 73
00 73
00 63
o0 68
AB AB

Figure 70 Interestingly, BlackCat creates

the encryption process:

01643508 GA 00

EaERR

push
push

push edx
dword ptr ss:IebD-'.sg

push
push
push

5
edi

dword ptr ss
dword ptr ss:

ebp-1C
10}

mov edi,dword ptr ss:[ebp-

E{i‘]ﬂ

mmn sy SEEECEE

edl

<amalware. createF11¢w>

141

00000000
00000000
03cFE250 | L"VAATVC \\users'\ [l \Desktop'\sica.

ARRARATA

<malware.Createri lews

.TeXT:0164951C malware.exe: $3F951C #IF891C

E%Dumpl @%Dump2 &% Dump3

8% Dump 4

225 Dump 5

QE Watch 1

[x=] Locals

9 struct

Address | Hex
03CFE250 |ISCI 00 5C 00|3F 00 5C 00

ASCII

03CFE260(73 00 €5 00|72 00 73 00
03(FE2?0|5C 00 44 00|65 00 73 00
D3CFE280(5C 00 63 00|68 00 €5 00
D3CFE230( 69 00 6E 00|74 00 73 00
O3CFE2AD| 61 00 2E 00|74 00O 78 00
O3CFE2BO|77 00 75 00|76 00 7A 00

00
00
00
00
00
00
00

|
34 00]5C 00 55 00| K.\
5

6B
73
2E
00

oo o0
00|70 00
00|69 00
00|75 00
00|AB AB

push 2
push
push

ush

10

eax
0

lemalwar e. BCryptGenR andoms)

Moy
<ma ware.scryptﬁemanaom;-

-Text: 01645705 malware.exe: $3F5705 #IF4BOS

§%oump1  @oumpz @Moump3  @Houmps  @WDumps @ watth1  IxelLocals
Mﬂ-mim : : : Ilns:::( |

Hl
<l;|

Struct R SARI04 | 072AF740

| = |072A=roo 00000010

072AF70C | 00000002

AQs Mo 3 LEmpLy ) AGIIWM_D 3 LEERLY )

X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x875ratusword 0000
XB7TSW_B 0O XB75W.C3 0 xB7SW.C2 0O
XB7SW_C1 0 XB7SW_CO 0 xB7SW_ES O
o
A

X87SW_SF 0 XB7SW_P X87SW_U 1]
BTow T evew A a

Default (stdcal) > [5 2] unlock
esp] O3CFE250 L TNC:\\Users

espt4] 00000000

esp+8] 00000007

Lesp+C] 00000000

[esp+10] 00000003

L H user: &5 ca.

intermediary files called “checkpoints-<encrypted file name>” during

o/ IW_% 3 LEWRLY ) RS/ IW_D> 3 \EmPpLy )
x87TW_6 3 (Empty) xB87TW_7 3 (Empty)

x875tatusword 0000

X87SW_B 0 XxB7S5W.C3 0 xB7SW.C2 O

XB7SW_C1 0 XxB7SW.CO 0 XxB87SW_ES 0O

XB7SW_SF 0 XxB7SW_P 0 Xx87SW_U (v}
o a

~DTCW O

* |5 1207 unlock

I i [esp] 03CFEZ50 LT TW\WACE V\Users I\

BSp+E
fesp+C
[esp+10] 00000002

L

F esp+4j CO000000

L™WVAATAC A\ User s\ I\ \Desktop' \check

NBTSW_B 0 XB7SW._C3 0 x87SW.CZ O
NB7TSW_C1 0 xB75W_CO 0 XS87SW_ES 0O
XETSW_SF 0 XB7SW_P 0 X87TSW_Y 0

O wETow O o

~[5 2] ] unlock

esp] 00000000
2: [esp+4] O72ZAF740
3: [esp+8] 00000010
4: [esp+c] oooo0DO2
5: [esp+rl0] FFFFFFFE

Figure 72 The ransomware moves the file pointer to the beginning of the file by calling the SetFilePointerEx API

(0x0 = FILE_BEGIN):
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. push ebx []] x87SW_8 0 x87SW_C3
. nus: edx ®87SW_C1 0 xB87SW_CO
. push ecx xsrsu s|= o XB7SW_P
. sh dword p‘cr‘ ds; .E w3

|EE——s <malwar ‘Iﬂﬂl‘l:el‘_v

tart amv asw

.text:0162CESE malware.exe: $9DCESE #9DC288

@Hoump2 @oump3  EDump 4

XB875tatusword 0000

|| xs7sw_8 o xs7swc3 o
X87SW_C1 O X87SW_CO

MBTSW_SF 0 xXBTSW_P

<malwar e.ReadF "O7ZAFTEQ
00000004

p+
07 2AF764
.TexT:0162CADE malware.exe: $90CADE #9DBEDG 10] 00000000

| @§oump1  @Wpump2  @Durp3 4 Dumpa & watch 1

beelLocals 4 Struct

072AF7EG [ 00 00 0000 GO 00 00[00 00 00 OO0|B0 BACE 03 (B..cp..onp.- 7

nlmn re s mmlan ;e ma avlan ra ona A I SETRRSPATAR | Lna T Tl Ahe A WA

Figure 74 A JSON form containing the encryption cipher (AES), the AES key used to encrypt the file, the data,

and the chunk size, is constructed in the process memory:

03D13F80 6E 22 3A 30 sion":0,"mo
03D13F90 e":"Full™,"ciph
03D13FAO(|65 72 22 3A|22 41 65 73|22 2C 22 70|72 69 76 61|er":"Aes","priva
03D13FBO| 74 65 5F 6B |65 79 22 3A|5B 31 38 34|2C 31 32 39| te_key":[184,129
03D13FCO| 2C 31 24 37|2C 31 31 36|2C 34 32 2C |32 31 31 2C| ,147,116,42,211,
03D13FDO| 35 35 2C 38|31 2C 34 33|2C 31 39 37|2C 31 35 2C|55,81,43,197,15,
0O3D13FEO|32 34 33 2C|31 31 30 2C |32 33 33 2C|32 33 36 2C|243,110,233,236,
03D13FFO|31 37 35 SD|2C 22 64 61|74 61 SF 73|69 7A 65 22|175],"data_size"
03D14000(|3A 31 30 30|30 2C 22 63|68 75 6E 6B|5F 73 69 7A|:1000,"chunk_siz
03D14010| 65 22 3A 32|35 33 36 32|38 31 36 2C|22 66 69 6E|e":25362816,"f1in
03D14020|69 73 68 65|64 22 3A 66|61 6C 73 65|7D FO AD BA|ished":fTalse}d.®

Figure 75 The binary generates 0x50 (80) random bytes that are used to border the JSON form. The resulting

buffer has a size of 256 bytes and is rotated using instructions such as pshuflw:

01570033 XB7SW_B 0 xB7SW.C3 0 xB7Sw. L2 O
0157DD35 X87SW_C1 0 xB7SW.CO O x87SW_ES 0
XB7SW_SF 0 XB7SW_P 0 XB7SW.U 0O

-Text: 01570039 malware.exe: $920039 #920139

oump2  $WDump3  HDumps  WWDumps D watchi  bellocals 2 st

Figure 76

03D048BDS
03DD4BES
03D0D4BF8
03D04C08
03D04C18
03D04C28
03D04C38
03D04C48
03D04Cs8
03D04C68
03D04C78
03D04C88
03D04C98
03D04CAB
03D04CES
03D04CC8

Figure 77 A 4-byte border “19 47 B2 CE” that separates the encrypted file content from the encrypted AES key is

written to the file:
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XE/STATUSWora vuuw
XETSW_BE 0 XB75W.C3
0162CD81 XB87SW_C1 0 xB75W_CO
0162CD82 XB7SW_SF 0 xB75W_P
0162CD83 P X BTew O N TS

O1E2CDTE
0L62CDE0

esp+4] O72AF798
£sp+8] 00000004

072AF75¢
.TeXT:0162CD84 malware.exe: SIDCDS4 #IDCLS4 ecpri0] 05060060

Woump1  oump2  WHDump3  @MDumps  @oumps A wath1  eliocals P Struct

ES 03 00 00(00 00 00 00
an

n1 An oan e

Figure 78 The buffer that contains the AES key presented in figure 77 is encrypted with the RSA public key from

the BlackCat configuration. The result is written to the file using WriteFile:

0162CDTE xg75tatusword 0000

i XB7SW_B 0 xB7SW.C3 O
x87SW_C1 0 xB7SW.CD O
XB7SW_SF 0 x87SW_P O

XB7SW_C2

=R =p=N=]

espsd] 03012070
esp+8] 00000100
esp+C]| O7ZAF728
esp+10] 00000000

07 2AF728
O72AF72C
07 2AF730 return to malware.00089183 from malware
07 2AF734
072AF738[[ return to malware.00DE91DE from malware
07 2AF73C
072AF740
07 2AF7 44
07 2AFT7 48 00
07 2AF74C | 00DBI183| return to malware.0DE9183 from malware

07 ZAFT50/1 00000004
D7 2AFT7S4 (| O72AF7 5C
07 2AF75E || 00000000
D7 2AF75C

00000004
nrracTenll nrraerTa

0162C080 XB7SW_B 0 XB87SW_C3 XB7SW_C2
0162C081 XB7SW_C1 0 x87SW_CO XB7SW_ES
0162C082 XB7SW_SF 0 XBTSW_P
0162C083 x pzow o0 =
2C084 <malware.writerile-l T
asv |

aaw

D162C0TE . ®87statusword 0000

] 07ZAF7AS
.TeXT:0162CD84 malware.exe: $90CD84 #9DC184
ﬁ[h.llp 2 o Dump 3 i Dump 4

p+
O072AF728
10] 00000000

x875tatusword 0000

XB7SW_B 0 xB7SW_C3
XBTSW_CL 0 xB7SW_CO
XBTSW_SF 0 xB7SW_P

06268020

000003ES

065 2F504
0] 00000000

LTeXT:0162CADE malware, exe: $90CADG #5DBEDE
@oump1  $pump2 ENoump3  WHoump4  EDumps

ararananlan an an anlan an nan anlan an an anlan an an an

Figure 81 The file content is encrypted using the AES-128 algorithm. The malware uses the aesenc and aesenclast

instructions for this purpose:
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L 66 OF 38 DC DO aesenc xmm2,xmmO
* 66 OF 38 DC D8 aesenc xmm3, Xmmo
L 66 OF 38 DC EO aesenc xmm4,xmmO
] 66 OF 38 DC EB8 aesenc xmms , xmmo
L] 66 OF 38 DC FO aasenc xmmeé,xmmo
] 66 OF 38 DC F8 aesenc xmm7 ,XmmO
* 66 OF 38 DC C8 aesenc xmml,xmmO
. 66 OF 7F 14 24 movdqa xmmword ptr ss:[fespl,xmm2
. 66 OF 6F 54 24 10 movdqa xmm2,xmmword ptr ss:ffesp+10]
] 66 OF 38 DC DO aesenc xmmz2,Xmmo
° 66 OF 6F 41 20 movdqa xmmoO,xmmword ptr ds:[ecx+20]
° 66 OF 7F 54 24 10 movdqa xmmword ptr ss:[fesp+10J,xmm2
® 66 OF 6F 14 24 movdqa xmm2,xmmword ptr ss:lesp]
] 66 OF 38 DC D8 aesenc xmms,xmmO
L 66 OF 38 DC EO aesenc xmm4,xmmo
L 66 OF 38 DC ES aesenc xmms ,xmmo
* 66 OF 38 DC FO aesenc xmmeé,xmmo
L 66 OF 38 DC F8 aesenc xmm7 ,XmmO
® 66 OF 38 DC C8 aesenc xmml,xmmO
L 66 OF 38 DC DO aesenc xmmz2, Xmmo
® 66 OF 7F 14 24 movdqa xmmword ptr ss:|fe
L 66 OF 6F 54 24 10 movdqa xmm2,xmmword ptr
L 66 OF 38 DC DO aesenc xmmz,xmmo
L] 66 OF 6F 41 30 movdga xmmO,xmmword ptr
® 66 OF 7F 54 24 10 movdqa xmmword ptr ss:lfe
- ££ NE £C 14 SA mavAdas vemd vesmaned nre ceosFacnl
Figure 82
[E TP e | 000D 87A0 | 55 [push ebp
. DI 41 89 ES5 mov ebp,esp
° [ . 53 push ebx
° 8B 45 08 mov eax,dword ptr ss:|[ebp+s]
. 66 OF 6F 02 movdga xmmoO,xmmword ptr ds:[
° [ A B3 F1 mov bl1,F1
L] DD 87 AL 66 OF EF 00 pxor XmmO,xmmword ptr ds
° DL 66 OF 38 DC 42 10 aesenc xmmo0,xmmword ptr
L] 66 OF 38 DC 42 20 aesenc xmmO,xmmword ptr
° 66 OF 38 DC 42 30 aesenc xmmO,xmmword ptr
L] 66 OF 38 DC 42 40 aesenc xmmO,xmmword ptr
° 66 OF 38 DC 42 50 aesenc xmmo,xmmword ptr
L 66 OF 38 DC 42 60 aesenc xmmO,xmmword ptr ]
° 66 OF 28 DC 42 70 aesenc xmmo,xmmword ptr 1
L 66 OF 38 DC 82 80 00 00 00 aesenc xmmO,xmmword ptr 1
° 86 1D FE 8B 6E 01 xchg byte ptr ds:[16ESBFE]
] 66 OF 38 DC 82 90 00 00 00| aesenc xmmO,xmmword ptr ds:[
® 66 OF 7F 00 movdga xmmword ptr ds:[eax],xmmO
L] 66 OF 38 DD 82 A0 00 00 00 aesenclast xmmO,xmmword ptr ds:[edx+A0]
® 66 OF 7F 01 movdga xmmword ptr ds:[ecx],xmmO
Figure 83 The encrypted file content is written back to the file using WriteFile:
of] 02 6A 0 push 3 = = xB7statusword 0000
. §7 push edi XB7TSW_B O XB7SW_C3 0 xB7sw.Cz2 0O
[ ] 51 push ecx XB7SW_C1 0 xB7SW_CO 0O XxB7SW_ES 0O
. 50 push eax XB7SW_SF 0 XB7TSW_P 0 xXB7SW_U 0
. 52 push edx EPT"E 2P ——-L T N ] - MT-L I= . o
E—e E8 6F 11 08 00 |€alT <malware.writeFiles , :
[ o TR SR s 5  |Defaut(stdcal) ~ |[s 100 unlock
5 - 1: [esp] 00000368
<malware.writeFile> 2: [esp+4] 06268020
3: 'esp«-s; 000003ES
.Text:0162C0584 malware.exe: $30CD84 #9DC154 ; fgzgﬁéioggg;ggzo
B%s Dump 1 &% Dump 2 2% Dump 3 8% Dump 4 2% Dump 5 & watch 1 =] Locals ¥ Struct 82322325
Address | Hex ASCII || @E52F4FC | 000003ES
06268020 |BY, 54 58 E1]|76 46 87 6D|CA B3 50 20|86 E3 96 asl TXAVF . mE"P-. e [
06268030 | 86 C_S E9 GE JA B3 UE 4D D7 f_’. AB 40 AS EE 67 :de"' * L MxO«M 00000000
06268040/ BA 31 4D B2 0 9A F4 FE 31 2B|23 19 BF SE|* P )

Figure 85 The ransomware creates a PNG image called “RECOVER-uhwuvzu-FILES.txt.png”:
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Figure 86

. 6A 03 0 XB7SW_C3 o
. 56 esi 0 X875W_CO o
M €A 00 0 XBTSW_P 0
. 6A 14 14 0 xOTOwW T o
(E IF pr— o E8 36 D6 BC 00 <malware. Systemfarameter sInfow> Vv -
d [ : SESss TR - Defaudt (stdcall) v ||s &0 unlock

14

esp+4] 00000000

03011830 L"C:\\Users\\JIll' \Deskt
o +C] 00000003

LText:00DED445 malware.exe: $190445 #15F345 5: [esp+10] 02011830 L"C:\\users\\JIl\\Desk

R 00000014

T [es|
<malwar e. SystemParametersInfows: E el

1
2:
3:
&

$%Dump1  @Hoump2 §%Oump3 @ Dump4 B Dump s B watch 1 [e=] Locals ¥ Struct DICOFE4D| 00000000
01C9FS44 | 03011830 | L"C:\\Users\ \JE\\Desktop\, \RECOVER -uhwu
Address fMex o asczr | ~ | oacors 48| 00000003

Figure 87 The Desktop wallpaper is changed to the above image by calling the SystemParametersInfow API
(0x14 = SPI_SETDESKWALLPAPER, 0x3 = SPIF_UPDATEINIFILE | SPIF_SENDCHANGE):

. 6A 03 X87SW_B 0 xB7SW.C3 0 xB7SW.C2 0O
. 3 X87SW_CO O 0
. 64 00 XB7SW_P O 0
. 6A 14 puy 14 *EIEW T O o
g E8 36 D6 8C 00 CEIN <malware. SystemParameter sInfow> v -
d |5 : sEss e 5 | Defoult (stical) * 5 120 unock
1: [esp] 14
<malwar e. SystemPar ametersInfow> 2: [esp+4] 00000000
3: [esp+8] 03011830 L"c:'\\users'\\Jll' \Deskt
4: [esp+C] 00000003
LText:00DED445 malware.exe: $190445 #15F345 5: [esp+10] 03011830 L"C:'\Users Il \Desk
F 3 IS 00000014
¥Dump1  @Hoump2 §Hoump3 @ Dump4 @Y Dumps P watch 1 =l Locals ¢ Struct DICSF =40 | 00000000
D1C9FS44 03D11B30 | L"C:\\Users'\JE\\Desktop\\RECOVER-uhwu
L asexr | ~ | 01cors 42| 00000003

+ | RECOVER-uhwuvzu-FILES.bit.png - Paint

Home View
' A lcd| ~voDoaa = . EEEE EEER i
- i hOOOD @A _s 3 [ | o
4 / e () y ize Edi
A [ushes) 7 4 2% O¢ E ESC.

Figure 88

Running with the —verbose parameter

The ransomware writes multiple actions to the command line output:

. A O push
. lea eax,dword ptr :Mebp-21C] x87statusword 0000
. pusk X87SW_B O XxB7SW._C3 0 x87sw <2 0O
. pus X87SW_C1 0 Xx87SW _C0O O XxB87SW_ES 0O
. pus XBTSW_SF 0 XB7SW_P 0 X87SW_U o
. 33 pus wWETOW OO0 wETOW T O % @8Tow D o
Bl ES BB 17 08 00 call Tware.writeFiles v E -
o 2 FEall A A L , |Defaut (stcal) = |5 [2][J unled
- - = 1 [es) 00000374
<malware.writeFile> 2: Fesgld: 03095580
3: [esp+8] 00000788
= = 4: |esp+C] 01CHF20C
.TeNT:0162C7 38 malware.exe: $9DC738 #9DEB38 5: '539*10' 00000000
e P p 2 " B o EEEEFEEE 00000374 |
#wDumpl EeDump2 EWDump3 LW Dump<4 G2 Dumps % Watch 1 [l Locals s Struct 019;;9 03095580
01CSF1D4 | 00000788
address | Hex | ASCII | ~
03095580 B9 50 4E 47 (0D 0A 1A DA 01CSFIDS | 01CSF20C

O | At | R e 01C3F1DC | 00000000

Figure 89

Running with the —extra-verbose —ui parameters
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The malware presents the relevant information in the following window:

8] sica.tt.uhwuvzu

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000180 DD €3 AC D7 EB 79 F€ CA 2E 3C CE 98 12 84 78 CO0 Yco=xeysE.<I~..xiA
000001C0O 4B SC BB FO 38 76 CD CE AA CA 46 4D 27 S6 59 08 KEe=asvIiIErmMzvy.
000001D0O E7 51 F8 C7 3A 9F C4 4E 88 SA F2 1E 41 SF B7 7D ¢gQeC:¥AN-So.a -}
000001E0 CO €9 43 E9 05 09 30 29 40 B9 95 CB 78 EE D9 AS AiCé..0)@=-ExiUu-
Q00001FO 91 26 2A 78 Z2ZE 38 6E 91 5A 43 ES 4F Bl1L A7 AA CB ‘LA x _8n'ZCE0XS2E
00000200 68 31 A7 1C 32 2C 59 16 9C 53 Cg8 2A 06 2D Be OF hl§-2,Y-mSE'.—I.
00000210 SE 51 9B 53 1B D8 19 50 EE FA 61 2F 41 OF CE 84 20>S.8.Piva/Aa.I..
Q0000220 27 66 F4 E8 1A Fl1 E7 8E SE Cg8 1A DO B9 83 C0 51 'féé-ﬁgiié-ﬁlfﬁQ
00000230 69 84 2C 8B 20 OC E8 79 FD 01 17 42 24 AA 61 CD i.,< .eyy..BS$2ai
00000240 55 Ol 4E C4 DS B2 85 52 €3 03 FO B9 1D 8D E8 Al U.NAG* Rc.8%*..&;
00000250 €9 Al E4 2C F3 30 7E Bl 87 Fg 7B oD AD 4D S8A 75 i;&,00~%%e{..M3u
00000260 84 E2 B6 2A €6 18 03 3A FB OA 1C €6 €9 56 Eg8 75 _A&g*f..:{i..fivéu
00000270 AC 7B 83 B7 46 05 19 €3 2B A4 8D B4 A% 27 18 22 ={f-F..c+r. @'."
00000280 42 EE SE 76 B3 D4 67 8D B4 7E 70 3C C9 S1 04 10 BiZwv>0g. ~p<EQ..
00000290 08 0OA 99 9B 6A 33 S5C AZ DF SF 81 3E 4A 2ZF TE 7A e a3\ eB¥ . >Tf~=
00000Z2A0 8C 48 8BC B7 C8 164 D3 95 BA 83 BB 920 15 7E EC 20 GHE-E-G-EI»..Hi

000002B0 A7 CF C5 BC 09 7E C8 19 83 ED CD 2C 42 T7& 1lE %S4 §Tih-~é-fii,ﬂv."
000002C0 5B 77 C3 D9 C5 32 19 D3 S1 6A 7A 16 F2 AE D1 94 [wAUA2.6'j=z.o®N~
000002D0 55 23 C& FC Fé AA FA 22 1A SA EB CF DB E9 71 47 U#EasS2*0u".Seivéeqs
000002E0 A2 CF 37 C8 33 BC C9 2D 75 1F 2F A4 E1 3D 02 A9 <I7E3mE-u./mRa=.&
Q000Q02F0 EE F9 OA 7E 6C 3A 1D 51 D8 SA S3 E4 2D 2A A4 Cl iv.~1:.005Ss-=mA
00000300 32 38 D6 15 D4 3C ©4 2A C8 1E S5 82 71 De €3 10 2806.06<~*E.U,qglc.
00000310 C2 A6 60 D% 6F 9B S5 €3 Al 3B A7 3% DB A3 Cé6 00 A:! UosUc;:SoULE.
00000320 87 1E E8 7F EA 8E 321 83 1C D1 1B B2 EF 3C 90 27 t.e . 2Z1F.N.2i<."
00000330 BO Al 05 9A 92 30 Fl &0 50 E7 25 C9 25 50 BA 37 °i-§'0ﬁ‘Pg%E%P°?
00000340 O9C 08 35 Dé 66 AO CB 1F CE 36 5B E1 OB 1C FE 09 e.50F E-fﬁ[é-.p.
Q0000350 CA 41 AC D494 8C 8C E5 52 71 1F B 11 EA 2F 5B C9 EhﬁéaﬁéRq-I-é/[E
00000360 70 7C 63 88 7C AC 84 FO EB A0 25 13 56 €3 91 Fé6 plc”|—.88 %.Vc's
00000370 EC 00 DF EF Al OC 60 71 4C C4 10 82 44 D7 9A OF 1i.8i;. gLA.,Dxs.
00000380 04 31 0% 56 5% 4% CD 1F OD €5 33 34 OE F7 99 13 .1.VY¥II..e3zg.=m,
000003%0 14 F5 22 14 Fl1 OD CA C5 35 8D 2A 70 B6é 60 AA A3 .5".A.EAs.=»pg-=¢
000003A0 Bé 4E 07 83 C8 83 73 25 37 42 €5 87 FA 91 0% 81 9IN.fFfEfss7Bezia..
Q0000380 04 69 6D 4A SA F3 83 94 1D 58 EO FE 2C E1 FD 89 - AimJZ6F~ . Xab, Aves
000003C0 E7 9C E4 72 SE AA CB 76 74 27 F1 99 28 98 7D 13 gmér"‘ﬁvt'ﬁ“('}.
000003D0 EZ2 AS EF 53 1A 57 Be BA 1F 38 12 07 EF BD OE 71 A¥iS._.WI~°.8. .1i*=.g
0O00Q003E0O OE OE 5A 09 €4 F8 06 93 mm esZ.AdB.".G=T i..
000003F0 [A€ 20 03 E7 79 OC OD AC FD 3B 58 €B DD 1B 90 BE| ! .gv..-¥v:"k¥..%
00000400 |97 30 3B 44 D2 43 1D OC 04 2D 34 74 SA Fg& €E FD| —0:DOC...-4tSeny
00000410 |48 19 DF AE 9E 74 A0 F7 BS 8B CF 8C S8C 44 SE 9E| H.8® 2t =u< IeEDiz
00000420 [EA 70 EE 36 75 80 A0 2D DD F€ BB B2 CA 05 BB 03| é&picu€ -Ysx»E.».
00000430 |4 F2 A0 78 13 35 £9 95 EF €F 86 26 99 F3 €6 9F| mEd x.Sh-iotsa™sf¥
00000440 |FE 7F BE 14 28 20 90 F9 S5C 28 B2 0C 7F €3 38 5B| P.%.( .0\(%..c8[
00000450 FO SF 03 98 7D F8 87 75 SA 23 EA 3A CD 75 94 18 d_-'}ﬂ#uﬁ#é:iu".
00000460 55 C3 €1 SA F8 S5C &9 94 AD 1A E7 &9 5B 02 9A FS Uiﬂéﬂ\i"--gi[.éﬁ
00000470 53 B3 DO FO 34 OF C9 F2 76 57 A8 €6 Be 17 Al ES S*Da4.EavW £f9.24&
00000480 |6F 29 3E DE 02 60 OA 5C A6 19 37 D7 E7 45 Bl CE| o)>P. .\!.7=cExi
00000490 |76 DC E4 DC DA 2B SA 1D 1€ A3 CC AE E& €4 0B BO| vOa00+3..L£i®=d.”®
000004A0 [BD 2C 27 EO0O 2B 17 13 88 6F 80 7E 1C 3F €6 9B 75| 35, 'a+.. o€~.7f>u
00000480 |CO OC 3F 9A 4C €C 04 78 1B 18 89 29 46 AD 25 DD| A.?3L1.{..%)F.s¥Y
000004C0O |SD €60 EE 6A 29 9B ES 34 S5 74 CB €7 87 79 3A F4| ] ijn>3a.cBgzv:s
000004D0 |A7 85 FB AE F7 FB CA DC SB F2 16 CO 4E Sé &€E DB| s..a®=afl[o.ANvnT
00Q004EQ BE 49 98 4B 9D 85 6D 3C FC 3D 16 ?FlOO 00 01 00 R E. <™. ccaaa
000004F0 .G=1

Figure 90

Indicators of Compromise

Pipe \\.\pipe\__rust_anonymous_pipel__.<Process ID>.<Random number> BlackCat Ransom Note RECOVER-
uhwuvzu-FILES.txt Files created checkpoints-<Filename>.uhwuvzu RECOVER-uhwuvzu-FILES.txt.png
Processes spawned cmd.exe /c “wmic csproduct get UUID” cmd.exe /c “fsutil behavior set SymlinkEvaluation
R2L:1” cmd.exe /c “fsutil behavior set SymlinkEvaluation R2R:1” cmd.exe /c “iisreset.exe /stop” cmd.exe /c
“vssadmin.exe Delete Shadows /all /quiet” cmd.exe /c “wmic.exe Shadowcopy Delete” cmd.exe /c “bededit /set

{default}” cmd.exe /c “bcdedit /set {default} recoveryenabled No” cmd.exe /c for /F “tokens=*" %1 in
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(‘wevtutil.exe el’) DO wevtutil.exe cl %1 cmd.exe /c “reg add
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters /v MaxMpxCt /d
65535 /t REG_DWORD /f” cmd.exe /c “arp -a”

Source: https://securityscorecard.com/research/deep-dive-into-alphv-blackcat-ransomware

Page 22 of 22



