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In this report, I present an extensive, step-by-step static analysis of a real-world sample of the DarkGate Remote
Access Trojan (RAT), a sophisticated and highly modular malware that has become emblematic of the Malware-
as-a-Service (Maa$S) threat landscape. Originally discovered in 2018, DarkGate has evolved to incorporate a broad
spectrum of malicious capabilities, including but not limited to remote desktop control, credential theft,

keylogging, file exfiltration, cryptomining, and advanced anti-analysis features.

Get Sapir Twig’s stories in your inbox
Join Medium for free to get updates from this writer.

Remember me for faster sign in

This document details my methodology, findings, and interpretations derived from a deep static analysis using
open-source tools. The goal is to illuminate both the technical mechanisms underlying DarkGate’s operations and

the analytical workflow required to dissect such a complex threat.

Summary & Key Highlights

o Identified advanced RAT capabilities, including keylogging, remote desktop control, credential theft,
audio recording, and file exfiltration.

e Performs in-memory code injection using NtWriteVirtualMemory , avoiding disk artifacts.

o Implements sophisticated anti-debugging and anti-forensics techniques, checking for common analysis
tools.

o Establishes stealthy C2 communication via dynamically loaded Winsock APIs, using legitimate-looking
User-Agent strings.

e Leverages cmdkey and NirSoft tools to exfiltrate browser and email credentials.

» Achieves persistence via registry keys, startup folders, and scripting tools like AutoHotkey/Autolt.

» Extracted numerous IOCs, including registry keys, suspicious strings, filenames, directories, and network

indicators.

Sample Details

e MD?5 Hash: 2143d7603258b2801f7ed154b5da3da6
o SHAZ256 Hash: 3c64cbb7e7212d920322dae62665b05ceb63a0ad6074cac3ba518cedc5c6dd48
« File Size: 64 bytes (suggesting a loader or dropper, clarified through further analysis)
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Figure: DarkGate Malware Infection Flow

My workflow began with a high-level triage to understand the file’s structure, packing, and surface-level
capabilities, followed by a systematic function-by-function reverse engineering process to uncover deeper

behavioral logic and evasion techniques.

Static Analysis and Reverse Engineering Findings

1. Initial File Assessment

e Compiler and Obfuscation:
DIE identified Borland Delphi (Object Pascal) as the compiler, with no known commercial packers
detected. However, entropy analysis revealed a value of 6.51 in the CODE section, a strong indicator of

custom obfuscation or packing.
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Malware entropy analysis

API Imports and Capabilities:
PeStudio highlighted the presence of APIs associated with process injection (WriteProcessMemory,

CreateRemoteThread, VirtualAllocEx), keylogging (GetAsyncKeyState, keybd_event, GetCursorPos), file
and clipboard manipulation (ReadFile, WriteFile, CreateFileA/W, OpenClipboard, GetClipboardData), and

audio capture (wavelnOpen, wavelnStart). These imports collectively suggest a RAT with extensive

surveillance, data theft, and persistence capabilities.
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Detected APIs indicate injection, key-logging, and data access capabilities - pestudio
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Malware imports table - IDA

2. Registry and Environment Inspection

One of the earliest behaviors observed is the malware’s access to the Windows registry, specifically targeting the
key SOFTWARE\Borland\Delphi\RTL and querying the value FPUMaskValue using RegOpenKeyExA and
RegQueryValueExA. This serves multiple purposes:

e Configuration Retrieval: Potentially fetching runtime configuration or operational parameters.
o Anti-Analysis: Checking for specific registry values may help the malware identify analysis environments

or sandboxes.
» Attribution: The focus on Borland Delphi keys further confirms the compiler and development

environment used for the malware.
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push ebp
mov ebp, esp
add esp, BFFFFFFF4h
movzx  eax, ds:iword_45De24
may dword ptr [ebptData], eax
lea eax, [ebptphkResult]
push aax ; phkResult
push 1 ; samDesired
push 2 ; ulOpticons
push offset aSoftwareBorlan ; "SOFTWARE\\Borland\\Delphi\\RTL"
push Jepeesezh ; hKey
call RegOpenKeyExA
test eax, eax
jnz short loc_4@35BC
l_* 1
[l ) =
xor eax, eax
push ebp
push offset sub_483385
push dword ptr fs:[eax]
moy fs:[eax], esp
mow [ebptchData], 4
lea eax, [ebptchbData]
push sax ; lpcbData
lea sax, [ebpiData]
push 2ax ; lpData
push e ; lpType
push a 3 lpReserved
push offset aFpumaskvalue ; “"FPUMaskvalue®
L eax, [ebpiphkResult]
push eax » hKey
call ReglQueryValueExA
xor 2dx. 2ax

Registry read from Delphi-specific key via RegQueryValueExA
3. Path Manipulation and Anti-Static Analysis

The function sub_405A20 is dedicated to resolving and manipulating filesystem paths. By dynamically loading
GetLongPathNameA from kernel32.dll at runtime, DarkGate avoids static detection of its API usage. The function
converts short DOS-style paths to their canonical long forms and verifies their existence using FindFirstFileA. It
also handles UNC paths (\\server\share), suggesting readiness for network propagation or interaction with shared
resources. The use of conditional logic and string operations (IstrcpynA) reveals a deliberate effort to evade static

analysis and adapt to varying system configurations.
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mov [ebp+iMaxLength], edx
mov [ebp+lpStringl], eax

mov eax, [ebp+lpStringl]

mov [ebp+var_C], eax

push offset ModuleName ; "kernel32.d11"
call GetModuleHandlea

mov esi, eax

test esi, esi

jz short loc_4@5ABC
il

offset ProcMName ; “GetLongPathNames™
esi ; hModule
GetProcAddress

dword ptr [ebp+FindFileData+13Eh], eax
dword ptr [ebp+FindFileData+13Eh], @
short loc_4@5ABC

1

v
push 1@5h
lea eax, [ebp+String2]
push eax
Mo eax, [ebp+lpStringl]
push eax
call dword ptr [ebp+FindFileData+13Eh]
test Bax, eax
jz short loc_485A8C
11
vyv
loc_48543C:
mowv eax, [ebp+lpStringl]
cmp byte ptr [eax], S5Ch ; "\’
jnz short loc_4@5ADS
=
s =
mow eax, [ebp+lpStringl]
cmp byte ptr [eax+1], SCh ;
jnz loc_4@5BCE

?[ |

Uses GetLongPathNameA and FindFirstFileA to resolve file paths dynamically

4. Process and Memory Enumeration

The routine sub_40F7C8 demonstrates DarkGate’s advanced system reconnaissance abilities. By dynamically
resolving APIs such as CreateToolhelp32Snapshot, Process32First/Next, Thread32First/Next,
Module32First/Next, and Toolhelp32ReadProcessMemory, the malware gains the ability to:

e Enumerate all running processes, threads, and loaded modules.
e Read memory from other processes, laying the groundwork for process injection, credential theft, and
lateral movement.

o Evade static detection by resolving these APIs only at runtime, a hallmark of sophisticated malware.
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(il

Sub_40F7(E proc near

push ebx
o ebx, offset unk_462780
cng dword ptr [ebx], @
inz loc_s4BFsec
]i L
offset sMernel32Dll 1 ; "kernel32. 4117
GotModulekandles 1
[ebx], eax
dword pte [ebx], @
lec_4BF90C
=
‘ 1
[l e 3
push affset aCrestetosolhelp ; “CresteToclhelpllSnapshot”
L eax, [ebx) h
push A ; hrodule
call GetProchddress @
mow ds:dword_482784, eax
push offset aHesp32listfirs ; "HespdiListFirst®
e eax, [ebx]
puzh -y 7 htodule
call GetProciddress @
mov ds:dword_453278E, eaw
push offset aHeap3llistnext ; "HespdiListhext”
moy eax, [ebx]
push eax ; hModule
call GetProchddress @
mow ds:dword_35278C, eax
push offset aHeap32first ; "Heap32First”
ey eax, [ebx]
push eax ; hodule
call GetProcaddress_@
e ds:dward_4627(8, €ax
push affset aHeapSlnext ; “Heaplizhext”
ey eax, [ebx]
puzh ax ; hreodule
call GetProcAddress @
o ds :dword_462704, eax
push offzet aToolhelp3iread ; "TooclhelpiZReadProcesshemory”
o eax, [ebx]
puzh - 3 hecdule
cal GetProchddress @
o ds :dword_4837CE, eax
push offset aProcessi2first ; "Process3dfirst”
oy eax, [ebx]
push aax ; hrodule
call GetProciddress @
oy ds:dword_4527CC, eax
push offset aProcess32next ; "Processi2Next”
ey eax, [ebx]

ToolHelp32 APIs resolved at runtime to enumerate system components
5. Variant and COM Data Handling

The function sub_410028 loads numerous OLE automation APIs (e.g., VariantChangeTypeEx, Var*FromStr,
VarBstrFrom* from oleaut32.dll). This empowers DarkGate to:

e Seamlessly convert and process various data types (numbers, dates, strings).
 Interact with COM objects and potentially parse complex C2 commands.
» Enhance its adaptability and flexibility in handling data received from or sent to its operators, making it

more resilient to changes in C2 protocols or payload formats.
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[

; Attributes: bp-based frame
sub_418028 proc near

var_4= dword ptr -4

push ebp

mOV ebp, esp

push ecx

push offset aOleaut32Dll ; “oleaut32.dll”
call GetModuleHandleA_1

mowv [ebp+var_4], eax

push ebp

mov edx, offset sub_48FBBC

mow eax, offset aVariantchanget ; “VariantChangeTypeEx"
call sub_4@FFF@

pop ecx

[ el ds:dword_4627FC, eax

push ebp

BOV edx, offset sub_48FBBC

WOV eax, offset aVarneg ; “VarNeg"
call sub_48FFF@

pop ecx

mov ds:dword_46280@, eax

push ebp

mov edx, offset sub_48FBBC

O eax, offset aVarmot ; “VarhNot”
call sub_46FFFe

pop BCX

mow ds:dword_462884, eax

push ebp

mov edx, offset sub_4BFBCSE

mOV eax, offset aVaradd ; "varadd”
call sub_48FFF@

pop ecx

[ 2a10] ds:dword_462888, eax

push ebp

mov edx, offset sub_48FBCE

moY eax, offset aVarsub ; "Varzub
call sub_4aFFre

pop ecx

mow ds:dword_46288C, eax

push ebp

mow edx, offset sub_4BFBCSE

mow eax, offset aVarmul ; "varMul”
call sub_4aFFre

pop L)

mov ds:dword_46251@, eax

push ebp

moy edx, offset sub_aBrBCE

[Fa10 eax, offset aVardiv ; "VarDiv"
call sub 48FFF@

Loads Variant APIs from oleaut32.dll to parse dynamic data types

6. Security Software Evasion

DarkGate systematically checks for directories and files associated with a wide array of antivirus products
(Bitdefender, SentinelOne, Avast, AVG, Kaspersky, Norton, Symantec, Trend Micro, McAfee, SUPER

AntiSpyware, Comodo, MalwareBytes, among others). This is a classic evasion technique:

o Detection Avoidance: If security software is detected, DarkGate may alter its behavior, disable certain

features, or even uninstall itself to avoid detection.
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o Persistence: By ensuring it does not operate in hostile environments, the malware increases its chances of
long-term persistence.
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I ¥
-
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call sub 434IF8
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¥
=
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1
L]
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call sub 4343E8
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7. Stealthy Network Communication

The function sub_41CACO0 dynamically loads Winsock APIs (WSAStartup, send, recv) from ws2_32.dll at

runtime. This approach:

o Evasion: Avoids static detection by security solutions scanning for networking imports.
o Flexibility: Allows the malware to establish covert C2 channels, exfiltrate data, and receive commands

while blending in with legitimate network traffic.
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FPE
lea eax, [ebp+var_4]

mov edx, offset aWs232011 ; "ws2 32.d11
call sub_484484

rFIE

loc_41CAFC:

WOy eax, ds:dword_4629338
call sub_41BEAC

xor cax, coax

push ebp

push offset loc 41CECE
push dword ptr fs:[eax]

mov fs:[eax], esp
cmp ds:dword_450968, @
jnz loc 41CEAG
I 1
FIPIE
mov ds:byte 46293(C, @
mov ds:byte 462930, @
mow cax, [ebpivar_ 4]
call sub_4848C8
push eax ; lpLibFileName
call LoadLibraryd
mov [ebx], eax
cmp dword ptr [ebx], @
jz loc_41CEAA
|
\ J
Pl
push offset aWsaioctl ; “WSAIoctl”
mov eax, [ebx]
push eax ; hModule
call GetProcAddress @
mov ds:dword_450984, eax
push offset aWsafdisset ; "_ WSAFDIsSet”
L eax, [ebx]
push eax ; hModule
call GetProcAddress_@
mov ds:dword_450986, eax
push offset aClosesocket ; “"closesocket”
mov eax, [ebx]
push eax ; hModule
call GetProcAddress_@
WOV ds:dword_45DBEG, eax
push offset aloctlsocket ; "ioctlsocket”
moy eax, [ebx]
push eax ; hModule
call GetProcAddress_o

Winsock APIs resolved dynamically
Furthermore, DarkGate crafts its C2 traffic to mimic legitimate web traffic by:

e Using port 8080 (commonly associated with web services).

e Embedding a full “Mozilla/5.0...” User-Agent string.

This enables its malicious communications to blend seamlessly into normal web traffic, significantly

increasing its chances of bypassing network security measures.
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CODE: 28425263 call sub 222204

CODE:BB425268 [ dward pte [edi+ieh], ao3cob
CODE:9B42520F les cax, [edi+s]
CODEIRR425202 mov edx, offset dword 425364
CODE: 28425307 call sub_aB4440

CODE: 28425200 les eax, [edi+ish]
CODE:0A4253CF eall sub AB43EC

CODE: 28425204 lea eax, [edissch]

CODE: 88425207 mov cdx, offset agase ; “saso”
CODE: @042520C call sub_2pa440

CODE: 20425261 les eax, [edi+Soh]
CODE:@84252E4 call sub_4843EC

CODE:@84252E9 lea eax, [edi+54h]

CODE: 8A4252EC call suby AB43EC

CODE:BR4252F1 lea eax, [ediviéh]
CODE:BB4252F4 call sub_2@43EC

CODE : BB4252F9 les eax, [edi+Zih]

CODE: @R4252FC call sub_2@4300

CODE: 28425381 lea eax, [edit+36h]

CODE: 06425384 nov edx, offset dword_425358
CODE: 28425369 call sub_4@4449

CONE:BR42530F oV byte pte [edit3Ch], 1
CODE: 28425312 oV byte ptr [editsdh], 2
CODE: @8425315 lea eax, [edi+seh]

CODE: 28425319 sov edx, offset aMozillaS@inde ; “Mozille/5.8 (Windows NT 1€.@; WinGd: x6"...
CODE:ees25318 call sul_2g33a0

CODE:DB425325 xar AN, edx

CODE: B@423325 noy [edi#gEh), eax

CODE : BA4253328 X BaAM, eAX

CODE: 8425324 nmav [edisach], eax

CODE: 88425320 v byte ptr [edi+7sh], 1
CODE:@a425331 [ dword ptr [edi+dga], 12Ch
CODE: 90425328 noy cox. odi

HTTP headers mimic browser traffic
8. Code Injection and Memory Residency

The function sub_427EE4 leverages low-level Windows APIs (NtWriteVirtualMemory, NtProtectVirtualMemory)

to inject malicious code into other processes. This technique:

e In-Memory Execution: Allows the malware to run without ever touching disk, making detection and
forensic analysis much more difficult.

» Persistence: Maintains control over the infected system even if the original process is terminated.

Press enter or click to view image in full size
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mov [ebptvar_ 18], 5
lea eax, [ebpsvar_3C]
push eax

push offset aNtwritevirtual ; "NtWriteVirtualMemory"
call sub_427848

oY [ebp+var_14], eax
push 4

mov [ebp#var_3C], ebx
mov [ebp+var_38], B
lea eax, [ebpsvar (]
mov [ebps+var_34], eax
mov [ebp+var_38], 5
lea eax, [ebpzvar_8]
mov [ebpsvar_2C], eax
mov [ebp+var 28], 5
mov eax, [ebpsvar_18]
Y [ebpsvar_24], eax
mov [ebptvar_z2e], @
les eax, [ebp+var_18]
Y [ebpsvar_1C], eax
=l [ebp+var_ 18], 5
lea eax, [ebpsvar_3C]

push eax
push offset aNtprotectvirtu ; "NtProtectVirtualMemory"
call sub_427848

mov eax, [ebpsvar_14]

call sub_427E8C

test al, al

short loc 427FB4

mov [ebp+var_4], @FFFFFFFFh

push z

mov [ebp#var_54], ebx

mov [ebpivar_58], ©

mov [ebp#var_4C], esi

mov [ebp#var_48], S

mov [ebp#var_24], edi

mov [ebpivar_48], @

lea eax, [ebp+var_54]

push cax

offset aMtflushinstruc ; "NtFlushInstructionCache”
sub_ 427848

FIE
loc_427FB4:

mov eax, [ebptvar_4]
pop edi

pop esi

pop ebx

mov esp. ebp

Injects shellcode using NtWriteVirtualMemory & runs in-memory.

9. Persistence Mechanisms

DarkGate ensures its continued execution through multiple persistence strategies:
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 File System: Uses SHGetSpecialFolderPathW with CSIDL_STARTUP and CSIDL_DESKTOP to locate
standard Windows directories, then moves or copies itself using SHFileOperationW to these locations for
automatic execution on startup or user login.

o Registry: Attempts to create entries under SOFTWARE\Microsoft\Windows\Current Version\Run to
guarantee launch at every system boot.

e Scripted Execution: Tries to run AutoHotkey.exe or Autolt3.exe with malicious scripts, leveraging

legitimate automation tools to evade detection and facilitate persistence.

Press enter or click to view image in full size

sub_s#2C98C proc near
var_16= dword ptr -16h
var_{w dword ptr -8Ch
pszPath= dword ptr -8
var_d= dword ptr -4
push ebp
mov ebp, esp
add esp, BFFFFFFF@h
xor edx, edx
mow [ebpt+var 167, edx
mov [ebptvar €], edx
mav [ebptvar_2], e&ax
xor eax, =ax
push ebp
push offset loc_42CAS7
push dword ptr fs:[eax]
mow fs:[eax], esp
1ea eax, [ebptvar_C]
call sub_432E84
mov edx, [ebptvar_C]
mov eax, [ebpsvar_a]
mov ecx, offset aMicrosoftWinde ; "Micresoft\\Windows\\Start .'-'.n:-1u"‘.P|-ug:{ BT
call sub_484714 E-.}
MOV amicroseftiinde db Microsoft\Windows\Start Menu\Programs\Startup\',@
ey ; DATA XREF: sub_42C98C+2DTo
call or——— =
test al, al
jnz short loc_22CA3C
il s = ll s =] _
push 268h ; cb jmp short loc 420813
call CoTaskMemAlloc
mov [ebp+pszPath], eax
ser eax, eax
push ebp
push offset loc_a2CA1D
push dword ptr fs:[eax]
MmOV fs:[eax], esp
push ; fCreate
rmish . : eeidl

SHGetSpecialFolderPathW and SHFileOperation used for startup persistence.

Press enter or click to view image in full size

Page 16 of 29




https://medium.com /@sapirtwig/inside-darkgate-in-depth-technical-analysis-of-the-malware-as-a-service-threat-76f32d51e2d2

nh_SIEH
e akart e saems

e A, b

call e dbMS i,}
dw  lecadies

Tl BN Bty

AH

S

ETTTIEH

AutoHotkey.exe or Autolt3.exe with malicious scripts

10. Anti-Debugging and Anti-Analysis
DarkGate employs a robust set of anti-analysis techniques:

e Debugger Detection: The function sub_42D594 checks for the presence of debugging tools, introduces
execution delays (Sleep), and manipulates files/processes to frustrate analysis.

 Security Tool Scanning: The function sub_42DB04 searches for popular security and analysis tools
(Malwarebytes, Avast, Wireshark, Process Monitor, Autoruns, Task Manager, Regedit, etc.) in multiple
languages. If found, the malware may terminate, hide, or alter its behavior to avoid detection, significantly

complicating the work of analysts.

Press enter or click to view image in full size
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F™E

call sub_42E730@

mov edx, ds:off_a618C0
mov edx, [edx]

mov eax, [ebptvar_s]
call sub_428244

call sub_42E824

test al, al

jnz short loc_420722

L

(M

call sub_42033C
mov esi, ecox
mov cax, offset oCDebugg ;:
call sub_4343E0
test al, al
jz short loc_42D6E2
: 05
ua = e
call sub_a202C4 sub_4202C4 mov eax, esi
test al, al al, al xor edx, edx
jz short loc_4205E6 short loc_42D655 push edx
- push eax
lea eax, [ebptvar_14]
call sub_4885F8
mow ecx, [ebpivar_14]
lea eax, [ebpivar_18]
o edx, offset aGetRandomPid ; " random pid "
call sub_494714 1
mov eax, [ebptvar_i8]
or edx, BFFFFFFFFh
call sub_432EEQ
]
L
FIHIE FI™E e
call sub_4336F@ call sub_4336F8
- loc_42D6E2:
call sub_42E73@
mow eax, esi
xor edx, edx
push edx
push eax
lea eax, [ebp+var_18]
call sub_4885F8
mov eax, [ebptvar_18]
push eax
lea eax, [ebpivar_1C]
call sub_dgim /
lea eax, [ebptvar_iC]

edx, offset alpTxt @ ;

“lp.txt

sub_42D594 checks for the presence of debugging tools
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DarkGate checks for tools like Wireshark, ProcMon, and Regedit. The code includes delays (Sleep)
and behavior change triggers if tools are detected.

Press enter or click to view image in full size

(T 100 - Jolbobt e 11 IR et SO0 50T S0ebidatadbO Scaciza 51 Borck Scboc L awe C\babware Lt ot e 2130900t 00 aThcntob Rl ol Hhcac b’ TBcedc 3o S B bt e T 0T UL Lo B0 ST ade O s — a x
File B Rmp Seanh View Disgaty Opmest Wesdred  Hilg

HE e % s F T dcdat e X > 00w =l wlE SR
# IV N N O TN U | [ [

Wy e [ Roeguiar torcton [l dratvucuon 10 Cata [ wnesplird 1 il syt [ L Rt

T functors =B -| e 4 e Dl& Henwen-1 a| " St B | E Frums a8l gty 0| = et a |
P
'mﬂﬂl.-..—.ﬂ Les e, [ebpreas 0]
St rdlmaie =y wdu, offaet stPrograndetare ; “C: U PROCAANDATALMALLSALETTLY .-.'1..-. -
¥ Baisctzoeption call  deb_sksint M
RIS P -7:1 'xr‘:l‘:;a-"'_(, wProgresdateds dv "0 PROGRADATAUSAHARE BV TS ARS TRV
e — s parey ; DATA WREP: wub
L mnterie vest a1, al
7 tharsieats iz vhort Toc_ GDRRC I
4 CresleThresd
I remThreod
7 TeitPracess
Messsgetana
ey 5 hyte_saiss, ol
L Nl ded T 1T dos_dlipd
2 Trwel ora

J}_ Grbitartuplaioh ¥ ¥
- et | hreadacale = =
Rewdlbraryteh =
Iri e oax, [whprvar L]
e ll"""’“l ","" [1onc_simens Call sl 39
E' s wax, [wopevar €] Ll dezdunrd 6303, ez
Towidert call aul 820908 e St Lod 420808
& '"'..[ ¥ 2 emp car, dicdward 8300
I P ————— b ahort 1oc_dMaDE
L, By aluel
L WeieharTetteh Syie |
jr Vbwalimery ‘ L] ; L J L
LY Sl on _lj - EE | = | ==
LT d we bl 4 b1 me bhaod mv bl
1oc_azmens: Jup  loc_amese S Llec_aaneee Jsp  loc_satoes jua  loc sl
tmp durlyte 483055, @) .
A cwch parves n e x | 1z Tos 47007
139,064 [1=208, 19687 (0627, 410 29a089< (0003000 T0TAI0RIC: aub_iZ0BCEe1N |iEmmctocnized winh Nex Virw=lh
351 pafe  Dewm Saakr 115H

11. Configuration and Debug Modes

The initialization routine sub_42F7A0 sets up operational directories within C:\ProgramData\ (e.g., mainfolder,

logsfolder, settings). It checks for a “debug mode” flag and attempts to connect to 127.0.0.1:8094 — likely a local

C2 test or fallback channel. If debug mode is disabled, it loads configuration parameters (such as C2 domains,

notification settings, and epoch values) from files or the registry, validating port values and preparing for

subsequent network communication.

Page 19 of 29



https://medium.com /@sapirtwig/inside-darkgate-in-depth-technical-analysis-of-the-malware-as-a-service-threat-76f32d51e2d2

Press enter or click to view image in full size

ecx, [ehpivar_a4]

e

——
=

The screenshot shows 127.0.0.1:8094 being used as a potential debug/test C2

12. Browser Data and Cookie Theft

DarkGate aggressively targets browser data:

Data” and “Default\Network\Cookies” paths.

lea gax, [ebpivar_s8]
oy ed, offiet sPuertolslothus ; “puerto is net nusberhrin®
call sub_484714
sy eax, [ebpevar 48]
or edw, SFEFFERFR
call sub_43ZEE@
call sub_43F6FR
L ij r
. = =
edx, BFFFFFFFFh mow eax, [ebpsvar 8]
ebx, offiet aDebughode ; “debup mode| |eall suh 645 Lo _a2FAGA:
sub_432EEQ mow edx, dsioff 461968 ma eax, [ebpivar_E]
ds:byte 36200C, 1 bl [edx], ax call sub_488648
ede, offset al2Tdd_2 ; "127.0.0.17 les eex, [ebpevar_34] maw edx, ds:off 461968
enx, ds:dword 862094 mow edw, offset abomains @ ; “DoMaINS® maw [edw], ax
sub_418888 el wan, dizdword 62000 les ecx, [ebprvac_a8]
eax, ds:off 451968 call sub_41B258 moe edx, offset dword _$2FC30 h
word pkr [esx], 1FSEh mer edx, [ebprvar_34] e eax, ds:dward 352098
loc_a2Fagy mow eax, dsadword 62094 eall sub_a18858
call sub_418385 maw edw, [ebpvar_as]
les e, [ebpevar 3E] = eax, d5:dword 362094
mow edx, offset aliotifications & ; "NOTIFICATIONS®) |call sub_41BZBE
e e, ds:dword 462000 call sub_480F70
call suh_a18958 add esp, OFFFFFFFBh
o edy, [ebpevar_38] Fstp [espesehivar_sa] : double
karad e, dizdword 462008 wa it
call  =ub_41B28% call  sub a1BBCE
lea wex, [ebpevar 3] push edx
o edx, offset afpoch @ ; "EROCH puzh eax
mov eax, dsidword_ 452098 lea eax, [ebprvar_ac]
eall  sub_s18058 eall  sub_s0a5FE
mow edx, [ebpivar_3c) maw edx, [ebpivar_ac]
o wao, offser dword S62CEC o cox, offset dword 26308
call swb_dgasa0 call sub_ddadan
jmp loc_42FaC7 call sub_42F5B4
J

e Directory Scanning: Searches for “chrome”, “edge”, and “brave” directories, specifically seeking “User

» Profile Iteration: Iterates through multiple browser profiles to locate and exfiltrate cookies.

» Session Hijacking: By stealing cookies, DarkGate can bypass password-based authentication, enabling

attackers to hijack user sessions on various platforms without needing actual credentials.

Press enter or click to view image in full size
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CODE: @3455FFD mov eax, [ebptvar_E]

CODE : 88456828 [N edx, offset aChrome ; “chrome™

CODE : 28456605 call sub_44814

CODE : 2456084 jnz short loc_45682&

CODE : 98456880 lea eax, [ebp+ver_1g]

CODE : 2845688 F call sub_43203C

CODE : @8456814 [T0 edx, [ebp+var_18]

CODE : 20456017 lea eax, [ebp+var_C]

CODE : Ba45681A BOV ecx, offset aGoogleChromels ; “Google'\Chrome'\\liser Dataih”
CODE : @B845681F call sub_4@4714

CODE : 23456624 jmp short loc_4560876

CODE DBOASEORE § « oo mwm o m o m o e oo oo o o o o e e e
CODE: 28456026

CODE: 88456826 loc_456026: ; CODE MREF: sub_455FDe+3AT]
CODE : 23456826 mov eax, [ebp+var_E]

CODE : 33456829 v edx, offset aBdge ; "edge”

CODE: @845602E call sub_44d14

CODE : 84566833 jnz short loc_45604F

CODE : 98456835 lea eax, [ebptvar_14]

CODE : 23456838 call sub_43203C

CODE : @8456830 OV edx, [ebpivar_14]

CODE : @A456040 lea eax, [ebpsvar_C]

CODE : B3456643 =ow ecx, offset aMicrosoftEdgel ; "Microsoft'\\Edgeh\\Wser Datal\"
CODE : 98456843 call sub_4e4714

CODE : 2456040 jmp short loc 456076

CODE: B45604F

CODE: @B45684F loc_45604F: ; CODE XREF: sub_455FD@+63tj
CODE :@a45684F LY eax, [ebp+var_Eg]

CODE : 38456852 mov edx, offset aBrave ; "brawve™

CODE: 28456857 call sub_4@4814

CODE : 92456050 jnz short loc_456076

CODE : 8345685E lea ean, [ebprvar_18]

CODE : 28456861 call sub_43203C

CODE : @8456866 Y edx, [ebptvar_18]

CODE : 3456869 lea eax, [ebptvar_C]

CODE : @R45606C mov ecx, offset aBravesoftwareB ; "BraveSoftware\\Brave-Browser\\User Data"...
CODE : 88456871 call cub_d@4714

CODE : 88456876

CODE: 28456876 loc_456876: ; CODE XREF: sub_455FD+541j
CODE: 28456076 ; sub_4S5FD@+TDTY ...

CODE : 223456676 len eax, [ebptvar_IC]

CODE : 88456879 [t ecx, offset aDefault_@ ; "Defaultl\”

CODE : @845687E LY edx, [ebpsvar_C]

This function locates browser profiles and cookie storage paths ( Network\\Cookies ) for

exfiltration
13. Browser Manipulation and Cleanup

The function sub_456268 manages directories associated with Firefox, Chrome, Brave, and Opera. It uses
cmd.exe to move or rename browser directories and delete files, employing Sleep calls to wait for completion.

This serves multiple purposes:

o Data Theft: Steals browser data before cleanup.
e Anti-Forensics: Deletes evidence to hinder recovery and post-infection analysis.
e Adaptability: The use of generic directory operations allows the malware to operate across different

browser installations and user environments.
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CODE: @B456231 mov edx, [ebptvar_C]

CODE : 88456294 laa eax, [ebp+var_s&]

CODE : 28456297 [y ecx, offset aMozilla ; “Mozillai\™
CODE: B845629C call sub_484714

CODE: @a456241 mov eax, [ebptvar_4]

CODE : 8456244 call sub_4343E@

CODE : 28456249 test al, al

CODE: 28456248 iz loc_456341

CODE: 98456281 Bov dl, 1

CODE : 28456283 sov eax, offset aFirefoxExe ; "firefox.exe”
CODE : 28456288 call sub_432884

CODE : 8456 280 push ac4h ; dwMilliseconds
CODE: @a4562C2 call Sleep

CODE : @R4562C7 push offset aCCdD ; “feoed fd AT
CODE :@84562CC push [ebpevar_a]

CODE : @84562CF push offset aMoveFirefoxFir ; "\" BB move firefox Tirefox"
CODE : 28456204 lea edw, [ebp+var_14]

CODE : ea456207 =oV cax, §

CODE:@e456200 call sub_4328BEC

CODE: 22456281 push [ebptvar_14]

CODE : @8456 2E4 lea eax, [ebp+var_1@]

CODE: 2456287 BOV edw, 4

CODE @856 2EC call sub_484788

CODE:@84562F1 =ov edx, [ebpivar_l@]

CODE : @84562F4 OV eax, offset aCmdExe_2 ; "cmd.exe”
CODE:@04562F0 call sub_4312C0

CODE : @456 2FE lea eax, [ebptvar_18]

CODE : @8456381 oV ecx, offset aFirefox ; "firefox"
CODE: 8456386 mov edw, [ebpivar_4a]

CODE: 28456309 call sub_s4@4714

CODE : @845630E Y eax, [ebp+var_1%]

CODE: 28456311 call sub_4343E8

CODE : 3456316 test al, al

CODE : @8456318 jz short loc_456341

CODE : 28456314 push offset alDelQfs ; "/c del fq /T /5 "
CODE:@845631F push [ebptvar_4]

CODE : @2456322 push offset aFirefox @ ; “firefox\\™"
CODE : @8456327 lea eax, [ebp+var_1C]

CODE : @845632A (Y edx, 3

CODE: @845632F call sub_4@4788

CODE: @a456334 mov edx, [ebptvar_1C]

CODE : 88456337 =0V cax, offset aCmdExe_2 ; "cmd.exe”
CODE: 28456330 call =ub 431200

The malware uses cmd.exe to rename or delete browser directories

14. Credential Theft via cmdkey and NirSoft Tools

e Windows Credentials:
The subroutine sub_456720 interacts directly with Windows credential management using cmdkey. It lists
credentials to a temporary file and then deletes them, logging actions and waiting for operations to
complete. This is a clear data exfiltration step, targeting stored Windows credentials for lateral movement

or privilege escalation.
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CODE:
CODE:
CDOE:
COOE:
CODE:
CODE:

CODE:

CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CDDE:
CODE:
CODE:
CODE:
CODE:

COOE:
CO0E:

BBASETAL
ABASETAS
BRESETAY
aEsa Tl
YRLS6T51
BRRSL /50
BRASLT5E
BBA5ET5D
BBISETED
ABASETRT
BEASETRT
DQLSETET
sRancef
BRGS0
eeisa7ar
BBS5ETI
BRASETTIR
BRASETIR

1BRdSETTA
1EBA5L S ML
e B
f- L
s B@45ET83
1 BRM5ETE0D
1EBESETI?
B@eSE79T7
1@E25ETA4
TEessGIar
UL IAL
BRASETAG
$BBASETAS
"1 BOASATAS
T BRR5ETAL
TARASETRY
1 E@ASLT0E
1PRAL50 /B3
iEeMnL IR
1 8@4A567CH
1 B@4567C0
TABLSETCR
TERLSETC?
CODE =

BRASETCT
BRahG Ll
B0

lea
call
o
mon
eall
jnz
oy
call

aleleteCrodenti db

eax, [ebprvar_14]

suh A3BARE

pax, [ebptvar 18]

pdw, offset dword 455984
sub_4@4814

short loc_ 456767

cox, offset sDeleteCredenti ; "Delete Credentials k‘mt worked because |I:[& -

sub_ 28838

‘Delate Credentials not worked because T do not have Admin Rights

i DATA XREF: sub_a50726438To

*,a

loc_458767:

loc_A567C6:

; CODE XREF: sub_ 45572843615
sax, [ebprvar_C]
adx, offset aCTemplredixt ; "e:'tasgcred. Tee”
5EU_‘1@"’13‘1 e S ——
a
1
sax, [ehprvar LR]
ocx, [ebptvar C]
edx, offset allmdkeylist ; “/c cmdkey /list > ©
sub_aparla
edx, [ebptvar_18]
eCx, ECK
eax; offset aCmdExe 3 ; "cmd.exe”
Sun 431 8
cax, [ebpivar C]
sub_434884
al, al
short loc_4567C0
gan, [ebptvar_1C]

ecx, offset alletExists ; " not exists”
eds, [ebptvar €]

sub_ 488714

eax, [ebpivar_1C]

sub_42CE38

los_asb964

; CODE XREF: sub 45672848113

eax, aoff 416608
sub_303688

[ebptvar_a], eax
edx, [ebpevar_C]

DarkGate uses cmdkey to extract and delete Windows credentials.

Browser and Email Credentials:
The functions sub_4571CC and sub_45726C automate the use of NirSoft’s Mail PassView and

WebBrowserPassView, extracting stored passwords from email clients and web browsers. This

demonstrates DarkGate’s ability to leverage legitimate tools for malicious purposes, maximizing credential

theft with minimal custom code.

Press enter or click to view image in full size
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il ey = ill =
lac_457285:

Attributes: bp-based frase irp sub_483088

sub_ 4572160 proc near

war_d= dword ptr -4

push ebp

moiw ebp, esp

puzh (144

push ebx

mow abx, edx

moy [ebptvar_2], eox

mow eax, [ebpevar_4]

call sub 4843E8

xor eax, cax

push ebp

push offset loc 457185

push dword ptr fs:[=ax]

mow fs:[eax], esp

push ehx

mow ecx, offset aWebbrowserpass ;

[T edx, offset aWebbrowserpass ;

L eax, [ebpivar 4]

cal sub_S58EES

xor a8X, &BX

pop edx

pep eox

pop X

mow fo:[eax], edx

push offset lec 45728C

m@

short loc_45724AC

eax, [ebpevar_a]
sub_4843EC

Waveln API calls (e.g., waveInOpen ) initialize audio capture from the system microphone

15. Audio Recording

The function sub_4577E0 enables DarkGate to record audio from the victim’s microphone. By calling Windows
multimedia APIs (wavelnOpen, wavelnPrepareHeader, wavelnAddBuffer), the malware initializes audio input,

sets up buffers, and starts capturing sound. This capability extends DarkGate’s surveillance reach, allowing

attackers to eavesdrop on conversations and ambient sounds in the victim’s environment.
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mow edx, ds:dword_ 463868
mow [eax+d], edx

push 28h ; " 3 chwh
mow eax, ds:pwh

push Eax ; pwh
mov eax, ds:hwi

push eax ; hwi
call wavelnPrepareHeader
test eax, eax

jnz short loc 457881

i =]

push 28h ; "' ; cbhwh
mowv eax, ds:pwh

push eax ; pwh
mow eax, ds:hwi

push eax ; hwi
call waveInAddBuffer

test £ax, eax

jnz short loc 457881

eax, ds:hwi

push eax 3 hwi
call waveln5Start

test Fax, eax

jnz short loc 4578B1

loc_4578B1:
mov eax, ebx
add esp, @Ch

u
Fia™i =
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——

| i,

Waveln API calls (e.g., waveInOpen ) initialize audio capture from the system microphone

DarkGate Malware — Key Functions and Capabilities

| Function | Purpose
| oo oo
| sub_405A20 | Path resolution & evasion
| sub_40F7C8 | Process/thread/module enumeration
| sub_410028 | COM and data type handling
| sub_41CAC0 | C2 communication setup
| sub_427EE4 | Code injection & memory execution
| sub_42D594 | Anti-debugging detection
| sub_42DB04 | Anti-analysis & security tool scanning
| sub_42F7A0 | Debug mode & configuration loading
| sub_456720 | Windows credential theft
| sub_4571CC | Browser credential theft
| sub_45726C | Email password theft
| sub_4577E0 | Audio recording from microphone
| sub_456268 | Browser data deletion & cleanup
| sub_42C98C | Persistence via filesystem
| sub_42EQ3C | Persistence via AutoHotkey
MITRE ATT&CK Mapping
| MITRE ID | Technique
oo |
| T1566.001 | Phishing: Spearphishing Attachment
| T1059.005 | Command & Scripting: AutoIt
| T1055 | Process Injection
| T1027 | Obfuscated Files or Information
| T1562.001 | Disable or Modify Tools
| T1056.001 | Input Capture: Keylogging
| T1555.003 | Credentials from Web Browsers
| T1005 | Data from Local System
| T1071.001 | Application Layer Protocol: Web Protocols
| T1547.001 | Registry Run Keys / Startup Folder
| T1123 | Audio Capture
DarkGate IOCs List
Registry Keys

e SOFTWARE\Borland\Delphi\RTL
o SOFTWARE\Microsoft\Windows\CurrentVersion\Run
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| API Usage

‘GetLongPathNameA®, ‘FindFirstFileA‘, ‘1
‘CreateToolhelp32Snapshot', ‘Process32Fi
*VariantChangeTypeEx', ‘VarBstrFromStr®,
‘WSAStartup®, ‘send‘, ‘recv', HTTP heade
*NtWriteVirtualMemory', ‘NtProtectVirtua
‘Sleep", debugger tool checks

Strings: ‘Wireshark', ‘Procmon‘, ‘Regedi
‘CreateDirectoryW’, ‘GetPrivateProfileSt
‘cmdkey /list', file output, ‘cmdkey /de

\

Mail PassView', ‘WebBrowserPassView' au

\

Mail PassView' usage
‘waveInOpen', ‘waveInStart', ‘waveInAddB
‘cmd.exe', ‘del‘, ‘move', ‘Sleep’

‘SHGetSpecialFolderPathW®, ‘SHFileOperat

‘AutoHotkey.exe', ‘.ahk'/‘.a3x‘ scripts,

| Description

Initial infection via malicious email
Uses Autolt scripts for persistence ani
Injects shellcode using NT API calls.
High entropy and dynamic API resolutiol
Detects tools like Wireshark and Proce

|

|

|

|

|

| Logs keystrokes and cursor activity.

| Extracts saved passwords using NirSoft
| Harvests cookies and credential files

| C2 communication over HTTP using spoof
| Establishes persistence via registry al
|

Records audio through Windows multimed
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o SOFTWARE\Microsoft\Windows NT\CurrentVersion
e Control Panel\Desktop\WindowMetrics

Persistence & Execution Artifacts

e AutoHotkey.exe
e Autoit3.exe

e Microsoft\Windows\Start Menu\Programs\Startup\

Credential and Data Theft

o cmdkey /list >

e cmdkey /delete:

¢ Mail PassView, MailPassView

e Network Password Recovery

e NetPass

e Default\Network\Cookies

e Google\Chrome\User Data\

o BraveSoftware\Brave-Browser\User Data\
e Microsoft\Edge\User Data\

e Mozilla\

e Opera Software

AV/EDR Detection & Evasion

» Bitdefender

e Avast

» AVG

o Kaspersky

e Norton

e Panda Security
e MalwareBytes
e SentinelOne
e ESET

e Avira

e F-Secure

e McAfee

e Comodo

e [Obit Malware Fighter
o Emsisoft

e Quick Heal

o G DATA

e Sophos

e ByteFence
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File System & Temporary Artifacts

e C:\Program Files\Bitdefender

e C:\Program Files\AVAST Software
e C:\Program Files\AVG

e C:\Program Files\Kaspersky Lab
e C:\Program Files\Malwarebytes
e C:\Program Files\SentinelOne

e C:\Program Files (x86)\Avira

e C:\Program Files (x86)\F-Secure
e C:\Program Files\Quick Heal

e C:\Program Files\ESET

e C:\Program Files\Emsisoft

e C:\Program Files\G DATA

e C:\Program Files\Sophos

e C:\ProgramData\Bitdefender

e C:\ProgramData\AVAST

e C:\ProgramData\AVG

e C:\ProgramData\Kaspersky Lab
¢ C:\ProgramData\ESET

e C:\ProgramData\Emsisoft

e (C:\ProgramData\G DATA

e C:\ProgramData\Sophos

e C:\temp\

Command-Line & Process Injection

e /c cmdkey /list >

e /c cmdkey /delete:

e /cdel/q/f/s

e /cping 127.0.0.1 & del /q /f /s c:\temp & del /q /f /s
e /ccd/d\

e /c shutdown -f -r -t 0

e /c shutdown -f -s -t 0

C2 Communication & Network

e Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/118.0.0.0 Safari/537.36 (User-Agent)

e HTTP/1.0, HTTP/

e Authorization: Basic

e Proxy-Authorization: Basic

e 127.0.0.1

e 0.0.0.0
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e 255.255.255.255

Other Notable Strings

:::Clipboard::: (clipboard data marker)

.0xCrypt (potential cryptographic or obfuscation marker)
e Build

 EPOCH

NOTIFICATIONS

File Names and Dropped Artifacts

e ccleaner, system config, malwarebytes, farbar recovery, avast, startup, rootkit, autoruns, editor de registro,
editor del registro, registry editor, gerenciador de tarefas, zhpcleaner, task manager, junkware removal,
administrador de tareas, hijackthis, tcpview, process monitor, wireshark, taskmanager

e Phishing and lure files: Navigating Future Changes October 2023.pdf.msi, clarify_27-May_{6 random
digits}.html, Job description_salary_policy_marketing products_new_list_2023.zip

e Temporary/working directories: C:\test\, C:\ProgramData\cccddcb\

Conclusion

DarkGate is a stealthy and modular malware that combines persistence, credential theft, and evasion in a compact
MaaS package. Even with static analysis alone, it was possible to uncover key capabilities like Autolt-based
persistence, C2 communication, and data exfiltration. These findings highlight the malware’s sophistication and

the value of manual reverse engineering.
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