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What Are Refresh Tokens?

Modern secure applications often use access tokens to ensure a user has access to the appropriate resources, and
these access tokens typically have a limited lifetime. This is done for various security reasons: for one, limiting the

lifetime of the access token limits the amount of time an attacker can use a stolen token. In addition, the
information contained in or referenced by the access token could become stale.

When access tokens expire or become invalid but the application still needs to access a protected resource, the
application faces the problem of getting a new access token without forcing the user to once again grant
permission. To solve this problem, OAuth 2.0 introduced an artifact called a refresh token. A refresh token allows

an application to obtain a new access token without prompting the user.

Obtaining Refresh Tokens

A refresh token can be requested by an application as part of the process of obtaining an access token. Many
authorization servers implement the refresh token request mechanism defined in the OpenID Connect
specification. In this case, an application must include the offline_access  scope when initiating a request for an

authorization code. After the user successfully authenticates and grants consent for the application to access the
protected resource, the application will receive an authorization code that can be exchanged at the token endpoint
for both an access and a refresh token.

Using Refresh Tokens

When a new access token is needed, the application can make a POST  request back to the token endpoint using a

grant type of refresh_token  (web applications need to include a client secret). To use a refresh token to obtain a
new ID token, the authorization server would need to support OpenID Connect and the scope of the original
request would need to include openid .

While refresh tokens are often long-lived, the authorization server can invalidate them. Some of the reasons a
refresh token may no longer be valid include:

the authorization server has revoked the refresh token
the user has revoked their consent for authorization
the refresh token has expired

the authentication policy for the resource has changed (e.g., originally the resource only used usernames
and passwords, but now it requires MFA)

Because refresh tokens have the potential for a long lifetime, developers should ensure that strict storage

requirements are in place to keep them from being leaked. For example, on web applications, refresh tokens
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should only leave the backend when being sent to the authorization server, and the backend should be secure. The
client secret should be protected in a similar fashion. Mobile applications do not require a client secret, but they

should still be sure to store refresh tokens somewhere only the client application can access.

Refresh Tokens at Auth0

With Auth0, you can get a refresh token when using the Authorization Code Flow (for regular web or

native/mobile apps), the Device Flow, or the Resource Owner Password Grant. All of Auth0’s main SDKs
support acquiring, using, and revoking refresh tokens out of the box, without you having to worry about

formatting messages. Languages with SDK support include Node.js, .NET, PHP, and many more!

To learn more about refresh tokens at Auth0, including how to revoke them, check out the refresh token
documentation.
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