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Victorian Freight Specialists suffers alleged 800+GB data breach

By David Hollingworth
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A threat actor, known only as GhostR, claims hack on Australian logistics company Victorian Freight Specialists

and posts data to clear web hacking forum.
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A Victorian logistics firm has fallen foul of a notorious hacking group, which is claiming to have 846 gigabytes of

purloined data.

GhostR — who recently shared data belonging to PC component company Cooler Master — posted details of the

hack overnight on a popular clear web hacking forum.

“GhostR has hacked and breached into Victorian Freight Specialists (victorianfreight.com.au) server networks on

26th May 2024 and we have stolen over 846GB of their databases,” the hacker said in a 4 June post.
“This data breach involves their corporate, accounting, sales, customers, agents, and freight databases.”

The post includes a link to sample data hosted on an anonymous online file-sharing platform, but as of writing,
that particular link is returning a “This folder was not found” error. However, GovInfoSecurity was able to access
the data.

“Sample data appears to include internal data taken from an SQL database and screenshots of logon screens,”

GovInfoSecurity said.

Victorian Freight Specialists is a freight company based in Dandenong, Victoria, that serves regional Victoria and

southern NSW. The company has several depots in Dandenong and Altona and 26 agents throughout Victoria.
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As of writing, the company’s website appears to be down, though it is unknown whether or not this is linked to the
alleged hack.

Cyber Daily has reached out to Victorian Freight Specialists for comment.

The hacker, GhostR is making a bit of a name for itself and has been responsible for a string of high-profile hacks
in Thailand, including the PhyaThai Hospital Group, Thai Beverage PL.C, and the Metro Group of Hospitals in

India.
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David Hollingworth

David Hollingworth has been writing about technology for over 20 years, and has worked for a range of print and
online titles in his career. He is enjoying getting to grips with cyber security, especially when it lets him talk about

Lego.
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