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Quick Heal Security Labs recently came across a variant of Ryuk Ransomware which contains an additional
feature of identifying and encrypting systems in a Local Area Network (LAN). This sample targets the systems
which are present in sleep as well as the online state in the LAN. This sample is packed with a custom packer. The

final unpack routine which extracts the payload of Ryuk Ransomware is as shown below.

BB45 F8 MOV EAX,DWORD PTR 55:[EBP-8]
2345 1@ ADD EAX,DWORD PTR 55:[EBP+18]
BBAD FC MOV ECX,DWORD PTR 55:[EBP-4]
6BCY 1F IMUL ECK,ECX,1F
1A7 BFAFAD FC IMUL ECX,DWORD PTR S5:[EBP-4]
B1AT2EA2 2BC1 SUB EAX,ECX
B1AT2EAS 8945 C4 MOV DWORD PTR 55:[EBP-3C],EAX
B1AT2EAT 8BaS D@ MOV EAX,DWORD PTR 55:[EBP-3@]
B1ATIEAN BFAF4S FB IMUL EAX,DWORD PTR 55:[EBP-8]
B1AT ZEAL 864D 1@ MOV ECX,DWORD PTR 55:[EBP+18]
147 2EB1 83C1 27 ADD ECX,27 ’
B1AT2EBA BFAFC IMUL EAX,ECX
B1ATIERV 83Ce 21 ADD EAX, 21
B1AT2EBA 8B4AD 18 MOV ECX,DWORD PTR 55:[EBP+18]
ATIEBD GBECD 23 IMUL ECX,ECX,23
ZECE 2BC1 SUB EAX,ECX
1 2 BBAD FC MOV ECX,DWORD PTR 55:[EBP-4]
B1AT2EC 8Da4e1 @B LEA EAX,DWORD PTR D5:[ECK+EAX+B]
@Dl 5a 9@ oae3 00 00 00 |04 00 00 @O |FF FF o0 oo |MzZ..........¥¥..
BE 90 00 90 (00 02 00 00 (40 @9 B0 90 |80 00 B0 B8 |, . ... ... @ ......

88 80 00 20 |80 00 80 PO |08 B0 B0 0D 00 BB PO BD| ... ... i e eas
00 B2 80 98 |00 D8 90 00 0D B9 20 00 B0 81 B0 PB| .. ...l i i iiaaa
@E 1F BA 8E @0 B4 @9 CD |21 BB @1 AC|CD 21 54 68|..2.. .11 .LIITh
69 73 28 7@ |72 6F &7 72 61 6D 28 63 61 BE BE 6F|is program canno
74 2@ 62 65|20 72 75 6E 2@ 69 6E 20 44 4F 53 28|t be run in DOS
60 6F 64 65 |2E @D 2D 9A |24 22 @0 20 (00 o0 00 09 mode....%..... '
GE BA @2 F3 |2A BB GE AB 2A 6B GE A® 2A BB GE AB|n..6%kn *kn *kn
9E F7 9F AB |26 6B G6E A® 9E F7 9D A© |55 6B 6E AB|.+. Bkn .+. Ukn
Q9E F7 9C A® |32 6B 6E A® 11 35 &D Al |38 6B 6E AB|.+. 2Zkn .5m|8kn
11 35 6B Al @2 6B G6E A8 11 35 6A Al |38 6B 6E A®| .Skj.kn .5jj8kn

Fig 1:Final Unpack Routine

The payload contains two stages of the decryption routine. Basically, 1! stage is the input to pnd

stage and starts
with decrypt “advapi32.dll” obfuscated string and its related function names such as CryptCreateHash,
CryptHashData, CryptDestroyHash to reverse md5 hash of “5d65e9cb5bc2a9b609299d8758d915ab” which is

hardcoded in the file.

Page 1 of 9



https://blogs.quickheal.com /deep-dive-wakeup-lan-wol-implementation-ryuk/

“M 3508438 . BADAB2 MOV AL,BYTE PTR DS:[EDX+ESI®4] edw+esi®: sub_ISE1ACEA+IFE
1 358843BE [|. 2886 caaFe13s |SUB BYTE PTR DS:[EST+35@1AFC4],AL |esi+3501AFCA: sub_3S@1ACEA+ZES
@ 358843C4 . 4B INC ESI
@ 35884305 . B3FE BC CMP ESI,C C:"\f'
@ 35ea43C8 - T2 F1 B s, 35004388
Ao EEITETN - =01 MOV EST,ECX
il 358843C( . BAG4EZ MOV AL,BYTE PTR D5:[EDN+ESI®*4] edx+esi®4:sub_3581ACEA+1FE
[ E: . 2886 DAAFOL135 |SUB BYTE PTR DS:[ESI+3581AFD4],AL esi+3501AFD 8" 22"
[ EE ) . 4B INC ESI
d . BIFE 14 CMP ESI,14
. 3 - - M_n e ama e

@Dump 1 | guDump 2 | g Dump 3 | G40ump 4 | g% Dump 5 | ®Watch 1 | 1=-ilocals | & Struet

Address |Hex ASCII |
3581AE 83 69 08 B0 00 90 OO PO |81 90 B0 BD (D2 B0 B0 8| .. ... ... 0 cnann

3501AECH| 02 90 00 9062 90 00 00 (A3 e po Ba(ee eo ve od ... ... ........
3501AEDH 03 00 o0 80 62 90 60 00 (62 oo b polez o ee od ... .. .. ... ...

3501AEER @2 00 00 50 61 90 00 0082 o0 00 00|83 eo pe od ... ......

3SIAEFE( @2 @0 00 90|02 90 A PA(Ge Po o Bo(e3 B ea od ... .. ... ... ...,

3501AF0H| 03 00 00 90 61 00 00 00|83 00 80 80|01 80 ee e T 1% Stage Key Stack
3501AF18/ 01 80 00 89 |63 90 00 00|00 00 00 oo (e oo ee od ...............

ISO1AFZE &0 00 00 B0 02 00 OO 00 81 o0 20 00 |81 B0 09 o & e T
3501aF3g/ea 0 ce PO @2 e PR O el Po P Be(ee e B@ Bd ... .. .. u..o..s
3501AF48|63 90 o0 90 61 90 00 00 (03 eo o ee (@3 B ee ad ... ... ... .....
3501AFSH( @1 90 00 90 (63 90 00 0o (e ee pa ea (el e pe o ...............
IS81AF 03 88 O0 B0 00 00 00 0D |81 50 50 00|00 B0 80 Bl ... ... . iaaaan
351AF7E(]P3 00 00 00|02 00 08 00|00 PO 00 DO 33 31 32 35| ....0...... 3135
3501AFBE 08 B0 68 98|6797;;cdeegi. . .
3501AF9E(58 69 64 74 71 75 72 66 77 22 44 63|75 66 22 46 Pidtqurfw Deuf"F
ISH1AFAR(7A TB T8 77 72 68 75 62 71 6B 69 63 |28 52 73 70 t{pwrhubgkic Rsp

ISO1AFBE|76 6B 65 65 (75 21 79 34 2F 33 00 00 (4106476 61l vkeeu!ya/ 5. . Kdva
3se1arCa |[FENENISNS2|ZENEANEENED co oo o0 po (46 72 7A 72| BISENENL. . . Frar

Fig 2:De-obfuscation of 1st stage obfuscated string

©3 00 00 00|02 P00 00 66 |80 0 60 ¥ |30 31 32 33|............ 8123
34 35 36 37|38 39 61 62 |63 64 65 66|00 PO 0O 00|456789%abcdef. ...
4D 69 63 72 |6F 73 6F 66|74 20 42 61|73 65 28 43 | Microsoft Base C
72 79 70 74 |6F 67 72 61|70 68 69 63|28 50 72 6F | ryptographic Pro
76 69 64 65|72 20 76 31 |2E 38 060 06 |41 64 76 61|vider v1.8. . Adva
78 69 33 32 |2E 64 6C 6C 00 00 ©0 00|43 72 79 70|pi32.dll... .Cryp
74 41 63 71|75 69 72 65|43 6F 6E 74|65 78 74 41| tAcquireContexth
80 80 80 88 |43 72 79 78|74 43 72 65|61 74 &5 48| ... .CryptCreateH
61 73 68 00 43 72 79 70|74 48 61 73|68 44 61 74|ash.CryptHashDat
6l 80 80 88 |43 72 79 78|74 44 &5 73|74 72 &6F 79|a...CryptDestroy
48 61 73 68 |00 60 60 80 |43 72 79 78|74 52 65 6C|Hash....CryptRel
65 61 73 65|43 6F 6E 74|65 78 74 08|43 72 79 79| easeContext.Cryp
74 47 65 74 |48 61 73 68|50 61 72 61 |6D 08 00 ©00|tGetHashParam. ..

A g tal o g tal o g tal g tal g tal M M M M M M M M A al al

Fig 3:After de-obfuscation

The reverse md5 lookup of 5d65e9cb5bc2a9b609299d8758d915ab is 1560ddd.During reverse md5 lookup
process sample takes high processor utilization, as malware tries to calculate the md5 hash of each value from 0 to
1560ddd and compare it with 5d65e9cb5bc2a9b609299d8758d915ab.

2Ild

“1560ddd” as an input to the below mathematical function which will generate stage key stack and is used to

de-obfuscate all the strings used in payload, while 1% stage key stack already presents in the file.
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33CS MOR ECX,ECK
BFBEG431 MOVEX EAM,BYTE PTR DS:[ECK+ESI]
33D2 XOR EDX,EDX
e3cy ADD EAX,EDI
. | B Ga4 PUSH &4
5F POP EDI
F7F7 DIV EDI
41 INC ECX
. | BBFA MOV EDI, EDX
. | 3BCE CMP ECX, EBX

Qg eeninz [|. reFeEB43s sBFOFFE EAX,BYTE PTR 551 [EBP+ESI-278] P
VS 1A2A . |6a e PUSH 3
Vi LA 2 . |99 ong
IR LAZE . 5o POP ECK
VLB A2 . | FTER IDIV ECx
FepaLaIL o | B9lART MOV DWORD PTRE D51 [EDT-ESI"4), B0
IopBLADS « | 3BF3 CHP EST,EBX
WL o TE el Bl oa. viealass
InpELA38 « | 8503 TEST ECK,EDK
YoiLA1A | 75 e | ECETreire
WM LA « | B95487T FC CMP DWORD) PTR D5 [EDT+0S1"4-4], 00X
IEaE1 A4 |75 83 B s sedlass
FLO] A2 . | BR1CET M DWORD PTR D4 [EDT-EL1"4) , EBX
LY . | BDBD SEFDFFFF LEA ECK DMORD PTR 551[E8e-278]
FLpB1 kAl . |48 INC ESE
VM LAAL . 51

Iopalhan « | EB CE&Tosb
e ELE] .

o 00|01 0 oS
o 08|81 09 99
o0 0|00 00 8 Stage2
= 80|81 00 e Key Stack
o 00|00 08 89
O 0 N
o 00|08 08 99
K o 08|81 00 o

Fig 4:Generation of Stage-2 key stack

We have used IDA python to decrypt all obfuscated strings and rename window APIs, function names for better

static analysis of payload as shown in below fig.

5] data3S0LASOC OOO0OOF € VksvwbmBinoeF: Decrypted: VirtualALlock
(5] data3SOLASIC 00000015 € GgulbquetsCefsetter  Decripted: ComandlineTohrqw
(5] data:35014534 00000010 € lenEmptelapent st g
5] data3S01A544  DO0000OF € lemEsfbtgFmg T
Decrypted: IompCreatefile
[5] deta3S01AS54  0000000D € lenlfockeng Suczypind: Inglendicho
[5] .data3501AS64  DD000013 c WivgQspegsulgnosz Decrypted: WritefrocessMemary
%.mmm 0000000C € OdpRspdeus Decrypted: Cpenbrocess
dataISULASE4  DOD0ODOE € ViwvwbmiGrgeGy Decrypted: Virtualfreets
E (data:3501A504 00000013 C CioviSimgtgljsebe Decrypted: l:!!iﬂﬂmtmll'eﬂ
[] data:3S01A5A8 DO000C1E € AfwuullpkgnRsiwimfafs Sy
5] data:3501A5C0 00000014 € EpwolfswieeuTvbrvtwl Ww,‘.m
5] data:3501A5D4 00000014 € GouVglolpfgsobtipn  perryees: Tnsealliamguage
[ .data:350145E8 00000010 € loggttpoaveliing Decrypted: 1412
[5] data3S01ASF8 00000016 € LoprwgQuasnfilVbmulW  Decrypted: 1042
(5] data35014510 0000001L € OrfpRspdeusVpmin Decrypted: C:\Windous\Systenidicnd. exe
[5] deta3smiase 0000000 € OdpUDMbAcggsy IR AR S B - L
data:3SOLAGM  DOO00OL0 M]‘plﬂ': € sadmin.eme a
E e S e e E 2‘1“,‘,’_",'&_,"“'9“ Decrypied: i /c "bodedit fset [default} recoveryenabled Mo & bodedit /et [default)®

Fig 5:Part of Obfuscated and De-Obfuscate strings
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push
call
oy

push
call
push
Boy

call
push
Boy

call
push
Boy

call
push
Boy

call
push
BoY

call
Bow

push
push
mov

call
push
push
Boy

call
push
push
By

call
Push
push
BoY

call
push
push

Fig 6:After Renaming APIs and Obfuscate Strings
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esi |
sub_35083s43
e3f, dsiloadLibrarya

offset aKEspEmid_fln ;| “igsppmdd. Flr

esi LoadLibraryd

offset aMrsbfmm ;| “sribfem’
hModule, eax

esd gadL ibrarya

effiet aAfwerdd3_fln ; “afucridd. flr

dword_3581BFEE, e

[ =3 § LoadLibraryl

offset aOnf54Eml ; “onf54/eml”
dword_3501BFEE, eax

el ; LoadLibrarya

offset aSifrnd3Dnl ;
dword_3I5157099, eax

esd LoadLibrarya

offset alrinrbqj_fln ; “Irinrbgj.fln

dwdrd_35@1BF5@, eax
w5l [ LoadLibraryd
esi, dsiGetProcs
offset avVksvebegrge ; “VisvebmGrge
hModule » h¥odule
dword_JS81BFTE, eso

esd GetProcAddress

offset altzrvfygottef ;| “CtzrvFygqotths
dword_3581BF88 ; hModule
dword_3501BFCR, eax

esd GetProcAddress

offset aDgmgvigilge ; “Dgmg

hModule ; hModule

dword_35153AB4, ean

esi ; GetProcAddress

offset aGgunctufriot ; £
hModule i hModule
aword_3S157940, ean

esl ; GetProcAddress

offset aGguftiwftPgy ;| "CguFtiweT
hModule ; hModule

Execution Part:

aif

sub_35882443

esi, ds:LoadLibrarya

offset Kerneld2_dll ; Kernel3dl.dll
w5l ; Loadlibraryl

offset mpr_dll ; mpr.dll

hModule, eax

ez ; LosdLibrarya

affzet advapild2_dll ;@ advapidl.all
dword_3581BF88, eax

esi ; Leadlibrarya

offset ole3Z_dll ; ole3z.dll
dword_3S010F08, eax

esl ; Loadiibraryd

offset Shelld2 dll ; Shell32.dll
dword_35157098,; eax

esi ; Loadlibrarya

effset Iphlpapi_dll ; Iphlpapl.dll
dword_3501BF50, eax

esl | Loadlibrarya

esl, as:GetProcAaddress

offset Virtualfres ; VirtualPree
hModule } hModule
dword_3581BFTe, eax

ezl ; GetProcAddress

affset CryptExportiey ;| CryptExportiey
dword_3501EFRE  nModule
d_virtualFree, sax

&5l ; GetProcAddress
offeet Deletefilew ; Deletefilew
hModule ; hModule

d_CryptExportiey, eax

esi ; GetProcAddress

offset aGgunctufriot ; GetLastError
hModule 3 hModule
d_DeleteFileW, sax

g5l ; GetProcAddress

offset GetDriveTypeW ;| GetDriveTypel

After resolution of APIs and their related functions, it will check for the command line argument (CLA) to be “8”

and “LAN”. If not, then it drops its self-copy in the current location with a random filename and executes it by
invoking “ShellExecuteW”.

Fig 7:Child Process Created with CLA “8 LAN”

The above command-line arguments are an interesting part of the Ryuk variant i.e. Wake on Lan (WoL). It is a

hardware feature that allows a computer to be turned ON or awakened by a network packet. The packet is usually

sent to the target computer by a program executed on a device connected to the same LAN. This feature is used

for administrative functions that want to push system updates or to execute some scheduled tasks when the system

is awakened. For sending WoL Packets, it collects system ARP (Address Resolution Protocol) table by calling

GetIpNetTable, then extract IPv4 address from ARP structure and then send WoL packets for each valid IP address

entry.
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d_GetIpNetTable(®, &v17, 1);
v2 = (unsigned int *)d_VirtualAlloc(®, v17, 4896, 4);
d_GetIpNetTable(v2, &vi7, 1);
15 = d_VirtualAllec(@, 24 * *y2, 4896, 4);:
GlobalAlloc (BudBu, Bx%u);
if { *v2 > 8 )
!
vI = (int *)(v2 = 5);
da

if ( *(v3 - 3) )
i
vlG = Fy3g

ExtractIPvdAddress_Buffer(2, Bv16, &cp);

v@ = *({{ BYTE *)v3 - 8);
ve = *((_BYTE *)v3 - 7);
18 = *([_BYTE *}v3 - B}:
vll = *{(_BYTE *)}v3 = 5);
vi2 = *{[_BYTE *}v3i - 4)};
w13 = ®=({_BYTE *)v3 - 3);
vl = Bj
c = Bj
do

1
wE = *(ByE + wE);
if [ ve |= 255 && v& )
-—yd
else
+0d g
w5

2

)
while ( v5 ¢ 6 )
if { vd < 4 )
initiatel nw_conn(&cp, (int)&va);

Fig 8:Extracting ARP Table of System

G400000001000000 0OCOOCOOOOOOOOOOE ......cuvvvnnns

00 00 00 60 EF FF FF FA 0400 00 00 68 09 00 00 ....n*........ _mmm?m
@6 00 60 60 00 00 00 00 00 PA[@0 00 A9 FE FF FF ............ e PP
Index of 8B 00 00 0006 00 00 00108 35 71 06] v vvvverrvviSqe—r PHYICA/MAC
Adapter  [167C8]00 a4C0 A7 04 01|[03 00 00 OBIGEQO 00 00 .+..4%.......... Address.

06 00 70 54 D2 16 66 70 00 00 CO A7
Put 3 60 0 00 OB 00 60 60 06 60 00 00 74 27 EA (2 Dynamic Type ARP
addess.  BE 05 00 00 CO A7 04 32 03 00 00 00 06 00 00 00 ++..+%.2........ * puy,

06 00 00 00 08 00 27 D7 74 @A 00 00 B A7 04 3F ...... "$t...48.0

03 00 00 60 0B 0 02 00 06 00 00 60 4C 72 B9 43 ............ Lr'c

Fig 9:Structure Of ARP Table

We can get the ARP entry of a system by executing “ARP -A” in cmd.After extracting a valid IPv4 address, it will
send the magic packet to the target host. This packet is sent over the User Datagram Protocol (UDP) socket with
socket option SO_BROADCAST using destination port 7. The WoL. magic packet starts with FF FF FF FF FF FF
followed by target’s computer MAC address.

" User Datagram Protocol, Src Port: 64634, Dst Port: 7

#+ Echo
Echo data: ffffffffffff7id27eacibed57427eacibed57427caclbeds..

aoas
2a1a
2828
8838
2848
2ase
2ae8
aa7e
2age
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Fig 10:Magic Packet for WoL.

if sastar tup(&xzﬂiu, &WsAData
( ¢ = socket(2, 2, @x11), vE == -1)
setsockopt(ve, OXFFFF, SO_BROADCAST, &optval, 1)
(memset(&name, ©, exie),
name.sa_family = 2,
*(_DWORD *)&name.sa_data[2] = htonl(®),
®(_WORD *)&name.sa_data[e@] = htons(e),
bind(ve, &nams, exie))
|l (memset(&to, e, exie),
to.sa_family = 2,
#( DWORD *)&to.sa data[2] = imet _addr(cp),
*(_wWORD *)&to.sa_data[@] = htons(7u),

T S

-
1|
|
I

sendto(ve, buf, 182, @, &to, 8xi1e) == -1) )
{
result = @;
¥
else
i

d_Sleep(25@);
closesocket(ve);
wsaCleanup();

Fig 11:Magic Packet for WoL. Implemented by Ryuk

After successful in WoL operation, it tries to mount the remote device c$/administrative share — if it can mount
the share, it will then proceed to encrypt remote host’s drive. But before the start of encryption, it checks whether

it is running inside VM or not by enumerating process and services.

process_servile_enum_for_antivm proc near
; CODE XREF: process_service_enum_for_antivm+26}7j

; DATA XREF: mw_proceed_to_encrypt+19Blo ...
push 29h
push offset aVksvwbm ; virtual
call process_enum
push 48h
push offset aVodqog ; vmcomp
call service_enum
add esp, 18h

push ac3iseh

call d_Sleep

jmp short process_service_enum_for_antivm
process_service_enum_for_antivm endp

Fig 12:Enumerate Process and Service for Checking Virtual Machines

It will then proceed for importing the RSA 2048-bit Public key hardcoded in the file and deleting the shadow copy

by invoking “WMIC” and “vssadmin” as shown in below fig.
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[~ 1=

loc_35884557

push asi

call sub_350RTFDE

pop L X

pap L

push of fset wnk_3581B3E8 ; RSA 1oaf bit Key
call R54_Isport_Key_Fung
call sub_350042F])

oy |espsBCdhsvar BC4),
call d_5leep

=0 edi, [ebprarg @]
puih 4

pop L x

cmp edi, B

jz loc VS@aahdd

1E Bk

[ t] edi, ocx
jr loc_Y5od622

[ =
bush wh

s h offset aloeldeoielyeTh ; cmd fc "WMIC.exe shadowcopy delete™

fcall d_kinEwec

i whx

ik offset alosldiuscenimF ; cmd f¢ “visadmim.exe Delete Shadows Jall Jguiet™

call d_WinEwe

ks b ebx

puih offset aCosldBedgeku@t ; cmd fc “bededit feet [default) recoveryenabled Mo & bodedit fset {default}™
all d_WinExes

push ebx

push offset aloeldBgovtvbty ; cmd (¢ “bootstatuspolicy igmoreallfailures™
fall d_WinExec

all d_GetLogicalDrives

Fig 13:Importing RSA Public Key and Deleting Shadow Copy

It has also tried to move laterally to other hosts in the network by checking the IP address assigned to the
system.Once the IPv4 Address belongs to the range of 172.16. or 192.168. (Private IPv4 addresses typically
assigned in LAN environment), it will then send the “IcmpEchoRequest” packet using the “IcmpSendEcho” API

to target IPv4 address, instead of using the native ping command.

If it has access to that host/system which is available online in LAN, it will encrypt those systems as well. For the
encryption process, it has used a combination of RSA-2048 bit and AES-256-bit, it will generate different AES
keys for each file using the “CryptGenKey” API.

S

loc_358812FE:

lea eax, [ebp+var_18]

push eax ; _DWORD
push 1 ; _DWORD
push CALG_AES_256 ; _DWORD
ush [ebp+arg_a] ; _DWORD
IEall d_CryptGenkey

test gax, eax
jz loc_358816C7

Fig 14:Generating AES 256 bit Using CryptGenKey

After file encryption it will write marker “HERMES” in the file, to identify if the file has encrypted or not. Ryuk
is the successor to Hermes Ransomware as they have a similarity in most of its implementation. It will append the
encrypted AES key in Microsoft SIMPLEBLOB format to the footer of the file.

Page 7 of 9



https://blogs.quickheal.com /deep-dive-wakeup-lan-wol-implementation-ryuk/

Simple Blob D& 4=

Struct Header

T ER-E"

T

W

shy MOy . s3chtEho
Liges O XRIE*u] =
FuCsihITi. A} /€L
Ivae.#<xi.8i~-sc2
“ky, T itdrricT A

Data

«=Ul ZCQT I ¥, «w )
0. [SE*E=E+,..,.d
= 1%3Wefs A hEK(®
. |=+¥te=zE5. "=0
Bhv.BeiE €'5.8".1
~-né"ilmg &~, ,EDh
Gganoll - GE~G. GeB

P P

HERMES

Marker

D.B:.c%&w.¥iil.uG

.3 ‘EL
RCE S RS i
al.=ch.e=_  A\U7.
aaCHev. , < =X-I50
ip....Buplidv:E.
E.8,.%A%pEcLoMAn
ApefL. 52 4 1lalWD*x
A "

Encrypted By
AES

AES_256_ALG ID

R5A ALG ID

AES Key

Fig 15:Encrypted File Structure

Conclusion:

By using WoL and Ping scanning APIs to wake up the system and move laterally in-network, Ryuk has tried to

¥, WCEs . ~x 3k 0™5
iEMATE Chy £.0°%
..esr.cazvisboyvie
HsEq\n . BOEH1) Gh—
d.c*. . thé., e0~¥i
klyos. ARt . Aeenvi
h.*0. :nf>;8...b
.4, fEnlbys ; el
O

¥ encrypted By
RSA of Size 256
bytes

encrypt the maximum number of systems. These features signify the focus of this ransomware to increase its

monetization by infecting as many systems as possible.

Ryuk was initially associated with the APT Group and remained undetected for months and one day it evolves to

encrypt all network devices, and now with WoL, it wakes up the system in LAN to increase its success of

encrypting a larger number of systems.

How Quick Heal protects its users from such attacks:

Quick Heal products are built with the following multi-layered security that helps counter such attacks.

1. Anti-Ransomware

Specially designed to counter ransomware attacks, this feature detects ransomware by tracking its execution

sequence.

2. Firewall

Blocks malicious attempts to breach network connections.

3. IDS/IPS

Detects RDP brute force attempts and blocks the remote attacker IP for a defined period.

4.Virus Protection

Online virus protection service detects the known variants of the ransomware.
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5. Behaviour-based Detection System
Tracks the activity of executable files and blocks malicious files.
6. Back-Up and Restore
Helps you take regular backups of your data and restore it whenever needed.
IoC:
987336D00FDBEC3BCDB95B078F7DE46F
Detection name:

Trojan.HermezRI.S10666632

Source: https://blogs.quickheal.com/deep-dive-wakeup-lan-wol-implementation-ryuk/
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