Mobile Cyberespionage Campaign
‘Bouncing Golf' Affects Middle East
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C&C IP Addresses and Domains Related to Bouncing Golf

185[.]183[.]99[.]116
190[.]2[.]130[.]53
194[.1187[.]249[.]134
212[.18[.]248[.]1179
54[.138[.]51[.]159
82[.]211[.]31[.]181
84[.]234[.]96].]167
androidsmedia[.Jcom
androidssystem[.Jcom
mediadownload[.]space
mediamobilereg[.Jcom
secandroid[.Jcom
sharpion[.]Jorg
shileyfetwell[.Jcom




TREND MICRO™ RESEARCH

Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information.

Trend Micro Research is powered by experts who are passionate about discovering new threats, sharing key insights, and
supporting efforts to stop cybercriminals. Our global team helps identify millions of threats daily, leads the industry in
vulnerability disclosures, and publishes innovative research on new threats techniques. We continually work to anticipate new

threats and deliver thought-provoking research.

www.trendmicro.com

:( ©2019 by Trend Micro, Incorporated. All rights reserved. Trend Micro and the Trend Micro t-ball
r e S e a rC h logo are trademarks or registered trademarks of Trend Micro, Incorporated. All other product or

company names may be trademarks or registered trademarks of their owners.



http://www.trendmicro.com/

