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Deep Malware and Phishing Analysis

By Joe Security LLC

Archived: 2026-04-05 13:21:56 UTC

Recently we came across an interesting sample which seems to be related to Elise Malware. Elise is tight to
the Dragon Fish and Lotus Blossom APT groups which primary targets governments and defense contractors.
Elise is known to infect victims by using the latest exploits available and is often packed with interesting Sandbox

evasion techniques.
In this blog post, we will dissect the latest version of Elise.

The sample under investigation is distributed as an Office document lure. To be more precise in Rich Text Format.
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General

File type: Rich Text Formal data, version 1, unknown character sel

Entropy (8bit): 46527224137779N1

TriD: = Rich Text Format (5005/1) 55.56%

= Rich Text Format (4004/1) 44 44%

File name: . DoMotOpen2.doc

Fila size: 261090

MDE: f12fe 71152904 8bcem2e 5ealas23dta

SHAT: 5i39a6b2f1136b581c65e3a111T¢ 433 3060bfde 1
. SHAZ25E: . d3fc69a%f2ae2c 4464 34abbibe 1693:f0f81a5dalar f38d27c 80485424 9c 411
SHAE12: deecS6TIEE35613540671a1586a60899e4fd952fd693922aabalbe TEET10ed32186calc e

Fila Content Preview
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CVE-2018-0802

We start the analysis by having a look at the behavior graph and acknowledge that the process EQNEDT32.EXE

was started among Winword.exe:
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This process is the Microsoft Office Equation Editor. In November 2017 the security company Embedi detected
an exploit in EQNEDT32.EXE which later got the identification CVE-2017-11882. Microsoft patched the flaw in

November.

So, is Elise using this exploit? To answer this question we had a detailed look at the exploit itself. The outcome:
no it is not CVE-2017-11882 but rather CVE-2018-0802. CVE-2018-0802? This a second exploit also included
in EQNEDT32.EXE which was detected in later December.

We extracted the trampoline and shellcode:
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The code renames and loads the PE file (named a.b) previously dropped by Word. The newly loaded code is then

injected into IExplorer.exe where the main payload is executed:
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EATB2TO auah dwoid pir [ebg-0000024C K|

E1TRATOT call dword pir jobp 000002 34h0] CreateRemate Threadi@KERMEL 32 DLL {Impart, Hidden,
1 Paramz) execubed

E1TRATO0 push FFFFFFFFR axncubed

B1TB2TOF push sax

E1TH2T10 call ad WaitFarSingleCbjsctiKERNEL X2 DLL {Impart, 2
Params)

B1FEETE imp G1TET 20 targel 61/BET28

E17B3T14 push edi xref: 617TE261F 617TE2528

E1THATG push el

E1TRITIE nush dword pir [ebp- 000002 30R]

E1TBITIC aush dwoid pir [ebg-0000024C K]

E1TRITZ2 call dword pir [517R4040h] WiruaFreaEx@ ERNEL 12 DLL (Impart, Linknown
Params)

E1TRIT28 nitish dwnrd pir [abp-D000024CH) wrad: £1TERGCO G1TEIT12

B1TBATZE call dward pir [61TB4D6CH] CloseHandle@KERMELZ2 DLL (Import, 1 Parame]

E1FH 3 pop edi wrad: 61 ELEE B FHAEBS 617ERH T B17H250F

E1TB2EAT

Sandbox Evasions

Elise performs a variety of sandbox checks in In IExplorer:

Functicn 004F278F, Relevance: 2.5, Strings: 2, Instructions: 23

Sinngs

» XMV, xrefs: D04F2TAS
» hXMY, xrefs: 004F2TEE

Mamaory Dumg Source
o Sowce File: DDDOOO0S 00000002, 7730056559 004F D000, 00000040 sdmp, Offsel. DD4FO000, based on PE: true
Jow Sandbox 10& Plugin

= Snapshot File: hearesult_3 2 4f0000_iexplore jhud

Nddrass Instruction Meta Information
04F2TEF push DOIOOOOCH
(O4F2F push MAFECCOR
004F 2736 call DD4FESE4h farget: DO4FEG64
004F279B mow byte ptr [bp-1%h], D0000001R
004F2T9F and dward par [ebp-04h], DDD00000R
OD4F2TAS push edx
O04F 27 g push ecx
(04F2TAR push ebx
O04F2TAE mow eax, SE405868h ASCI “hiEh (Chunk)
O04F2TAB maw abx, 000000000
004F27EBD maw acx, (000004
I04F2TEE maw adx, QODDEGSEH
O04F2TEA in eax, dx
004F27EE cmp ebx, 564055680 ASCI “hby” (Chunk)
O004F27C1 sete byte ptr [=bp-1%h]
VMware backdoor check
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Function 004F27ES5, Relevance: 28.1, APIs: 10, Strings: 6, Instructions: 94

APls

* RegOpenKeyExW ADVAPI32(50000002, 5% STEM\ControlSetl0 1'services\Disk\Enum, 00000000,00020018.7,

https://www.joesecurity.org/blog/8409877569366580427

+ GetLastError KERNEL32 ref 004F2824

s printf MSVCRT ref: 004F2530

« memset MSVCRT ref: 004F2852
» RegQueryValueExW ADVAPIZ2(?, 004F646C 00000000.00000000,7,7), ref: D04F285C
= wesstr MSVCRT ref: 0D4F288B
« wesstr MSVCRT ref: O04F2842
= wesstr MSVCRT ref: 0D4F28B8
= wesstr MSVCRT ref 004F28CE
* RegCloseKey ADVAPII2(7), ref 0D4F280E

= Part of subcall function 004F32A0: SetUnhandledExceptionFilter KERNEL32{00000000), ref: 004F3CEZ

» Part of subcall function 004F32A0: UnhandledExceptionFilter KERNEL32(004F6190), ref: 004F3CED
» Part of subcall function 004F3240: GetCurrentProcess KERNEL32{CO000409), ref: 004F3CF2
= Part of subcall function 004F32A0: TerminateProcess KERNEL32{00000000), ref: Q04F3ICFF
= Part of subcall function 004F3197: _ermo. MSVCRT ref: 004F31A4

= Part of subcall function 004F3197: _weslwr MSWVCRT ref. 004F310D6

Strings

=« virtualhd, xrefs: D04F28CE
« ymware, xrefs: 004F2885

= [0x3A RegOpenKeyExW Disk Failed-%d, =refs: 004F282B8

= gemu, xrefs: 004F289C

« SYSTEM\ControlSetDD1\services\Disk\Enum, xrefs: O04F2800D

« vbox, xrefs: 004F28B2

Disk Name Check

DO4FZ312
DDAF 2917

LOaFEND
DO4FZ91F
DDAF 2976
DOAFZIED
DO4FZa38

DDAF 336
DO4FZ942
DO4FZ349
DO04F 2350
DO4F 2957

DO4FZasE
DO4F 2365

DO4FZ36C

DO4FZAIT3

Check for various Analysis Tools

stosd
maow soi, dwned pir [004 FS0006H]

0T B, 28
o dweed pir [abp-20h], 00M4FE4ACH
maw dwoed pir [abp-3CH] D04FE4D0N
o dweord pir [ebp-38h], 004F65100
may dword pir [ebp-34h], 004FE540h

mow dword pir [abp-30h], IMFEEF 4h
mar dhwoed pir [ebp-2Ch], 004FE6200
moy dword pir [ebp-28h], 004F6ETTH
ma dword pir [ebp-24h], MFEEEER
ma dwiord pir [2bp-20h], D04FET08H

e deord plr [ebp-1Ch], O04FE 7840
mav dword pir [ebp-18h], 4FETEDR

maor e pir [ebp-14h], 004F68080

iy dhword pir [ebp-100], 004FGEC0N
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Count: &

ReqOpenkeyEXWmAINMAPILZ DLL (Impart, Linknown
Params)
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MenuZ\ProgramsaP1s3z
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Function 004F2A05, Relevance: 46.0, APIs: 7, Strings: 19, Instructions: 482

APls

« CreateToolhelpl2Snapshot KERNEL32(00000002, 00000000), ref: 004F2A2A

« memset MSVCHT ref: DD4F2A51

o memsel MEVCRT rel. DD4F2ZAGC

» Process3Z2FirstW KERNEL32(? 7), ref: 004F2AFE

« __ swprintf_| LIBCMT ref 0D4F2A44
+ Part of subcall function 004F3197: _ermo MSVCRT ref: 004F31A4
» Par of subcall function 0DAF3197: _weshwr MSVCRT ref: 004F 3106

+ Process32NextW KERMELIZ2(? 7), ref. D04F2F6A

= CloseHandle KERNEL32(?), ref: D04F2F51
« Pan of subcall function DD4F32A0: SetUnhandledExceptionFilter KERNEL32(00000000), ref 004F3CE2
» Part of subcall function 004F32A0: UnhandledExceptionFilter KERNEL3I2(004FE190), ref: 004F3CED
+ Par of subcall function 0D4F3240: GetCurrentProcess KERNEL32(C0000409), ref: 004F3CFSE
+ Part of subcall function 004F 3240 TerminateProcess KERNEL32 (00000000}, ref. D04F3CFF

Strings

o riseexe, xrefs: 004F2C95

= ymupgradehelper.exe, xrefs: 004F2BA%
« windbg exe, xrefs: 004FZE2D

« Syserexe, xrefs: 004F2EAS

+ HRegshot exe, xrefs: (04F 2058

« SandboxieDoomlaunch.exe, xrefs: Q04F2F23
« ymitools.exe, xrefs: 004F2CE4

o lrisSve exe, xrefs DDAF2CCC

= vmwaretray.exe, xrefs: 004F2BGE

« SandbowieRpeSs exe, xrefs: D0AFZEEC
« vmwareuser.exe, xrefs: 004F2B33

= vboxiray.exe, wrefs: 004F2ABD

o vhoxservice exe, wrefs D0LF2AFS

« wireshark_exe, xrefs: 004F2010

« vmacthlp.exe, xrefs: DD4FZCI1F

« ollydbg exe, xrefs: 004F200C

« FySniffer.exe, xrefs: 004F2054

« vmioolsd exe, xrefs: 004FZBE4

= PEBrowseDbg.exe, xrefs: 004F2EG4

Process Check
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Function 004F2FA1, Relevance: 42.2, APIs: 16, Strings: 8, Instructions: 155

APl

= PPH@YAPAXI@Z MSVCRT ref. 004F2FC4

s memset MSVCRT ref. 004F2FD4

« GetAdaptersinfo IPHLPAPI(00000000,7), ref OD4F2FER

= PP@YAXPAX@EZ MSVCRT ref D04F2FF5

= ?PH@YAPAXI@Z MSVCRT ref. 004F2FFD

= GetAdaptersinfo. IPHLPAPIQDOO0000,7), ref: 004F300B

= memset MSVCRT ref: 004F3021

= swprintf LLIBCMT ref. 004F3073

= ?H@YAXPAX@Z MSVCRT ref: DO4F3059C

= strstr MSVCRT ref 004F30AB

« strstrMSVCRT ref: 004F30C1

« strstr MSVCRT ref. 004F 3005

s stretr MSVCRT ref 004F30E9

« strstr MSVCRT ref O04F30FD

« stretr MSYCRT ref 004F3111

« stretr MSVCRT ref 004F 3125
= Fart of subcall function 004F32A0: SetUnhandledExceptionFilter KERNEL32{00000000), ref: OC
« Part of subcall function 004F32A0: UnhandledExceptionFilter KERNEL32(004F&190), ref: 004F:
= Part of subcall function 004F32A0: GetCurrentProcess KERNEL32(C0000409), ref: 004F3CFE8
= Part of subcall function 004F32A0: TerminateProcess KERNEL32{00000000), ref D04F3CFF

Sinngs
« [0163E, xrefs: 004F310B
« [0086Y, xrefs: 004F30A5
o 02X W02X%02X% 02X %02 X% 02X | xrefs: OD4F 3064
= (001C14, xrefs: 004F30CF
« [00C29, xrefs: 004F30B6
« 001558D, xrefs: 004F 30F 7
= (080027, xrefs: 004F311F
« (05056, xrafs: 004F30E3

Mac Address Check

Payloads

After passing all the sandbox checks Elise creates an autostart key:

Ky Value Madified =
SOHETCS
Koy Path LETRT Ty pe D4 Dty How Data Complation Conpnt Aifdross  Symbol
HEEY_USERZ\SoftwareMicrosolll [ASIiD unode CoWindowslsalem3Tundll32.e  COVndoasisyslem3rundlZ2 sxe  success or wal 1 4F11F4  RegSelvalusExA
WindowsCurentversianRun = CillsersuservppDatm'Roami  Cillsersiuser-1'AppCataifioa
ngMicrosofiindoas\CachesiMa - mingICROS=1Mindows\iCachas'b
VERExt dll Setting avEhEd dil Ssting
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FURCTION UUST1Z90, KEIBVAnce: 5.4, AFIS: 10, STNNGS: b, INSTTUCTIONS: 1971 WSSl

APls

» memset MSVCRT ref 00511301
= Part of subcall function 00511124 memset MSVCRT ref. 00511154,
= Part of subcall function 00511124 RegEnumeyW ADVAPI32{B0000003,00000000,7,00000104), ref 0051117D
= Part of subcall function 00511124; wesnemp MSVCRT(S-1-5-21,72,00000008), ref: 00511159
= Part of subcall function 00511124: wesstr MSVCRT ref: 005111B1
= Part of subcall function 00511124 memset MSVCRT ref 005111CF
= Part of subcall function 00511124 RegOpenKeyExW. ADWAP 132(50000003 7 00000000, 00020019, 7), ref. 0051120
RegQueryWValueExW ADVAPI32{B0000000,Proxy Enable, 00000000.00000000,%,7,2,2, 00000000), ref: 00511345
RegQueryValueExW ACVAPI32(7? ProsyServer 00000000 000000007, %), ref. 00511370
RegClosekey ADVAPIIZ(T), ref 00511373
_ swprintf_LLIBCMT ref. 00511398
= Part of subcall function DDS192317; _errno MSWVCRT ref: 00519324
= Parl of subcall function 00519317 _weshwr MSVCRT ref. 00519356
o wosstr MEWCRT ref 00511389
« wosstr MSVCRT ref. 00511303
» wosstr MEVCRT ref O05113EE
« memset MSVCRT ref 00511412
= Part of subcall function 0051ASBE: _errno M3WVCRT ref: 00514803
= Part of subcall function 0051ASBB: _errno MSVCRT ref: 0051AA1C
¢ swprintf LLIBCMT ref. 00511402
= Part of subcall function 00513133 memset MSVCRT ref 00518173
« Part of subcall function 00518133; GetLocalTime KERNELIZ(? 7 % 7), ref. 00515153
= Part of subcall function DDS18133; _ swprintf_| LIBOMT ref; 005181040
= Part of subcall function 00518133 memset MSVCRT ref: 0051821C
= Part of subcall function 00518133 WideCharToMultiByte KERNEL 32(00000000, 00000000, 7, 000000FF, 7, 0000CE
= Parl of subcall function 00518133: CreateFileA KERNEL32{C \Userswser~1\AppDatalLoccalTemp\FXSAPIDebegl:
= Part of subcall function 00518133; GetFileSize KERNE L32{00000000,00000000), ref: 00518266
= Part of subcall function 00518133 SetEndOfFile KERNEL32{00000000), ref 00513230
« Part of subcall function 00518133 SetFilePointer KERNEL32{00000000, 00000000, 30000000, 00000002), ref: 005
= Part of subcall function 00518133 WriteFile KERNEL32(00000000, 7,2, 2. 00000000), ref 005182C8
« Part of subcall function 00518133: CloseHandle KERNEL32{00000000), ref: 00518202
= PFart of subcall function D05 1A460; SetUnhandled ExceptionFilter KERNEL32(00000000), ref: 00516485
= Part of subcall function 00214460. UnhandledExceptionFilter KERNEL32(0051E3CE), ref. 00518440
= Part of subcall function D051A460; GetCurmrentProcess KERNEL32{COO00409), ref: D05164AB
« Part of subcall function 00514460. TerminateProcess KERNEL32(00000000), ref. 00516462

L ]

Sinngs

v Get |EProxy %s., xrefs: 005114CE
¢ ProxyServer, xrefs. 00511365

» YW5=%s%s, xrefs: 005114683
ProscyEnable, xrefs: 00511335

» os=, xrefs: 00511390

Add a Proxy to Internet Explorer
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s Part of subcall function 0051A9BB: _ermo MSVCRT ref. 00514503
= Part of subcall function 0051A9EB: _ermo MSVCRT ref: D051AA1C

» fgetws MSVCRT ref: 00511781

« wesstr MSVCRT ref: 005117C6

« wesstr MSWVCRT ref: 00511854

» _wtoi MSVCRT ref: 00511551

» feof MSVCRT ref 00511893

« fclose MSVCRT ref. 005 118A7

« _ swprintf | LIBCMT ref 005118E3
« Part of subcall function 00515133 memset MSVCRT ref: 00515179
» Part of subcall function 00515133 GeilocalTime KERMEL32(?,7,7,7), ref. 00515188
= Part of subcall function 005158133: _ swprintf_LLIBCMT ref. 00518100
« Part of subcall function 00515133 memset MSVCRT ref: 0051821C
s Part of subcall function 00515133 WideCharToMultiByte KERNEL32(00000000,000C
= Part of subcall function 00518133: CreateFileA KERNEL32({C \Users\user-1\AppData’
= Part of subcall function 00518133: GetFile Size KERNEL32(00000000,00000000), ref:
» Part of subcall function 00515133: SetEndOfFile KERNEL32(00000000), ref: 00515828
= Part of subcall function 00518133: SetFilePointer KERNEL 32(00000000,00000000,0C
= Part of subcall function 00518133; WriteFile KERNEL32(00000000,7,7,2,00000000), r
= Part of subcall function 00518133 CloseHandle KERNEL32(00000000), ref: 0051820

Strngs

« user_pref{"network.proxy.http”, *, xrefs: 00511642

= Get FireFoxProxy %s, xrefs: 005118E9

» user_pref{"network proxy.ssl_port”, | xrefs: 00511605
« HTTPS, xrefs: 00511720

= user_pref("network.proxy.ssl”, °, xrefs: 005116C0

» profiles.ini, xrefs: D05115CE

= Profile%d, xrefs: 00511509

« HTTP, xrefs: 005116E6G

« \Mozilla\Firefox\, xrefs: 00511596

» 'prefs s, xrefs: 00D51151F

o Yhs=%s%s%d, xrefs: 0051180DB

« Path, xrefs: 005115FC

» user_pref{"network proxy hitp_port”, | xrefs: 00511662

Add a Proxy to Firefox

Finally, in function 514D05, 5159AF and 515486 we find the download, upload and command execution handlers.

Elise can collect and upload the following data:

¢ CPU Usage

o Ram (size/free)

» Disk space (size/free)
* Windows Version

e Username

¢ Locale

¢ Timezone

* SID
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» List of tasks
 List of network adapters

 List of files on Desktop

Final Words

Elise is a very advanced piece of malware using for its distribution only the latest exploits. Before the main

payload is executed many different Sandbox evasions are performed. The payload and the communication code is
injected into IExplorer likely bypassing PFW and HIPS.

Source: https://www.joesecurity.org/blog/8409877569366580427

Page 11 of 11



