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AcidRain

A MIPS ELF binary with wiper functionality used against Viasat KA-SAT modems.

References

2024-04-30 - Trellix - Max Kersten

Pouring Acid Rain
AcidPour AcidRain

2022-10-24 - Youtube (Virus Bulletin) - Alexander Adamov

Russian wipers in the cyberwar against Ukraine
AcidRain CaddyWiper DesertBlade DoubleZero EternalPetya HermeticWiper HermeticWizard
INDUSTROYER? IsaacWiper KillDisk PartyTicket WhisperGate

2022-08-18 - Trustwave - Pawel Knapczyk

Overview of the Cyber Weapons Used in the Ukraine - Russia War
AcidRain CaddyWiper Cobalt Strike CredoMap DCRat DoubleZero GraphSteel GrimPlant HermeticWiper
INDUSTROYER2 InvisiMole IsaacWiper PartyTicket

2022-08-18 - Trustwave - Pawel Knapczyk

Overview of the Cyber Weapons Used in the Ukraine - Russia War
AcidRain CaddyWiper Cobalt Strike CredoMap DCRat DoubleZero GraphSteel GrimPlant HermeticWiper
INDUSTROYER? InvisiMole IsaacWiper PartyTicket

2022-05-19 - splunk - Splunk Threat Research Team
Threat Update: AcidRain Wiper
AcidRain

2022-05-02 - AT&T - Fernando Martinez

Analysis on recent wiper attacks: examples and how wiper malware works
AcidRain CaddyWiper DoubleZero HermeticWiper INDUSTROYER? IsaacWiper

2022-04-28 - Fortinet - Gergely Revay

An Overview of the Increasing Wiper Malware Threat

Page 1 of 2


https://malpedia.caad.fkie.fraunhofer.de/families
https://malpedia.caad.fkie.fraunhofer.de/library?search=Trellix
https://malpedia.caad.fkie.fraunhofer.de/library?search=Max%20Kersten
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidpour
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain
https://malpedia.caad.fkie.fraunhofer.de/library?search=Youtube%20%28Virus%20Bulletin%29
https://malpedia.caad.fkie.fraunhofer.de/library?search=Alexander%20Adamov
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain
https://malpedia.caad.fkie.fraunhofer.de/details/win.caddywiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.desertblade
https://malpedia.caad.fkie.fraunhofer.de/details/win.doublezero
https://malpedia.caad.fkie.fraunhofer.de/details/win.eternal_petya
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwizard
https://malpedia.caad.fkie.fraunhofer.de/details/win.industroyer2
https://malpedia.caad.fkie.fraunhofer.de/details/win.isaacwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.killdisk
https://malpedia.caad.fkie.fraunhofer.de/details/win.partyticket
https://malpedia.caad.fkie.fraunhofer.de/details/win.whispergate
https://malpedia.caad.fkie.fraunhofer.de/library?search=Trustwave
https://malpedia.caad.fkie.fraunhofer.de/library?search=Pawel%20Knapczyk
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain
https://malpedia.caad.fkie.fraunhofer.de/details/win.caddywiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.credomap
https://malpedia.caad.fkie.fraunhofer.de/details/win.dcrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.doublezero
https://malpedia.caad.fkie.fraunhofer.de/details/win.graphsteel
https://malpedia.caad.fkie.fraunhofer.de/details/win.grimplant
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.industroyer2
https://malpedia.caad.fkie.fraunhofer.de/details/win.invisimole
https://malpedia.caad.fkie.fraunhofer.de/details/win.isaacwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.partyticket
https://malpedia.caad.fkie.fraunhofer.de/library?search=Trustwave
https://malpedia.caad.fkie.fraunhofer.de/library?search=Pawel%20Knapczyk
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain
https://malpedia.caad.fkie.fraunhofer.de/details/win.caddywiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.credomap
https://malpedia.caad.fkie.fraunhofer.de/details/win.dcrat
https://malpedia.caad.fkie.fraunhofer.de/details/win.doublezero
https://malpedia.caad.fkie.fraunhofer.de/details/win.graphsteel
https://malpedia.caad.fkie.fraunhofer.de/details/win.grimplant
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.industroyer2
https://malpedia.caad.fkie.fraunhofer.de/details/win.invisimole
https://malpedia.caad.fkie.fraunhofer.de/details/win.isaacwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.partyticket
https://malpedia.caad.fkie.fraunhofer.de/library?search=splunk
https://malpedia.caad.fkie.fraunhofer.de/library?search=Splunk%20Threat%20Research%20Team
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain
https://malpedia.caad.fkie.fraunhofer.de/library?search=AT%26T
https://malpedia.caad.fkie.fraunhofer.de/library?search=Fernando%20Martinez
https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain
https://malpedia.caad.fkie.fraunhofer.de/details/win.caddywiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.doublezero
https://malpedia.caad.fkie.fraunhofer.de/details/win.hermeticwiper
https://malpedia.caad.fkie.fraunhofer.de/details/win.industroyer2
https://malpedia.caad.fkie.fraunhofer.de/details/win.isaacwiper
https://malpedia.caad.fkie.fraunhofer.de/library?search=Fortinet
https://malpedia.caad.fkie.fraunhofer.de/library?search=Gergely%20Revay

https://malpedia.caad.fkie.fraunhofer.de/details/elf.acidrain

AcidRain CaddyWiper DistTrack DoubleZero EternalPetya HermeticWiper IsaacWiper Olympic Destroyer

Ordinypt WhisperGate ZeroCleare

2022-04-15 - splunk - Splunk Threat Research Team
STRT-TAO03 CPE - Destructive Software
AcidRain CyclopsBlink

2022-04-04 - Cyber Security News - Gurubaran

AcidRain Wiper Malware hit Routers and Modems, Haults Communication
AcidRain

2022-03-31 - Sentinel LABS - Juan Andrés Guerrero-Saade

AcidRain | A Modem Wiper Rains Down on Europe
AcidRain VPNFilter

2022-03-31 - Bleeping Computer - Sergiu Gatlan

Viasat confirms satellite modems were wiped with AcidRain malware
AcidRain

2022-03-31 - reversemode - Ruben Santamarta
VIASAT incident: from speculation to technical details.
AcidRain

2020-03-31 - Tech Times - Isaiah Richard
Viasat Hit with Russia’s Wiper Malware called ‘AcidRain,” Affecting European Services
AcidRain

There is no Yara-Signature yet.
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