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2 Tool: Cadelspy

Names

Category

Type

Description

Information
MITRE ATT&CK

Malpedia

Cadelspy
Cadelle

WinSpy
Malware
Reconnaissance, Backdoor, Keylogger, Info stealer

(SecurityWeek) Cadelspy, which is delivered via a dropper, is designed to harvest
system information and clipboard data, log keystrokes, collect the titles of open
windows, record audio, capture screenshots and photos via the webcam, and steal

documents printed by the user.

<https://www.securityweek.com/apparently-linked-iran-spy-groups-target-middle-east>

<https://attack.mitre.org/software/S0454/>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Cadelspy

Changed

APT groups

Name Country Observed
—
Cadelle I 2011

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=89ceabfc-a102-4cal-97b4-937e61678a46
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