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2 Tool: 4H RAT

4H RAT
Names
4h_rat
Category Malware
Type Backdoor
(CrowdStrike) this rat was first analyzed by Crowdstrike in april 2012, but a historical
Description analysis shows that it has been in use since at least 2007 by the PUTTER PANDA
actors.
) <https://cdn0.vox-cdn.com/assets/4589853/crowdstrike-intelligence-report-putter-
Information

panda.original.pdf>

MITRE ATT&CK  <https://attack.mitre.org/software/S0065/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.4h rat>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool 4H RAT

Changed Name Country Observed
APT groups

* 1
Putter Panda, APT 2 2007

1 group listed (1 APT, 0 other, 0 unknown)
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