https://support.okta.com /help/s/article/Conditional-access-based-on-device-security-posture?language=en_US

Conditional Access Based on Device Security Posture
Archived: 2026-04-06 00:48:44 UTC

Okta Identity Engine (OIE) can make application access decisions based on the device context in an incoming

request. Device states, device assurance policies, and platforms can be used as conditions in the authentication

policy for each app.
r
IF
IF NEW CRITERIA
. P You will see new options in the
[ Usor's user typeis Any user type IF section of the rule to specify:
1. Device State
X L. 2. Device assurance policy
AND User's group membership includes Any group 3, Device platform

AND Useris Any user
AND Device state is O Any
Registered

Setup Okta Verify as Authenticator C3

AND Device assurance policy is No policy

AND Device platform is Any platform

AND User's IP is Any IP

AND Risk is Any

AND The following custom expression is true

el
This is an optional advanced setting. If the expression is formatted incorrectly

or conflicts with conditions set above, the rule may not match any users.

Expression language reference 3

Okta Verify is required to be installed on that device to make it registered or registered and managed so admins
can see details such as device name, platform, manufacturer, model, and Unique Device Identifier (UDID) in

Universal Directory. Admins can Suspend, Un-suspend, or Deactivate a device. See Device lifecycle.
The device platform is determined by the User-Agent used in the authentication request.
Use signals from EMM & EDR solutions

If Device Trust has been purchased, it can be integrated with major Enterprise Mobility Management (EMM) and
Endpoint Detection and Response (EDR) solutions to capture even more device signals and use custom

expressions to make access decisions in the authentication policy.
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Related References

Devices inventory

Device Trust on Identity Engine

Endpoint security integrations

EDR signals for custom expressions
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