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 Tool: Tiny SHell

Names
Tiny SHell
tsh

Category Tools

Type Backdoor

Description Tiny SHell - An open-source UNIX backdoor

Information
<https://github.com/creaktive/tsh>
<https://www.ptsecurity.com/ww-en/analytics/pt-esc-threat-intelligence/new-apt-group-

chamelgang/>

Last change to this tool card: 02 November 2021

Download this tool card in JSON format

All groups using tool Tiny SHell

Changed Name Country Observed

APT groups

  ChamelGang 2021-Jun 2023  

  FIN13 [Unknown] 2016  

  LightBasin 2016  

  UNC2891 [Unknown] 2020  

  UNC3886 2021-Early 2025  

5 groups listed (5 APT, 0 other, 0 unknown)
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