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(mmdpoBabIMK-He-BbIMOraTe b, eCTPYKTOP) (IIepBOMCTOYHHK)

Translation into English

OTOT KpPHITTO-BBIMOTaTe b IH(PYeT JaHHbBIe Tosib30Baresieil ¢ momonipio AES+RSA, a 3areM fake He TpebyeT
BBLIKYTI, YTOOBI BepHYTH (haiiiel. OpurrHanbHOe Ha3BaHUe: B 3amMCcKe He yKa3aHo. Ha ¢aiise HarmcaHo:
dirtytest.exe. He ocTaB/sieT HUKaKUX KOHTAKTOB [|jisl CBS3H, (haKTHUeCKU (aiiyibl TIOBPEXK/IAOTCS 63 BO3MOKHOCTU

pacimppoBKH.

OO0HapyxeHHs:

DrWeb -> Trojan.Encoder.32250

BitDefender -> Trojan.GenericKD.43472275
ESET-NOD32 -> A Variant Of Generik. FWAEXBH
Kaspersky -> Trojan-Ransom.Win32.Encoder.jmq
Qihoo-360 -> Win32/Trojan.Ransom.c50

Rising -> Ransom.Encoder!8.FFD4 (CLOUD)
Symantec -> Trojan.Gen.6

Tencent -> Win32.Trojan.Encoder. Wvkj
TrendMicro -> Ransom_Encoder. RO6BCOWGE20
To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Bengopam! XoTHTe ObITH B 9TOM CITUCKe Pery/sipHO WM 1oBbiie? Coobirure MHe!

© I'eneanorus: ??? >> OutCrypt
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I/I306pa)KEHI/Ie — JIOT'OTHII CTAaTbH

K 3ammdpoBanHbiM aiinam 106aB/sieTCs paciivpeHue: _out

OBHHMaHI/le! Hossie pacuivpeHus, email 1 TeKCTBI O BBIKYTI€ MOXXHO HaWTH B KOHILIe CTaTbH, B O0OHOB/IEHUSX.

Tam MOTYT OBITh pas3nuuda C repBoOHa4Ya/IbHbIM BAPDHUAHTOM.

Oo6pas3er] aToro HdpoBaneiiyka 661 06Hapy>keH B Hauasie utoisi 2020 r. OpreHTHPOBAH Ha aHIIOSA3bIYHBIX

T0/Tb30BaTesIel, UTo He MelllaeT PaclpOCTPAHSATh ero Mo BCeMY MUDY.

3amucka c TpeOOBaHHEM BBIKYTIA He OCTABIISIETCS.
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MbI IpoBepHIH 3TO Ha pa3HbIX MalvHax. /s Kakioro (aiiia TobKo coobIiaeTcst, yto oH 3ammrdposaH. Het

HUKAKOTO COOOIIeHUs OT TeX, KTO MupyeT (aiib.

TexHnuueckue geTaau

MosKeT pacripoCTpaHsITLCS MyTEM B3/I0Ma uepe3 He3alliljeHHYI0 KoHpuryparuio RDP, ¢ momorisio email-criama
Y BPEeJIOHOCHBIX BIOYKeHWH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIIONTOB, BPeIOHOCHOH pPeK/IaMbl, BeO-UH)KEKTOB,
(hapIIMBBIX 0OHOBJIEHUH, ITeperakoBaHHbIX 1 3apaXKEHHBIX MHCTAIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrpoCcTpaHeHHsT KpUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHMIle bJora.

OHy)KHO BCeryja UCI0/1b30BaTh AKTYalIbHYI0 aHTUBUPYCHYIO 3auTy!!!
Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIyuToi Kinacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOIMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

Crucok (aii/IoBbIX PacIIMPEeHHI, MOABEPralIUXcs IH(POBaHHIO:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:
dirtytest.exe - UCTIOMHsAEMBIN (haiin
desktop.ini_out - aBTo3arpyxaemsliii aiin

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (aiisa
[TpumeuarensHO, uto (aiin desktop.ini_out nobasnsiercs B ABro3arpy3ky Windows.

Pacnionoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

C:\Users\User\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\desktop.ini_out
..\AppData\Local\dub\packages\crypto-0.2.13\crypto\src\crypto\aes.d
..\AppData\Local\dub\packages\crypto-0.2.13\crypto\src\crypto\padding.d

CKpHHILIOTHI, KOTOPbIE MOT'YT ObITh HHTEPECHBI:
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3anucu peecTpa, CBA3dHHbIE C 3TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IHM30B.

MpBI0oTeKChbI:

CM. HIKe pe3y/ibTaTbl aHA/IN30B.

CeTeBble MOAK/IIOUEHHA U CBA3MU:

Email: -

BTC: -

CM. HIDKe B 0OHOBJIEHUSIX [IpyrHe afipeca U KOHTaKThI.

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

Pe3ysbTarhl aHaIU30B:
v Triage analysis >>
® Hybrid analysis >>

Z VirusTotal analysis >>

% Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

[ToppobHbIe cBefeHus: cCOOMPArOTCs pery/sipHo. [Ipuckinaiite 06pasiibL.

Page 4 of 5


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgN_ZpzX1_BFcGRGSZE8uEcysyMMEmwahIoy16yi-nXyzgUujR0rgCiSxhlwvj0lHIKelUn9TEcGqMiafiFdOllAnwp5jjTVd7ONT3r__s3Cy6oYQXSPz2UrJS1p27iXjazRm7X9RPtfSA/s1600/Screenshot_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgN_ZpzX1_BFcGRGSZE8uEcysyMMEmwahIoy16yi-nXyzgUujR0rgCiSxhlwvj0lHIKelUn9TEcGqMiafiFdOllAnwp5jjTVd7ONT3r__s3Cy6oYQXSPz2UrJS1p27iXjazRm7X9RPtfSA/s1600/Screenshot_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjMH3DbjUcHIBp_D8ihHJL1fSZY6r5Tir0NvFRVyklY6oi77GQCOB88-hUexZvhy2R1ixTPfa-YqajkMCpEmL_VzTI0Gp6n50O4PkbgmgZxSTRRcv_5F7Fh8xMCxMfhl6mYNUMhLFIMRkA/s1600/Screenshot_1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjMH3DbjUcHIBp_D8ihHJL1fSZY6r5Tir0NvFRVyklY6oi77GQCOB88-hUexZvhy2R1ixTPfa-YqajkMCpEmL_VzTI0Gp6n50O4PkbgmgZxSTRRcv_5F7Fh8xMCxMfhl6mYNUMhLFIMRkA/s1600/Screenshot_1.png
https://tria.ge/reports/200728-799ac8kbrn/behavioral1
https://www.hybrid-analysis.com/sample/0c2013904dddc7a75d7cfb297b302b30b4ceb0caaf13af01097e422cfcd9392c/5f201c0df530aa3bbf2c09ef
https://www.virustotal.com/gui/file/0c2013904dddc7a75d7cfb297b302b30b4ceb0caaf13af01097e422cfcd9392c/detection
https://analyze.intezer.com/analyses/f702dd18-ea82-4c3f-8b4f-43d91d0c8b57
https://app.any.run/tasks/c7ab746d-cffc-4a21-86e7-0926fabbec8a/
https://www.vmray.com/analyses/0c2013904ddd/report/overview.html

https://id-ransomware.blogspot.com /2020/07 /outcrypt-ransomware.html|

=== JICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

Eé He Obl710 0OHOB/IEHHI 3TOTO BapHaHTa.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: &
k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as OutCrypt)
Write-up, Topic of Support

*

Thanks:
xiaopao, GrujaRS, Michael Gillespie

Andrew Ivanov (author)
*%k%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/07/outcrypt-ransomware.html
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