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Sadogo Ransomware

Sadogo Cover-Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe/ b M pyeT JaHHbIe TI0/1b30BaTe el ¢ moMoipio AES+RSA, a 3ateM TpeOyeT BuIKyI B #
BTC, utobb1 BepHyTh (haiisibl. OpuriHaibHOe Ha3BaHUe: B 3alvcKe He yKa3aHo. Ha caiine HanmcaHo: HeT

AAaHHBIX.

OGHapyxeHHs:

DrWeb -> Trojan.Encoder.31586, Trojan.Encoder.31587, Trojan.PWS.DanaBot.281
BitDefender -> Trojan.GenericKDZ.66633, Generic.Ransom.Sadogo.9412983E

Avira (no cloud) -> TR/AD.KpotSteal. ED

ESET-NOD32 -> A Variant Of Win32/GenKryptik.EITE, A Variant Of Win32/GenKryptik. EITH
Malwarebytes -> Trojan.MalPack.GS

Rising -> Trojan.Snojan!8.E387 (CLOUD), Trojan.GenKryptik!8.AA55 (CLOUD)

Symantec -> Trojan.Gen.2, Downloader

TrendMicro -> TROJ_GEN.R002HOCDK?20

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Bengopam! XoTHTe ObITH B 9TOM CITUCKe Pery/sipHO WM 1oBbiie? Coobirure MHe!

© I'eneanorus: ??? >> Sadogo
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I/I306pa)KEHI/Ie — JIOT'OTHII CTAaTbH

K 3ammdpoBanHbiM aiinam g106aBsieTcs paciivpenue: .encrypted

OBHI/IMaHI/le! Hossie pacuivpeHus, email 1 TeKCTBI O BBIKYTI€ MOXXHO HaWTH B KOHILIe CTaTbH, B O0OHOB/IEHUSX.

Tam MOTYT OBITh pas3nuuda C repBoOHa4Ya/IbHbIM BAPDHUAHTOM.

OO6pa31ibl 3TOr0 KPUITO-BbIMOTaTes st ObUTH HaliieHbl B cepearHe arpesist 2020 r. [IITamriel gat: 25 Hostops 2018 u
22 aBrycta 2019, HO OHUM MOT'YT OBITh (PUKTHBHBIMU JaTaMi. OpHEHTUPOBAH Ha aHITIOS3BIYHBIX MT0/Ib30BaTeIeH,

YTO He MelllaeT pacrpoOCTPaHsTh ero 1o BCeMy MUPY.

3amnmcka c TpeboBaHHEM BBIKYTIa Ha3biBaeTcs: readme.txt

Cojiep>kaHue 3aMMCKH 0 BbIKYIIe:

Dear user! Your computer is encrypted!

To decrypt your computer, you need to download the TOR browser at https://www.torproject.org/download/
Install it and visit our website for further action http://reco3zanpd2ijycv.onion/

Your id: daa1938***

ITepeBop 3an¥cKu Ha PyCCKMIl SI3BIK:

[Joporoii nonb3oBaress! TBoM koMmbroTep 3airdpoBaH!

Inist pacimgpoBKY TBOEro KoMIlbioTepa Tebe Hazlo ckauath 6pay3ep TOR u3
https://www.torproject.org/download/

YcTaHOBM €ro U TOCeTH Halll CaT Aijisl AajibHerix AelcTBuit http://reco3zanpd2ijycv.onion/
Tgoii id: daal1938***

TexHnuueckue geTaau

Ha MomeHT HanycaHus CTaTbU HET HUKaKUX [JaHHbIX O paclpoCTpaHeHrH U NOCTpafiaBLuX. MoskeT
PacIpoCTpaHAThLCS MYTEM B3/I0Ma Yepe3 He3alllvileHHyt0 KoHpuryparmo RDP, ¢ momotpio email-criama u
BPeJIOHOCHBIX BIO’KEHUH, 00MaHHBIX 3arpy30K, O0THETOB, SKCIJIONTOB, BPeZOHOCHOMN peK/iaMbl, BeO-UH)KEKTOB,
(hanbIMBEIX 0OHOB/IEHUH, TIepelakOBaHHBIX U 3apa>KEHHBIX MHCTA/LIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacmpoCTpaHeHus1 KPUITOBbIMOTaTesiei" Ha BBO/IHOM CcTpaHuiie Giiora.
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OHY)KHO BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecru Bl ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuToi Knacca Internet Security nim Total Security, To

x0Ts1 OBI fleniaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (DaityioB o Metoxy 3-2-1.

» BeposiTHO UCI0/Ib3yeTCsl B KaueCTBe MPUKPBITHS (aHIJI. COVer) /Jisi pacTipocTpaHeHust HHGeKIuKu TposiHa Kpot,
a He /15 TIOJTyYeHHs BBIKYITHBIX TiiaTexxeli. TpostH Kpot mpeiHa3HaueH /151 KpaXku pa3idyHoM TMUHOM
VMHpOPMAIUK, BK/TFOUasi yUeTHbIe IaHHbIe U3 YCTAHOBJIEHHBIX MTPUIOJKeHUH 1 Opay3epoB, UTPOBBIX K/THEHTOB,
TOYTHI U IPYTHUX CTyXKO0, BK/IFOUast KOILIETbKY 3/IEKTPOHHBIX MJIATEXXHBIX CUCTEM U XPaHEHUsI KPUTITOBAJTFOTHL
YkpajieHHast UH(OPMALIUsT OTIPAB/ISIETCS Ha CalT 3/I0yMBIILIeHHUKOB. [To/j00HBIN METO/, UCII0/Tb30Bascs B

CoronaVirus Ransomware B mapte 2020.

Crucok ¢ail/1oBbIX paclIMpeHuil, NoBepraniuxcsa MuppoBaHUIO:
910 gokymentbl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, hoTorpaduu, Mys3bika, BU/EO,

(haiisbI 06pa30B, apXUBBI U TIP.

®daiisbl, cCBsA3aHHbIE € ’TUM Ransomware:
readme.txt - Ha3BaHHe (haiiyia ¢ TpebOBaHIEM BBIKYTIA
sadogo.pdb

tor.exe

7f77.tmp.exe (soft.exe)

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (aiisa

Pacnionoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\gicoxubusofumo89-nosunaxo28\cefukifogurakamilewi8\loba\sadogo.pdb

C:\majuzicehoxa_sujoya viratedof-cawanojabozal7_yayujo tel.pdb

3anucu peecTpa, CBA3dHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IM30B.

MpbIoTeKChbI:

CM. HUKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOAK/TIOUEHNUS U CBA3U:
URL: xxxx://45.63.123.237/
xxxx://45.63.123.237/tor.exe
237.123.63.45.in-addr.arpa
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LIMipaniT

CcblnKa /17151 BBO/Ia JAHHBIX Ha YKa3aHHOM caiiTe

Carlscisd UL

Semaned Detectora I

Cariacis Domainy

=T D e Cinad R i

Ajpeca 13 CBOWCTB aHa/M3upyeMoro (atina

Tor-URL: xxxx://reco3zanpd2ijycv.onion/

CkpuHiot ¢ Tor-caiiTa BeIMoraresneit

Email:
BTC:
CM. HIDKe B 0OHOBJIEHUSIX [IpyrHe afipeca U KOHTaKThI.

CM. HuKe pesy/bTaThl aHA/IH30B.

Pe3ynerarsl aHa/1M30B:
@ Hybrid analysis >>
Z VirusTotal analysis >> VT>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>
/A MalShare samples >>
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*# AlienVault analysis >>
7] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

ITonpoGHble cBefeHust cobuparoTcs pery/aspHo. IIpucsuiaiiTe o6pasipl

=== VICTOPUSI CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHIH === BLOCK OF UPDATES ===

OoOHoBenue ot 12 mas 2020:

[Moct B TBUTTEpPE >> - OIIMOOYHO yKa3aH Kak Payment45 Ransomware

Pacumpenue: .encrypted

3anmcka: readme.txt
Tor-URL: xxxx://reco3zanpd2ijycv.onion/

Pesynbratel ananmmsos: VT + IA

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as Sadogo)

Write-up, Topic of Support

*
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Thanks:
dnwls0719
Andrew Ivanov (author)
*%k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/04/sadogo-ransomware.html
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