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 Tool: PCShare

Names PCShare

Category Tools

Type Backdoor

Description A Chinese open-source backdoor.

Information

<https://github.com/LiveMirror/pcshare>

<https://www.bitdefender.com/files/News/CaseStudies/study/379/Bitdefender-
Whitepaper-Chinese-APT.pdf>

MITRE ATT&CK <https://attack.mitre.org/software/S1050/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.pcshare>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:PcShare>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool PCShare

Changed Name Country Observed

APT groups

  FunnyDream 2018  

  RedFoxtrot 2014-Aug 2021  

  Space Pirates 2017-Nov 2024  

  Tropic Trooper, Pirate Panda, APT 23, KeyBoy 2011-Jun 2023  

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8c5564fe-d2ef-43f4-9bfe-b0620b4b7ea4
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4 groups listed (4 APT, 0 other, 0 unknown)
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