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MuddyWater Back with DarkBit

Published: 2023-04-21 - Archived: 2026-04-05 22:51:14 UTC

Recently, we came across a tweet about DarkBit ransomware. An Iranian APT group, named MuddyWater, is
reportedly behind the DarkBit ransomware. In this blog we will explore the ransomware’s initial access method,

the use of Cobalt Strike and the final ransomware payload.

Initial Access Method

The initial lure was delivered as an ISO file.

00008000 Ol 43 44 30 30 31 01 00 4C 49 4E 55 58 20 20 20 .CDOOl..LINUX
00008010 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00008020 20 20 20 20 20 20 20 20 48 52 2D 50 6F 6C 69 63 HR-Polic
00008030 79 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 ¥y

00008040 20 20 20 20 20 20 20 20 00 00 00 00 00 00 00 00 cuucunns
00008050 66 03 00 00 00 OO0 03 66 00 OO 00 00 OO0 OC 00 €0 f£...... Ehsrsi
Figure 1 — ISOFile

The payload included a shortcut file (with a .doc extension) and a zip file.
(3l HR-Update.doc 3/21/2023 843 PM  Shortcut 2KB
| 1) HR-Updatezip 32172023 1:37 PM Compressed (zipp... 1,376 KB

Figure 2 — Contents Inside ISO File

The shortcut was using PrintBrm.exe to unpack the HR-Update.zip and run it as shown below. PrintBrm.exe is a

windows inbuilt command line tool.
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Compatibility I Securty | Details I Previous Versions
General | Shartcut | Options | Font I Layout | Colors
I!D]i HR-Update doc
Target type: Application
Target location: system32
Target: isPrirt Brmjexe + § %“TEMP%\HR-Update zip d *
Start in:
Shortcut key:  Mone
Run: [I'u'linimized "’]
Comment:

Open File Location ] [ Change lcon... ] [ Advanced... ]

| oKk || Cancel

Figure 3 — Shortcut File

Apply

cmd.exe /c xcopy .\HR-Update.zip %TEMP% /h /y &% PrintBrm.exe -r -f %TEMP%\HR-Update.zip -d %TEMP%\unzip & %TE!

= gl cmd exe 2560 K
[ conhost exe 10.664 K
[#5] HR-Update exe 16,504 K
B MpCmdRun exe 2.084 K

Figure 4 — HR-Update.exe Running

2616 K
13.704 K
6172 K
6948 K

4840 Windows Command Processor Microsoft Comparation
4584 Console Window Host Microsoft Corporation
2128
3844

HR-Update.exe was a Cobalt Strike beacon. Cobalt Strike, a penetration testing tool, can also be used by attackers

for gaining a foothold in the system. The final ransomware payload is downloaded with the help of Cobalt Strike.

At the time of writing the blog, we were unable to get the exact DarkBit ransomware payload. So we are using

another available sample that belonged to the same campaign.

Analysis of Ransomware

This DarkBit ransomware sample is written in GoLang. It contains command line arguments.
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BN C\Windows'system32\cmd.exe

C:sUserss. “JDezsktop>DarkBit.exe —h
Usage of DarkBit.exe:
-all

run on all without timeout counter
—domain string

domain
—force

force bhlackliszted computers
—list string

li=t
—nomutex

force not checking mutex
—noransom

Just szpreadsMo Encryption
—password string

password
—path string

path
—t int

threads <default —1>
—username string

username

Figure 5 — Ransomware Features

It also contains an inbuilt configuration file as shown in Figure 6.

"lock™: 1,. "cheme™:

"maiv: 1 LT

1,. "wpx¥: 1,. "
cpl™: 1.. nady":

<
g .

1,

M

Figure 6 — InBuilt Config

Further analysis revealed that they had obfuscated some dll names like advapi32.dll and functions like

SystemFunction036.
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[ e =

loc_FADDFE:

mov cs:byte_14F7677, dl

mov rdx, "23ipavda’

mov [rsp+158h+var_181], rdx
mov rdx, "1ld.23i°

mov [rsp+1S8h+var_10145], rdx
lea rax, [rsp+l58h+var_181]
mov ebx, @Dh

mov rcx, rbx

call sub_FaD9ag

test rax, rax

jz loc_FAE2BE

[_T*

rdx, "uFmetsys’
[rsp+158h+var_79], rdx
rdx, "cnuFmets’
[rsp+l58h+var_79+2], rdx
rdx, "63@noit’

Moo i Ok fccma S = alaa

Figure 7- Obfuscation

Its dynamically resolving API at this address. Malware authors tend to dynamically resolve API to avoid static

detections.

L J
ol e 5 ikl e 5
call sub_454CAR
mov [rex+8], rsi loc_457AAF:
mov rsp, [rsi+3sh] sub rsp, 48h
sub rsp, 48h and rsp, BFFFFFFFFFFFFFFFBh
and rsp, @FFFFFFFFFFFFFFFBh) (mov [rsp+4Bh+var_l@], @
mov [rspt+arg_28], rdi mov [rsp+d4Bh+var_18], rdx
maw rdi, [rdi+&] maw rdi, rbx
sub rdi, rdx mov rcx, rbx
Mo [rsptarg_28], rdi call rax
may rdi, rbx Moy rsi, [rsp+deh+var_138]
maw rcx, rbx maw rsp, rsi
call rax mov [rsp+arg_18], eax
mov rex, gs:28h retn
mov rdi, [rspt+arg_28] sub_457A28 endp
maw rsi, [rdi+&]
sub rsi, [rsptarg_2@]
Mo [rex+2], rdi
may rsp, rsi
mov [rspt+arg_18], eax
retn

Figure 8 — Dynamically Resolving API

CreateMutexW API is being used to check if an instance of the malware is already running. As can be seen in

Figure 5 previously, they are also using multithreading.

As the customary prelude to file encryption, they are using vssadmin.exe to delete all the shadow copies.
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= Event Properties El[ﬁ

Event | Process |Stack
Date: 4f5/2023 &:48:06 AM
Thread: 2603
Class: Process
Operation: Process Create
Result: SUCCESS
Path: C:\Windows'systern32\wssadmin.exe
Duration: 0.0000000
PID: 2436 -
Command line:

Figure 9 — Delete Shadow all

Here they are using SystemFunction036 (documented in MSDN as RtlGenRandom) to generate a random key as

shown in Figure 10.

- UUULUUULLD ¢ +o.00iF ua MUV LU YR U L uS. LTy e l Hide EPU ]
@ [0000000011 48:2907 sub rdi,rdx
@ (000000001157 48:837C24 28 mov gword ptr ss:[lrsp+zs),rdi ~
@ [0000000011 81 458: 83DF mov rdi,rbx == R R -
e (0000000011574 4818909 mov rcx,rbx [l <darkbit.&SystemFunction03es |
. EFDO €all rax <darkbit.&SystemFunction03ex» b
FoI P s T 00000000 6548: 8B0C25 28000000 mov rcx,qword ptr Hl:[22] N
. 48: 8B7C24 30 mov rdi,gword ptr ss:|irsp+30] &" 405"
. 48:8B77 08 mov rsi,gword ptr ds:[rdi+s]
. 48:2B7424 28 sub rsi,gword ptr ss:[frsp+z:s])
. 458: 8989 00000000 mov gword ptr ds:[rcx],rdi
. 458:83F4 mov rsp,rsi
. 834424 18 mov dword ptr ss:[lrsp+is],eax
. c3 ret
. 48:83EC 40 sub rsp,40
. 48:83E4 FO and rsp,FFFFFFFFFEFFFFFO
. 48:C74424 30 00000004 mov gword ptr ss:|[frsp+30Q,0 - -
. 48:895424 28 mov gword ptr ss:[frsp+za]l,rdx ACTX
. 48: B9DF mov rdi,rbx
. 48: 8909 mov_rcx,rbx i
. FFDO €&l rax
. 48:8B7424 28 mov rsi,gword ptr ss:[ rsp+zs]) 4 1 2
. 458:83F4 mov rsp,rsi —
. 894424 18 mov dword ptr ss:[frsp+isll,eax - [Deﬁ!ult(xﬁ‘}ﬁ:stmll} '] 5 |+ [C] Unlocked

Figure 10 — SystemFunction036

SystemFunction036 is accessed multiple times in the code with varying buffer sizes passed to it.

cmp rcx, 88h

mov esi, 86h

cmovl  rsi, rox

lea rdi, [rax+4eh]
cmp rbx, rdi

jz short loc_27B286

| I—

[rspt+arg_38], rsi
maow rax, rdi
mow rcx, rsi
call sub_C9CAR
maw rax, [rsptarg_5@]
Mo rdx, [rsptarg_6@]
Mo rsi, [rsptarg_3@]

£
Figure 11 — Call To Dynamically Resolve API and Then SystemFunction036
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Here we can see that the buffer size of 80 is made available for SystemFunction036.

mav rsl, |rax+3sn] |re
mowv rax, [rsp+s@h+arg_20]
mowv rbx, [rsp+5@h+arg_28]
Mo rcx, [rsptSeh+arg 38
Mo rdi, [rsp+S@h+arg 38]
call rsi

Mo rdx, [rsp+Sehtarg 18]
mowv rsi, [rdx+38h]

mow rax, [rsp+58h+arg_20]
mov rbx, [rsp+5@h+var_18]
M ecx, 4

mow rdi, rcx

call rsi

Mo rdx, [rsptS@htarg 18]
Mo rsi, [rdx+32h]

mowv rax, [rsp+seht+arg_20]
mow rbx, [rsp+58h+var_18]
Xor eCX, BCX

mowv rdi, [rsp+5@h+var_28]
call rsi

Mo [rsp+S@h+var 18], rax
Mo [rsp+5@h+var 28], rbx
Mo [rsp+5@hdvar_28], rox
mowv rdx, [rsp+5@h+arg_18]

Figure 12 — Encrypting Key

Later-on, the key used for encrypting the files is itself encrypted and attached to the encrypted files.

loc BDAB2E:

mowv rbp, rsp
mov rax, [rsi]
bswap rax

mov [rbp+a], rax
Mo rdx, 428A2F98D728AE22h
add rls, rax
mow rax, rl2
add rls, rdx
Mo rex, ril2
ror rax, BEh
mow rdx, rl2
ror rcx, 12h
o rax, rcx
mow rcx, rl2
ror rdx, 29h
and rcx, rl3
Nor rdx, rax
Mo rax, ril2
not rax

add rls, rdx
and rax, ril4
o rax, rcx

Figure 13 — EncryptionAlgorithm

From Figure 13, we can see that It’s encrypting. It is likely using AES to encrypt the files, as strings related to the

same functions can be found elsewhere in this same sample.
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FindFirstFileW, FindNextFileW are used to iterate through the file system, to find the appropriate file and then

encrypt it.
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At that point it was observed that its writing file in chunks and not as a whole. For doing the same it’s using

SetFilePointerEx API to move the file pointer to a specific address.

0000000077

R T T oY)

e
sub_rsp,2.

add rsp,28
ret

no

nop

<

m

3
call <JMP,&SetFilePointerex>

p
imp qword ptr ds:[<aSetFilePointerexs]
nop

jmp <IMP.&FileTimeToSystemTimes

SetFilePointerex

JMP.&serFilePointerex

FileTimeToSystemTime

—| rax  oooooooozzosaFco
[ rex  oooooocoonoszeco
RCX  0OODODODOOODDOFC
RDX  00000D0000002920
REP  0D0ODOCODQ0ESTSE
BSE  000DOD0028ESFEFS
RSI  000DDDDO2SESFI00
RDI  0DODODDO2EESFII0

RE  0DOODOCOO00EIEDE
RS 000000000000000L

R10  000000000D000000
R11  000000000D0D000L
R12  000000CO0D053980 & F\x05"
R13  000000000D0D00CO
R14  000000CODO02DSE0
RIS  FFFFFFFFFFFFFFFFE

- | Defaut (x6# fastcal)

>

~]'s [2] [ unlocked

T rcx 0000000000000OFC
¢ ordx

J0D02BESFEFE

1000007705AF00 kernelsz

-d11:$AF00 #A700 <SetFilePointerexs

: r9 0000000000

1
2:

3: rs 000000CO0D0S9EDS
4

5

000001
: [rsp+28] 0000000O0ONOD0OD

Figure 14 — SetFilePointerEx

It’s then using the WriteFile API.

a5isEn US MUV FUX,YWury pLr usi (s iTs) It )

Efgg:g ig o :g'g:g;g 8;; g:{:;:ig} RAX 000D00DDD770735A0 <kernel3z.writeFiles -
5648 OFEECL movg xmmo, Fox [WfBx  oooccoonoossieao <abc.&writeriles L
66481 OFGECA movqg xmmi, rdx BLX  00000000000000FC o 3
6649: OFEEDO movgq xXmmz,rs RDX  000000CO0003CE00
6643: OFGED movg xmm3,r3 REP  000000CO00050470 &"HO\x05"
FFDO 1 rax RSE  0000000D00SEFS20
48:81C4 50010000 add rsp,1:0 RSI  000D0ODDDOOSEFS820
59 pop rcx RDT 00000000008EF B850
48:8941 18 mov gword ptr ds:[rcx+18],rax
66:0FD641 20 movg gword ptr ds:[rcx+20],xmmo 00000000000007E0 oo
6548: BB3C25 30000000 |mov rdi,gword ptr : [3 % 000000C00005D 604 t
BB47 68 mov eax,dword ptr ds:[rdi+63] rdi+68: "peZ" P TTTT I I
22.8541 28 I'v!:_\tr gqword ptr ds:[rcx+28],rax E].].m P TTTTITET T IT IO
28:83EC 30 sub rsp,30 R12  000D0OOCOOOOSD6E3S
48:C7C1 F4FFFFFF mov recx,FFFFFFFFFEFFFEF4 12 0000000000000000
48:890C, mov gword ptr ss:[Drspl,rcx R14 000000C00002D520
48:8B05 C2B72F00 mov_rax,qword ptr ds: [<&IMP.&GetStdHand|00000000003C1F18: " :" R1S  FFFFFFFFFFFFFFFF
FFDO gall rax
48:83C1 mov rcx,rax lRTe___nnnnnnnnnnncazac ake ANANANNNNNNC Q710 S
48:890C24 mov gword ptr ss:[rspll,rox 4 . C
48:8D15 9SAD75100 lea rdx,qword ptr ds:[S5EGF00] 00000000005EGFO0: "runtime: signal -
48:895424 08 mov gqword ptr ss:[Qrep:s],rdx - || Default (x&4 fastcal) v]'5 ][] unlocked
aeiomor aarcrann Ton fod e aeeoA-s T beacT
i j v 1t rox A
2! rdx 000000C0000SCE00
3: r8 00000000000007E0
4: r3 000000CO000SD604

Figure 15 — WriteFile
All these functions are called one after another, till all the files are encrypted.

After encrypting the file, the key is stored at the end of the file.
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Dff==t n1 2 3 4 5 & 7 8B 9 & B C DD E F Ascil

00002090 | 09 24 92 70 B4 AE ED 9D D9 77 EB7 40 86 ES OF FD w7 L Ek Oy -@pesy
00002Da0 '8 | lecln® IPIE
o0o00z0ED s l+8 FuCYpI-a{=
ooo0zoco tolekat 11} [Bh. 2]
oooozooo ITA71? ;@195 «6
0000ZDED OLIwTTA] 20 Saitls
ooo00z0Fn VE L Bl 1 dye- .
oooozZEQD 1783 . { peRyofisi i
ooo0zZELD ABE - 1+Lcf_ | 1141
oooozEz20 & ifée-—&0 A1a1D°
ooo0zZE20 DARKEIT EHCREYETH
00002E40 O FILES]-1 Ea
ooo00zZESD = o
00o00zZE&D
a000zZE?Q
o0onzZESQ
ooo0zZES0
0000zZEAD
ooo00zZEED
nooozECO
oo00z2EDD
n000z2EED
ooo00zZEFD
oooozEoon
aoo0zZF1o
ooonzFz20
ooo0zFa0
ooo00zF40
ooo00zFs0
ooo00zFe0
ooo0zF70
ooo0zFen
ooo0zFan

Figure 16 — Ransomware key

The encrypted files are given ‘.darkbit’ extension and also a ransom note is dropped in the respective folders.

Dear Colleagues,
Wefre sorry to inform you that wefve had to hack WENEEEER network completely and transfer “all” data to our secure servers.

So, keep calm, take a breath and think about an apartheid regime that causes troubles here and there.

They should pay for their lies and crimes, their names and shames. They should pay for occupation, war crimes against humanity,
killing the pecple (not only Palestinians’ bodies, but also Israelis’ souls) and destroying the future and all dreams we had.
They should pay for firing high-skilled experts.

Anyway, there is nothing for you (as an individual) to be worried.
That’s the task of the administration to follow up our instruction for recovering the network.
But, you can contact us via TOX messenger if you want to recover your files personally. (TOX ID: AB33BCS1AFACE4D9S226326ET0B483593C81CE22EEA3B504FTATS348C38CEE

Our instruction for the administration:
B11 your files are encrypted using AES-256 military grade algorithm. So,
1. Den't try to recover data, because the encrypted files are unrecoverable unless you have the key.
Any try for recovering data without the key (using third-party applications/companies) causes PERMANENT damage. Take it serious.
2. You have to trust us. This is our business (after firing from high-tech companies) and the reputation is all we have.
3. A1l you need to do is following up the payment procedure and then you will receive decrypting key using for returning all of your files and VMs.
4. Payment method:
Enter the link below
nttp://iwvIp3cruyltgfup3yl4dgtapfibfa3aidzgnusdi2g3hus3inTcTad.onion/support
Enter the ID below and pay the bill (80 BIC)
dabda-bt2as4dfa-294]fajks-qris-bm3xu2
You will receive decrypting key after the payment.

Notice that you just have 48 hours. After the deadline, a 30% penalty will be added to the price.
We put data for sale after 5 days.
Take it serious and don’t listen to probable advices of a stupid government.

Good Luck!
“DarkBit”

Figure 17 — Ransomware Note

Tweet from a self-identifying DarkBit twitter handle, associating itself with MuddyWater

DarkBit @D ar 9

50 happy ally found us

Mow, how he data?

C 11 » |40 s

Figure 18 — Tweet on DarkBit
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MuddyWaters uses different types of attacks for initial access like phishing email campaigns, using tools like
MimiKatz to break into the system, etc. In this case, MuddyWaters made use of Cobalt Strike to get initial access

into the system. From the ransomware note, we figured out that it was a politically motivated attack.

We at K7 Labs provide detection for DarkBit ransomware and all the latest threats. Users are advised to use a

reliable security product such as “K7 Total Security” and keep it up-to-date to safeguard their devices.

Indicators of Compromise (IOCs)

File Name Hash Detection Name

DarkBit.exe 9880FAE6551D1E9EE921F39751A6F3CO0 Trojan (0058e3dd1)

hr-update.iso 1219A8880DEBDD10D081195E27A2A016 Trojan (0001140e1)
References
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