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French hospital CHC-SV refuses to pay LockBit extortion demand
By Bill Toulas
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The Hopital de Cannes - Simone Veil (CHC-SV) in France announced it received a ransom demand from the Lockbit 3.0
ransomware gang, saying they refuse to pay the ransom.

On April 17, the 840-bed hospital announced a severe operational disruption caused by a cyberattack that forced it to take all
computers offline and reschedule non-emergency procedures and appointments.

Yesterday, the establishment announced on X that it has received a ransom demand by the Lockbit 3.0 ransomware

operation, which it forwarded to the Gendarmerie and the National Agency for Information Systems Security (ANSSI).
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@hopitaldecannes - Follow

REVENDICATION DE LA CYBERATTAQUE PAR LE GROUPE
LOCKBIT3.0

Le 16 avril 2024, le CH Cannes a fait |'objet d'une cyber-
attaque visant son systeme d'information.

Ce jour, |'établissement a pris connaissance d'une
demande de rangon du groupe de hackers Lockbit3.0.

7:54 PM - Apr 30, 2024 &

At the same time, the LockBit ransomware group added CHC-SV on their extortion portal on the darkweb, threatening to

leak the first sample pack of files stolen during the attack by the end of the day.

L..; LEAKED DATA W TWITTER > HOWTOBUYBITCOIN > @ CONTACTUS R
LOCKITRED] el PRESSABOUTUS > ] AFFILIATERULES > &% MIRRORS >

Deadline: 01 May, 2024 22:02:08 UTC

[no logo] ch-cannes.fr

Bus du coeur des femmes publié le 15/03/2024 [BUS DU CCEUR] Les maladies cardio-vasculaires sont encore la premiére cause de mortalité
chez les femmes en France, tuant chaque jour 200 Frangaises, soit 75 000 femmes par an, soit I'équivalent de la population de Cannes.

LockBit threatens to leak stolen data soon

BleepingComputer

The healthcare organization tweeted that they will not pay the ransom and promised to inform impacted individuals if the

threat actors begin leaking data.

“In the event of a data release potentially belonging to the hospital, we will communicate to our patients and stakeholders,

after a detailed review of the files that may have been exfiltrated, about the nature of the stolen information.”

Meanwhile, the hospital’s IT staff are still fighting to bring impacted systems back to normal operational status, as internal

investigations on the incident remain ongoing.
Hurt but still ruthless

FBI’s disruption of the LockBit ransomware-as-a-service operation via ‘Operation Cronos’ and the simultaneous release of a

decryptor in mid February 2024, have had an adverse impact on the threat group.

Affiliates have lost their trust in the project, and some members opted to lay low in fear of identification and prosecution.
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Despite the disruption, the ransomware project performed a restart only a week later, setting up new data leak sites and using

updated encryptors and ransom notes.

LockBit’s policy about attacks on healthcare providers has always been muddy at best, with the group's leaders not

enforcing the declared restrictions on affiliates performing attacks that impacted patient care.

The attack on CHC-SV acts as a confirmation of the threat group’s complete disregard for the sensitive matter of avoiding

disruption of healthcare services.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/french-hospital-chc-sv-refuses-to-pay-lockbit-extortion-demand,
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