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&2 Tool: Brata

Brata
Names AmexTroll
Copybara
Category Malware
Type Banking trojan, Info stealer, Credential stealer

(Cleafy) The attack chain usually starts with a fake SMS containing a link to a website.

The SMS seems to come from the bank (the so-called spoofing scam), and it tries to

Description
convince the victim to download an anti-spam app, with the promise to be contacted
soon by a bank operator.
<https://www.cleafy.com/cleafy-labs/mobile-banking-fraud-brata-strikes-again>
<https://securelist.com/spying-android-rat-from-brazil-brata/92775/>

Information <https://www.cleafy.com/cleafy-labs/how-brata-is-monitoring-your-bank-account>

<https://www.cleafy.com/cleafy-labs/brata-is-evolving-into-an-advanced-persistent-

threat>
MITRE ATT&CK  <https://attack.mitre.org/software/S1094>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.brata>

Last change to this tool card: 27 December 2024
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1 group listed (0 APT, 0 other, 1 unknown)
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