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JS/TrojanDropper.Agent.OAZ

Spearphishing email (2015)
99729AC323FC8A812FA2C8BEIAES2DFAFIB502CA

LNK/TrojanDownloader.Agent.YJ

Malicious LNK downloader
63B983D0869C6AB99C7A57AAFEAGT12A90E30C10F

Win64/Agent.VB

XDDown
BB7A10F816D6FFFECB297DOBAE3BC2COF2F2FFCo

Win32/Agent. ABQB

XDDown (oldest known sample)
844A3854F67F4F524992BCD90F8752404DF1DAT1

Win64/Spy.Agent.CC

XDRecon
B333043B47ABE49156195CC66C97BIF483E83442

Win64/Spy.Agent.CC

XDUpload
83EF84052AD9E7954ECE216A1479ABA9IDAA3C36D

Win64/Spy.Agent.CC

XDUpload

88410D6EB663FBA2FD2826083A3999C3D3BDA7C9
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Win32/Agent. ABYL

XDLoc
CFD43C7A993EC2F203B17A9E6B8B392E9A296243

Win32/PSW.Agent.0JS

XDPass
3B8445AA70DO1DEA553A7B198A767798F52BB63A

DOC/Abnormal.V

Malicious RTF file that downloads the CVE-2020-0968 exploit
AE34BEDBD39DA813E094E974A9E181A686D66069

Win64/Agent. ACG

XDDown
5FESEE492DE157AA745F3DE7AESAAG95E0AFBI94

VBS/TrojanDropper.Agent.OLJ

Malicious script (Sep 2020)
B807756E9CD7D131BD42C2F681878C7855063FE2

Win64/Agent.AEJ

XDDown (most recent as of writing)
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