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Maktub Locker is another ransomware that comes with a beautifully designed GUI and few interesting features. Its
name originates from the Arabic word maktub which means “this is written” or “this is fate”. The authors were
probably trying to make a joke by referencing the act of getting infected with ransomware, hinting that it is

uninvited and unavoidable, just like fate.

Analyzed samples

e 74add6536cdcfb8b77d10ale7be6bef
e b24952857{f5cb26b2e97331800fa142 <- main focus of this analysis
o 38eff2f7c6c8810a055cal14628a378e7 — payload (C.dll)

Special thanks to MalwareHunterTeam and Yonathan Klijnsma for sharing the samples.

Behavioral analysis

This ransomware comes in a spam campaign, pretending to be a document with a Terms-Of-Service update. This
time full packing have a consistent theme: name of the attachment is made to resemble a document (examples:

“TOS-update-[...].scr”, “20160321_tos.scr”), also it has a a document-like icon:

2 &

tos_updates | TOS-update
cr -2016-Marth
-18.5cr

An interesting trick used by this ransomware to spoof legitimate behavior is that it really displays a document!

Specifically, a fake TOS update in .rtf format:
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Updating our privacy policies and terms of service

In just over a month we will make some changes to our privacy policies Terms of Service.
This stuff matters, so we wanted to explain what’s changing, why and what these changes
mean for users.

First, our privacy policies. Despite trimming our policies in 2014, we still have more than 70
privacy documents covering all of our different products. This approach is somewhat
complicated. It's also at odds with our efforts to integrate our different products more
closely so that we can create a beautifully simple, intuitive user experience. So we're
rolling out a new main privacy policy that covers the majority of our products and explains
what information we collect, and how we use it, in a much more readable way. While
we've had to keep a handful of separate privacy notices for legal and other reasons, we're
consolidating more than 60 into our main Privacy Policy.

Regulators globally have been calling for shorter, simpler privacy policies—and having
one policy covering many different products is now fairly standard across the web.
These changes will take effect on April 1, and we’re starting to notify users today,
including via email and a notice on our homepage.

Our new Privacy Policy makes clear that, if you're signed in, we may combine information
you've provided from one service with information from other services. In short, we’ll treat
you as a single user across all our products.We believe this new, simpler policy will make
it easier for people to understand our privacy practices as well as enable us to improve the
services we offer. Whether you're a new user or an old hand, please do take the time to
read our new privacy policy and terms, learn more about the changes we’re making and
understand the controls we offer.

While the user is busy reading the document, the malicious program runs in the background and encrypts his/her

files.
Encryption process

Maktub Locker does not need to download a key from the CnC server — data can be encrypted offline as well.

Extensions given to the encrypted files are random, generated at runtime — their pattern is: [a-z]{4,6}

The new and surprising thing is that encrypted files are much smaller than the original ones. It seems this

ransomware not only encrypts but also compresses files.

Original files and their sizes:

|%#| square.gif 2016-02-22 01:14 14 KE
|=| square.jpg 2016-02-22 01:14 5KBE
| square.png 2016-01-2019:19 2 KB
|| squarel.bmp 2016-01-2019:211 140 KB
| square2.bmp 2016-02-22 01:15 48 KB
|| squared.bmp 2016-02-22 01:15 24 KB
|| squared.bmp 2016-02-22 01:15 TKE
| tekstbd 2016-01-31 16:50 1KE

The same files after encryption:
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E _DECRYPT_INFO_jkhnhuhtml  2016-03-21 18:57 6 KE
square.gif 2016-02-22101:14 14 KB
D square,jpg.jkhnhu 2016-03-21 18:57 3KE
D square.png.jkhnhu 2016-03-21 18:57 1KE
| D squarel.bmp,jkhnhu 2016-03-21 18:57 1 KB
D square2. brmp.jkhnhu 2016-03-21 18:57 TKE
D squared.bmp.jkhnhu 2016-03-21 18:57 1KBE
D squared. brmp.jkhnhu 2016-03-21 18:57 1KE
D tekst.bet,jkhnhu 2016-03-21 18:57 1KE

See below a visualization of bytes.

square.bmp : left — original, right encrypted with Maktub Locker:

A— the bitmap is compressed very well, so the encrypted file is tiny
A possible reason of compressing files first is to speed up the encryption process.

Encrypted content is different on each run of the sample. However, in a single run, files with the same content will
give the same output. We can conclude that the random key is generated only once — at program’s start. After that,
every file is encrypted using the same key.

After the encryption is finished, the following GUI pops up:

Page 3 of 15


https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/encrypted1.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/encrypted1.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/enc_square1.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/enc_square1.png

https://blog.malwarebytes.com /threat-analysis /2016 /03 /maktub-locker-beautiful-and-dangerous/

Your personal files are encrypted!

11:54:16

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a
time period specified in this window.

Open http:/ /qjuyyhgqzfeluxe?.onion.link
or http://qjuyyhqqzfeluxe?.torstorm.org
or http://qjuyyhqqgzfeluxe?.tor2web.org
in your browser. They are public gates to the secret server.

If you have problems with gates, use direct connection:

1) pownload TOR Browser from http://torproject.org

2) In the Tor Browser open the http:/ /qjuyyhqgqzfeluxe?.onion

(MNote that this server is available via Tor Browser only. Retry in 1 hour if site is not
reachable).

Write in the following public key in the input form on server:

Y
Copy Public Key to Clipboard

It provides a victim a custom-formatted key: 82 chunks, each 5 character long (chunk format: [A-Z0-9]{5}). Each

time the sample runs, this key is newly generated.

The same information (and layout) can be found in an HTML file (_DECRYPT_INFO_[$EXTENSION].html),
dropped in each encrypted directory.

Website for the victim

These days, it’s a common feature of ransomware to provide a TOR-accessed website for the victim and Maktub
Locker is no different. Similar to the ransom note, the website is only available in English. In order to access the
individual page, the victim is supposed to paste his/her key (the one supplied in the ransom note) into the input

box provided on the website.
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Enter your decryption key here:

It then redirects to the main website. In comparison to other ransomware families, Maktub Locker actually has a

very nicely designed website, including clean and polite language used.

{, MAKTUB ~ 70:04:01
- LOCKER -

1 273
HELLO! @!

We’'re very sorry that all of your personal files have been

encrypted :( But there are good news — they aren’t gone, you still have the opportunity to restore
them! Statistically, the lifespan of a hard-drive is anywhere from 3 to 5 years. If you don't make
copies of important information, you could lose everything! Just imagine! In order to receive the

program that will decrypt all of your files, you will need to pay a certain amount. But let’s start with
something else...

It comes with a demo, allowing the decryption of 2 selected files:

Googling 'MAKTUE LOCKER' will

instantly bring up many sugestiong on deleting the program from your personal computer. But not
one of the third party programs will be able to do the most important thing - to decrypt your files! In
order to do this, you need to have the private master-key that only we have. And only we can
restore all of your files. And to show that we aren’t making unfounded statements, we'll prove it.
Upload any encrypted file, no larger than 200kb, and we will decrypt it, absolutely free!

Files available to decrypt: 0

Number File Name iz

1 squarel _bmp.png 631 bytes
2 square2.bmp 7626 bytes

The price of decrypting files starts with 1.4 BTC and increases with time. The distributors warn that the website
can be taken down and then it would not be possible to recover encrypted files:
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m Time of payment How much money should be sent

)

h
Inside

Maktub Locker comes packed in a well-written crypter/FUD, so the code is not readable at first. Also, due to the

FUD’s functions, detection is problematic and samples have a low detection ratio in the first hours/days after the

campaign starts.
Unpacking

Execution starts in the FUD’s code. At first we can see many harmless-looking (and completely useless) API calls
and random strings.

_upda. BE4

upda. Bad

This code is executed first, to deceive tools used to detect malicious behavior. Then it is completely overwritten by
new code. However, this is also not the malware code, but just another layer of deception techniques. Below, you
can see a fragment of the code responsible for unpacking and executing the bogus TOS update (it is first unpacked

from the resources and dropped into the % TEMP% folder as a cabinet file):

The real malicious code starts in another module that is unpacked into dynamically allocated memory.

Threads | = ||

Ident Entruy Oata block|Last error
5 : : FFFO9EEE ERROFR, C

Status rity] User £ime

Fiio

Sustem Lime
T

5]
1
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You can see above 2 threads with entry: 0x10001230. They belong to this malicious module. If we try to dump

this memory area, we obtain a new PE file:

4
5]
1
1

-

This PE file is loaded in a continuous area of dynamically allocated memory and used as a new virtual section.

Unfortunately this time, dumping it will not give us the independent payload — unpacked content has invalid

headers, i.e:

Mame Raw Addr. Rawsize Virtual Addr. Virtual 5ize  Characteristics  Ptrto Reloc.  Mum. of Reloc.

4 |JPX0 400 0 1000 10001000 20000080 a 0 [
S 400 = 10002000 &2 I-x

4 |JPx1 400 BADD 15000 10015000 G0000040 ] ] [
> BEQD = 10024000 £ X

4 rerg BEQD 1000 21000 10021000 C0000040 0 0 [

= CEOD = 10042000 = -

Fi 10 b
Raw F X | Virtual (14
1 | o0----—— o __

[UPxa] [OPx0]

BEAG

[.rsrc]
15000
[UPX1]
2360
[.I 51'\.]

This trick is used by the crypter in order to protect the payload from automated dumping tools. However, if we

capture the unpacking at the right moment, before the headers are overwritten, we still can recover the original

payload. It turns out to be a DLL (packed with UPX):
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Offset Mame Value Meaning

CDGa Characterist... 0

CDecC TimeDateSt... S6EBCDG&T

Ch70 MajorVersion 0O

ch72 MinorVersion 0O

cD74 Mame 21FA4 C.dll

CD78 Base 1

Ch7C MumberOffF... 2

CD&0 MumberOfiM... 2

cDh&a4 AddressOfF... 21F20

Details

Offset Ordinal Function RVA Mame RWVA Mame Forwarder
cD20 1 2890 21FAA one
cD94 2 27B0 21FAE two

The code responsible for encrypting files is located in the function “one”.

The DLL is packed with genuine version of UPX, so we can easily unpack it, getting an deobfuscated DLL as
result with the following sections layout (unpacked C.dll : 38eff2f7c6c8810a055ca14628a378e7 ):

v (@ C.dll
DOS Header
@ DOs stub
v MT Headers
Signature
File Header
Optional Header
Section Headers
¥ Sections
¥ % text
= EP = 1EEQ
rdata
.data
CRT
TSrc
reloc

However, we will still not see valid strings. Imports also seems irrelevant to the functionality (we will not find
there, for example, any reference to the windows Crypto API). It is due to the fact that real imports are resolved
dynamically. At the beginning of execution, the function “one” loads them on it’s own — first,decrypting their

names:

Page 8 of 15


https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/original_dll.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2016/03/original_dll.png
http://upx.sourceforge.net/
https://www.virustotal.com/en/file/1e9aa62db07e4774fb38cd8af1b9d382581e46c77176862abae3501d61d96db0/analysis/

https://blog.malwarebytes.com /threat-analysis /2016 /03 /maktub-locker-beautiful-and-dangerous/

18880750
18880761
18880764
18880769
18880768
1888D076D
1888D076F
18880771
18880774

mov
lea
call
push
push
call
mow
lea
mov

edx, offset aPKUisHbiJgod ;
ec®, [ebp+lpHem]
decrypt_name

dword pty [eax] ; 1lpProcHame
dword ptr [edi] ; hHodule
ebx ; GetProcAddress

esi, eax

ecx, [ebp+lphem]

[edi+28h], esi |; store the

Then, they are accessed via dynamically loaded handles.

Execution flow

"=+ dE[-EIE--1ZGen"

handle

This malware first makes a list of all the files, and then processes them one by one. It also unpacks a built-in

configuration with list of restricted paths and attacked executables. Each processed path is first checked against

this list.

Below you can see a fragment of code opening file that is chosen to be encrypted. Call to the function CreateFileA

is performed via handle and dynamically loaded into the EAX register:

At first both files coexist in the system — the newly created file has 0 size. After it is filled by the encrypted

content, the original file gets deleted.

SGrid0itcl.fsgscp

Ch\Python2T\tcl\tixd 4 3\ demos\samples

SGrid0.tcl

CAPython27\teltixd 4.3\ demos\samples

Type: FSQSCP File

Type: TCL File

Date modified: 2016-03-22 17:39
Size: 0 bytes

Date modified: 2008-09-27 12:56
Size: 3,48 KB

After the process of encryption finished, the malware creates and pops up the dialog box.
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Below — code responsible for popping up the GUI with a ransom note:

What is attacked?

OWORD FTR
EDI

=amonHG Lobal

LISER: OialogkE amH

adiplus.Gdiplu 14 T dokn

It is common practice to exclude some chosen countries from the attack. In this case, before deploying the

malicious actions, the application fetches the keyboard locale list. If it finds Russian (value 0x419 = 1049) among

them, the malware exits without infecting files:

AFSEEATE
BFIEEAFES
BFIEEATS
BFIEEATC
AFI8EaS:2
AF2EEAS4
AFIEEASE

HAFSEEEAZH

BF EERT
AFIBERTE
AFIBERST
AFIBERSD
AFSBERZE
BE78ERZD

MOU ESI.ERX

PUSH ESI

PUSH [LOCAL. 11

CALL OWORD PTR DS:[<&USER2Z.GetKewboardl
MOU ECH,. ERA

KOR_ERH,ERA

TEST ECH,ECk

JLE SHORT one. BF8EBAZ

HDU EDX, @u419

oF
CHP WORD PTR DS: [ESI+EAX#41, O
JE_SHORT one. BFBEE3D
INC EAH
CMP_ER, ECH
JL SHORT ore.@F9BEEIE
JHF SHORT one. BF9BEGAZ
MoM EDL.8:1_

Excluded from the attack are also some predefined folders:

[

pLocaleld HEIEESDS
nLocaleld [SHE]
GetKewboardLavoutlist

locale_id = 1849 -> Russia

"\internet explorer\;\history\;\mozilla\;\chrome\;\temp\;\program files\;\program files (x86)\;\micr

The built-in configuration also specifies what are the extensions to attack:
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IBSHEZF4| 78 61 6B @8 7F S5 EE 7@|pak.altp
IWSHEZFC| 68 60 BB 22 83 B0 08 88| hm. ke, ..
IHSHEZEY | B2 OE 0B B8 B8] 00 00 G8 e...8...
IBSAEZEC| FA &4 &4 8@ 42 B5 EE 78| pdd.BUtp
IBSAEZ14| FE 7E OE 22 A2 00 OB B8 up. be...
IEBSHEZIC| B2 08 08 88 81 00 00 08 e, ..8...,
IBSHEZZ24| 78 64 &6 88 45 55 EE 78| pdf.EUtp
IBSHESZC| 2C 76 B8 33 83 B8 68 88| ,u. ke, ..
IHSHEZZ24 | B2 B0 B0 88 8] B0 OO B8 w...0...
IMZHEZ2C| 7@ 65 &6 @@ 43 55 EE 78| pef.HUtp
IBSAEZ44 | 65 74 OB 22 B2 OB OB B8 =t. ke, ..
IBSAEZ4C| B2 BB OB B8 Al 00 00 GO e...8...
IBSAESEY | 7B 65 &0 @@ 4B 55 EE 78| pem.KUtp
IGSHEZEC| 78 60 G8 22 82 08 08 88| pl. be...
IBSHESEY | B3 B8 B8 88 Al B0 68 88| . ..0...
IBSHESEC| 78 66 7S @@ 4E 55 EE 7@|pfe.HUtp
IWSHEZ74| 78 6C BB 22 83 00 00 88| 41, ke, ..
IBZHEZVC| B2 OB 0@ 88 A1 00 06 B8 e...8...
IBSHEZ24 | PA &7 Y@ @@ 51 55 EE V8| pap.Utp
IBSAEZEC| 74 60 BB 22 A2 00 OO B3| tm. ke, ..
IBSAEZ94 | B2 OB OB B8 A1 B0 OO GO w...8...
IGZHEZZC| 78 6E &7 88 54 55 EE 78| pna. TUtp
IBSHESA4 | 22 58 B8 33 83 B8 08 88| "H. ke...
IHSHESHAC| B3 B8 68 88 81 B8 68 B8 w...08...
IWSHEZE4 | 78 7B 74 @@ 5F S5 EE 78| ppt.WUtp
IMSHEZEC| B8 C 0@ 22 82 00 00 08| . 1. ke, ..
IHSHEZCY | B2 BE OB B8 8] 00 O0 G8 e...8...
IBSAESCC| 7B 72 &4 @@ EA B5 EE 78| psd.ZUtp
IGSAES04 | @A 8C O@ 22 A2 00 OB B8| . T. ke...
IGSHEZDC| B2 88 08 88 8] 00 00 08 e, ..8..,
IBSHEZE4 | ¥8 73 6B 88 50 S5 EE 78| psk.IUtp
IBSHESEC| SB 58 68 33 83 88 68 88| [x. ke, ..
IHSHEZF4 | B2 B0 B0 88 8] B0 00 B8 w...0...
IWZHEZFC| 7@ 72 74 @@ A 55 EE 78| pst. Altp
IBSHE4E4 | BB SC OB 22 A2 00 OB B8 . 1. ke, ..
IGSAE4EC| B2 BE OB B8 A1 B0 00 GO e...8...
IBSAE414| 7@ 74 72 8@ A2 55 EE 78| pta.altp

Like other ransomware families, it attacks not only the local disk but also network shares and disks mounted by

virtual environments, including external hard drives.

How does the encryption work?

Maktub Locker uses Window Crypto API. But, as we concluded from the analysis, it uses only one key for all files

(does not generate a random key per file). Let’s see what technique it uses to obtain keys...
In this run, the key supplied to a user was:

[code]X25HE-J53ZU-QERDZ-ZNUJ3-SERJ6-J617E-UUASZ-AFG2G-83B08-2SHC1-AUYFZ-GJHF2-W7321-
144TM VKFKR-6TKRV-STG4B-CESMZ-TAH4W-MP541-GD3SB-HE43J-ZF4TK-ZNZTG-R7ZBZ-AKM2U-
T6TYN-53J7H MU6GJ6-BTSJC-FQVQR-EH755-C1WCJ-7SNPT-MHFBS-Q638V-MASEB-R16HW-P84P2-
7EEX8-KXAHB-D10F7 GF071-U37K3-GJ5Q5-WD0PD-2EG16-KMC5R-RPCBX-R8EV3-ZPXQV-TDVXM-
SEEFX-XK23J-FCH4Z-RNBPN XE6X5-4W8CT-WJQJU-071T5-DSUZW-JGSZA-KFKZ6-4DUOS-80H1H-
CEP2J-PDSKA-UXBR8-8C1BB-SDQNC 1C8F7-HPZ2G-Q5JVN-F6WXH-PMUSR-8G4HT-RNYVW-DZNQ3-
Y8KZJ-NYC1G-SPR3T-U5GDS5 [/code]

Let’s investigate what is the relationship between this key and the key used to encrypt files. So far we know that it

must be generated locally.

First it initialized two crypto contexts — both with the same settings, using provider type:
PROV DH SCHANNEL

@Faa0Fct || . |CRAEE one.BFS1ZF2@

@FZE0FCE . |PUSH EnFREEEE4E flags = CEVPT_UERIFVCOMTEXT | CRYFT_CREATE_SALT

BF2E0FCE (| . |PUSH Bx12 dwProuType = PROV_DH_SCHAMMEL

EFZEDFCD |} . |LER ESI,OWORD PTR DS: [EDI+@x16E]

@FZE0FDS || . |PUSH OWORD PTR DS:[EAX] pszProvider = "Microsoft Enhanced RSA and AES Cryptographic Prouvider (Prototupel™
AFsa0F0s . | MOV ERX,.DWORD PTR DS:[EDI+@nd] advapisz2.CryptAcqu ireContextA

BEZE0FDS || . |PUSH Buo pszContainer = MULL

HAF2AOFDA (] . | PUSH EST #phProw
. |CALL ERX aduapis2. CruptAcqu ireContexth

4

ERX=7r513100 (aduapi3Z. CruptAcquireContextA)
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Gets 32 random bytes, using function CryptGenRandom

HF2EZ29A3 FREFIX REF: Superf luous prefis
AFEE29A4 | . |MOUE @WORD PTR DS: [EAX+8x181,HMHMa

BFSEZ9AS | . | MOY ERX,DWORD FTR DS: CECH+ER28] advapid2. CryptGenRandon
AFSEZ9AE | . | PUSH DWORD PTR OS: [ECK+E- 16@]

CHALL ER=x aduvapidZ. CryptiGenRandom

BFSE29ES CALL one.AFSREF48
A
I T BETOECEE

Address |Hen dump ASCII PN e AERABESE
AESEEAEE| G B0 B8 B8 B0 B0 B8 B8 ........

BEZ1FEZ4 BESEEASE
AESECALE( B0 OR B8 B8 680 AE B8 88| ........

BEZ1FEZS BERHAEEE
BESEEATE( B0 00 B8 88| 680 00 B8 88| ........ AEZ 1FEZT ARRRERER
BESACATE[ A0 00 B8 88|60 06 68 88| ........ EEEalEeE S EEnE R

BFISFOFS [] - Mo CLOCAL. 217, x5
BFISFOFD (] - FUSH Eui
BFISFOFF (] - PUSH EuS@Ez MOE_5Ur
HFI5FEA4 [] . FUSH DWORO PTR DO5: [ESI+H=166]
HFIEFEAA || - Mol ER,.OWORD PTR D5:[CESI+@:8] aduapig2. CryptCreateHash
o CHLL ERX aduapi32. CruptHashData
BFI5FEBF . TEST ERx.ER: aduwapi3Z. CryptHashData
BFI5FELL .+ |[JE SHORT one.B@F35FEZE
HF3ISFELS [] - MOl ERX, OWORD PTR D5:[CESI+@xC] aduapiz3Z. CruptHashData
BWFISFELEG [] - FUSH Eui
HFIEFELSR (] - PUSH Euz26 datalen = 22
BF3I5FELA (] - FUSH [ARG. 11 pbData
HFI5FELD || . FUSH CLOCAL.11 hash
. CHLL ER: aduapidZ. CryptHashData
BFISFEZZ . TEST ERx.ERX aduwapi3Z. CryptHashData
AFACFF2d v | JINZ SHART Ane RFOC?FOT
<« [
ERX=¥F510F36 [aduapid2.CruptHashDatal
Address |Hex dump HSCII
HEAZHEHER | 12 C4 2B 35 EF D1 3¢ FF 8B 54 D2 21 19 FD B2 2F| $#—+5- 87 GTO4E |~
BESASATE|SE 97 78 C4 3C BC D2 34 AE VB 77 F9 83 CE 4B FE| »Sn—oDde{w” AKE

Then, using function CryptDeriveKey, it converts the MD5 hash into a 256 bit AES key (AlgID = 0x6610 ->
CALG AES 256).

BF2EFESY || » |LER ERH,.CLOCAL.Z21

AF2SFESA (] . PUSH _ERX #phkey

AF3SFESE (] . MOU ER:,OWORD FPTR DS:[ESI+BHZ4] aduvapid2. CryptDerivekey
AF3EFEZE FUSH A f lags

BF3SFE4E PUSH C[LOCAL.11 hBaseData

BF9LFE42 PUSH BuEcii AlalD

AFSEFE4S PUSH DWORD PTR DS: [ESI+Ex 1661 hPraw

CALL ERX

aduvapi32.CruptDer ivekey

It also imports RSA public key (2048 bit). This key is hardcoded in the binary.
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BFISEFVE
BFIEEFTF?
BFIEEFTH
BF2EETS1
BFISEFS2
BFIGEVEE
BFISEFE?
AFICEFIS
BF3EEFIE
HFICEFIS

F.
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IO CHAS, LD rin
CALL ER:=

5 LEA ER, CLOCAL.1]
5 MOY CEOCAL. 11, 68
5 FUSH ER®

5 MOU ERX, OWORD PTR
FUSH @=@

SHyE]

G114

one. AF968433
OWORD FTR DS:
ERX

U LEDATER S

O5: [EBX+E8:1C1]

[EBx+8u 188]

AUE LS L L LS L L
advapifz.Crypt Importkey

advapidz.Crypt Importkey
aduvapi3z.Crupt Importkey

advapi3z.Crypt Importkey

BF 263438

one. BF952428

Address

Hexn dump

ASCII

BF 262432
BF2E2442
BF 263452
BF 263462
BF 362472
BF 252422
BF 262432
BFI&24A2
BFI&24B2
BF 22408
BF 263402
BF2634ES
BFIE24FE
BF 252582
BFIE2512
BFI&23E22
BF 262532
BFIE2E42

The random 32 bytes (base of the AES key), along with the random extension, are concatenated together. Then,

the prepared buffer is RSA encrypted:

BFISESF2
BFISESFE
BFISEZFE2
HFISEZFE
HFIEESFC
BFI5ESFF
aF2cESEa
BFISEZE2
BFISESE4
AFSEESEE

q ™

HOD ESP, Exd

LEA EAX,[CLOCAL.=]
FUSH CLOCAL.Z21
FUSH ERH

MO EAX, DWORD FTR
FUSH EDI

5T e]

Bl

51575 ]
[LOCAL. 11
ERX

0%5: [EBX+E:14]

+8,...H..R5ALl.0@..
8. 8. Upagov. OS]
CALly"“™yaSE+Juwr™ =
oW, (S 2antE
TEE I GETR. ERi[ES
WIPPIAM [g4a=qadc
2LE.CAULPROY Ew.
LiF -0 PeEd < GRS 4
OBESAGE rt KX (- HTF
R R [t
=dz WFEUZeZl gl
GAC . JAGgiHp0™ tmal
I¥skUaly, o FESHBGE
Eaull2dlUm3 r_Saok
GHod'Mii4a Kek "~ Hi A
A1 FL - OAS-0%57 EaY'rl
4 rE22) L+= H}5}
L5 T L e

datalen = BuZc
aduapiZ32. CruptEncrypt
data

aduapigd2. CruptEncrypt

EDI=BA3AE745

BEZAESSA

Output is converted using the predefined charset and given to a victim as the individual ID:

Address | Hen dump ASCII -

BA3AG745| 12 C4 2B 95| EF DL 3¢ FF|$—+5- b7 e
BE3AETSE|SE 54 D2 21|19 FO BI 2F|GTOTHE |~ e Ened
BR3AETSS|3E 97 78 C4|3C BC D2 34| »Su—<404 O
BR3AETEE|BE 7B ¢7 F9| B3 CE 4B F5|«fw.AKE CL P
BRZAETES| BB FE FD ¢F| 77 7A 7A 78|.-Fowzap T
BRIAEF7E| 66 BO 0O DB BB 8O 0O BB F....... Ba1 7k sae
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Address |Hex dump |AscIT
AB &0 OA B8 98 ES 99 B AR 18 A9 90 A4 92 GE EE| 44:.ERY. FeERERD
BE SF B2 C& 42 68 55 B2 2C FE A2 7F E5 20 96 18| @cE" s, = i—
62 BE BC 7S 57 98 FE 59 C6 37 B2 SA &F SB C7 D2 be. sWEGYAT#col a0
3C 75 49 19 BA 45 5C B4 BS 86 EC 36 5F 37 86 2B {sl+IH-BAc96?rc+
49 A3 45 ED SA BB 09 1F BA CA SC IF AL 48 21 F6| IGEZ: - ¥. LTiHt=
C9 89 D2 16 BEC D3 EC DB LE AE ED B3 97 49 60 95| feb.d B W+« — o
B& 25 FE 9C 96 @3 27 79 35 29 2C OG D1 20 EE EF| #441Fe’ 959, R0 -
SE 21 22 AB F1 D5 54 FF D2 FS E1 BA SF 7C 5@ OA|:*™3“is J*F.7I1Pr
5B 17 5F 95 EE FE 65 D7 9F A5 3B 00 E@ CE 72 AR  +& Znisiss:Calss
22 65 3A FE 4B 93 19 EG 43 SF E2 9E AQ 72 92 54| "f:UKS+RHE0%Emed
54 EZ 64 S5 4B SC SF 90 39 72 6E E@ SA DO FS 55| TRDIKI_EScno:dst
BE 1E GC 5F 91 B2 EB 55 OF F6 B9 C5 24 DO OB 95 74 l7L@051+.+5d02
9% 21 EE 7C 5B BS 1A E9 FO OB 56 CE 47 CB SE A4| =100 ; A+0ECGTEA
BD B& =0 67 FF CE 14 A2 54 BA CE 12 FA FC DS CZ| 242« Fl6T.7% BEF
2C B7 10 2A BF AL SE 4F 52 24 7F 56 DA 41 04 BZ|, - #1: (40050 (RF |
BA A1 5@ &2 BF 7C I0 52 CE GC 49 CF A2 1B SC 57| . (Phq |#F. 156+10
67 OB B B7 SF 52 68 B9 AG 6A S0 BB A8 ES 39 86| -..-TH.. 300 .09,
B8 DB B BB 51 57 45 52 54 59 GG SB[ 41 52 44 44| ....0WERTYUPRSOF
47 4% 4A 4E SO 55 45 56 42 4E 40 38|51 32 5% 54| GHJKZRCUEMME1Z34
55 36 57 55 59 0@ B8 B9 55 A9 15 4A| 79 55 0O 6B 58?896..£efd§§éﬁ
45 20 4A 55 22 SA 55 20 51 45 G52 44|5A 20 SA 4E| E-JS32 U-RERDZ —2H
CE 40 23 20 52 45 52 4R 26 20 4@ 26|31 27 45 20| UJ3—SERJE—JE17E-
EE CE 41 52 CR 20 41 46 47 32 47 20|32 22 42 58| UURS? —AFG25-23EG
32 20 22 52 42 42 21 20 41 55 59 45|5A 20 47 4A| S-2SHC1-AUYFZ -G
42 45 32 2D 57 37 32 32 21 20 31 34|34 S4 40 80| HFZ—WF321-144TH.
OR 56 4B 46 4B 52 20 56 54 4B 52 56|20 52 54 47| . UKFER-6TERU-STGE
54 42 20 45 45 35 40 SR 20 54 41 45|54 57 20 40| 4B-CESHZ-TAHHI-H
5@ 35 54 51 20 47 44 53 53 42 20 45|45 34 55 4A| PS41-GOSSE-HE4S]
2D SR 46 54 S4 4B 20 SR 4E SA 54 47| 20 52 37 SA|-ZF4TE-ZHZ TG-RvE
42 EQ 20 41 4B 40 32 GE 20 54 26 54|59 4E 20 35| EZ—RKM2U-TETVH-5
22 40 I7 45 B0 BA 40 CE 36 4A 26 20|42 ©4 52 4A| SJ7H. . MUSJE-ETS
42 20 46 51 56 51 52 20 45 45 37 35|25 2D 42 31| C-FOURR—EHFSE-C1
57 43 4A 20 27 52 4E 5P 54 2D 40 43|46 42 53 20| WCJ—PSHPT-MHFES—
51 26 5% 55 56 20 40 41 53 45 42 20|52 21 36 45| B6ZEU-MASEE-R1GH
57 20 5@ 55 54 50 52 20 57 45 45 55|55 20 4B 55| W-PS4P2-FEERS-ER
41 45 42 20 44 31 38 46 57 @0 OA 47|46 S8 37 31| AHE-D1GFF. .GFAv1
2D 55 5% 57 4B 3% 20 47 40 55 51 55|20 G7 44 36| -US7PKS-GJSOS-W0E
EA 44 20 52 45 47 31 26 20 4B 40 43|35 52 20 52| PO-2EG16—KMCER-R
EA 42 42 ES 20 52 55 45 CE 25 20 GA|GE 52 S1 55| PCEX-RSEUZ-ZPHOU
50 S4 44 55 2 40 20 G2 45 45 46 53|20 52 4B 52| —TDUXH-SEEFH-HKZ
32 4R 20 46 42 42 34 GR 20 52 4E 42|58 4E B0 BA| 2J-FCH4Z—RMEPN. .
5% 4% 56 58 25 20 54 57 55 45 54 20|57 408 51 4A| RESHS-4WSCT-J6)
55 20 53 57 51 54 55 20 44 53 55 SA|57 20 4A 47| U-B71TS5-DSUZW-JGE
53 SR 41 20 4B 46 4B SR 36 20 54 44|55 38 53 20| STRA-KFEZ6-40UBS-
32 30 45 51 4% 20 45 45 5@ 52 40 20|58 44 SF 4E| SBH1H-CEPZJ-FOSK
41 20 55 ES 42 52 25 20 20 45 21 42|42 20 G2 44| A-UXBRS—SCI1EE-SO
Ei 4E 43 B0 BA 21 45 29 46 o7 20 45|58 SR 22 47| GMC.. 1CSF7-HPZ2G
5D 51 35 4R G& 4E 20 46 36 57 G5 48|20 S0 40 55| —@SJUN—F&lH-PHL
E2 Sz 20 282 47 34 45 54 20 52 4E 59|56 57 20 44| SR—SGE4HT—RMYLN-D
SR 4E 51 S5 20 59 S5 4B SA 4A 20 4E[59 42 51 47| CHRE-YSKZJ-MWC1G
20 53 58 52 53 54 20 55 35 47 44 35 69 B0 86 06| —SPRST-USGEDS. ...

That’s why, when the user submit his/her individual ID, the attackers, having the appropriate private key, can

decrypt the original data and easily recover the random AES key.
After this operation, the previously generated AES key is used to encrypt files.

First, file content is compressed by a dedicated function (BZip2):

=]
=]
5]
5]
5]
=]
=]
=]
=]

1
1
1
1
1
1
1
1
1
H1
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0

buffer_len

I O O O O

e e e e e e b e b b ek
i

ruptEncryptA

The encrypted data is saved to the file with the generated extension added.

Conclusion

Maktub Locker has clearly been developed by professionals. The full product’s complexity suggests that it is the
work of a team of people with different areas of expertise. From the packing operations to the website, everything
is well-polished. We are not sure if the crypter/FUD is designed by the same team — it could also be a commercial
solution available on the black market. However, it is not the only level of defense — the core DLL is also

obfuscated and for sure prepared by someone with experience in writing malware.

Malwarebytes Anti-Malware detects this threat as: Ransom.Maktub.

Appendix

http://www.bleepingcomputer.com/news/security/the-art-of-the-maktub-locker-ransomware/ — “The Art of the

Maktub Locker Ransomware” (detailed description of the graphical design)

About the author

Unpacks malware with as much joy as a kid unpacking candies.
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