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 Tool: Turian

Names Turian

Category Malware

Type Backdoor

Description
(ESET) About half of the samples we collected were obfuscated with VMProtect. A
compilation of observed operator commands is included in the Operator commands

section. Unique network encryption schemes are individually discussed below as well.

Information
<https://www.welivesecurity.com/2021/06/10/backdoordiplomacy-upgrading-quarian-

turian/>

MITRE ATT&CK <https://attack.mitre.org/software/S0647/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.turian>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Turian

Changed Name Country Observed

APT groups

  Ke3chang, Vixen Panda, APT 15, GREF, Playful Dragon 2010-Oct 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=81f3ac95-9743-46b4-8c82-fa685088515e

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=81f3ac95-9743-46b4-8c82-fa685088515e
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