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Unveiling the Locker Bomba (aka Lucky Locker v0.6 aka
Lyposit/Adneukine )
Archived: 2026-04-06 01:07:30 UTC

2013-05-21 - Affiliate

On the 10th of may was advertised on underground forum by bomba_service a new Ransomware in Affiliate

mode.

LOCKER BomBa best service - MakcUMa/IbHBIH 3apadoToK
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Bomba Locker advert

Original Text

LOCKER BomBa best service - MakcuMa/ibHbIH 3apaboToK

B cBsi3u ¢ yHBIION cUTyalel Ha PbIHKe JIOKePOB, MbI MpejijlaraeM BaM YHUKasbHOe pelieHue - BomBa nokep,
Halll IPOEKT HarpaB/ieH Ha COBMECTHBIN 3apab0TOK B TeUEHUH [JTUTETLHOTO BpEMEHH, MbI TIpe/ijlaraeM aKTUBHYIO
TOMOILIb a/iBepTaM U pellleHre BCSiueCKUX CUTYaLUi, BCeraa OTKPBIThI K JUaIory - U HOBbIM Haripas/ieHUsM! B

napTHepKy OyayT Habpanbl 10-20 aKTUBHBIX aIBEPTOB, IIOC/IE UETo OHA MTePeiIeT B TIPUBATHBIN PEXKUM.

HE‘KOTOpBIe TeXHUYeCKHe MTaHHbIe:

+++ metozsl 06xoma UAC ot BucTsl o W7, 0-day

+++ MeTO/ 3aTpy3KH JIoKepa U3 naMsaTh(MUHys Auck), 0-day

+++ AMHaMUYeckKast oJMeHa MUHUITOPT-/IpaiiBepa »KeCcTKOro J1cKa

+++ COKpBITHE/TIOZIMEHA JaHHBIX Ha JAMCKe Ha YPOBHE MOJMeHbI CEKTOPOB

+++ HHXeKT B MPOLIeCChI, TAK)Ke JIOKep UCTIONb3yeT BCEBO3MOKHBIE METO/IbI 3aKPeTUIeHUsI B CHCTEME - OT CaMbIX
TIPOCTHIX /10 W3BPaAllleHUH, TIpakTUUecku He yaamuM( gaske B AB oTuerax - pekoMeHaIws - opmar AuckKa v
TepeyCcTaHOBKa CUCTEMBI - TTIOHSATHO UTO He BCeX TaKoe YCTPOUT, YeM MbI M BOCIIOb3yeMCsl)

+++ 3alUIeHHBIN POBEPEHHBIMU a/ITOPUTMaMU TIPOTOKOT 06MeHa 60T-cepBep (Ka3amock ObI JIOKep - HO WIT
rocsie porpy3a 6omee 50K TeCTOBBIX

60T0B - ocTascst 0/34)+ Kozbl B TIaHe/b OTIPAB/ISIFOTCS He 110 CTaHZApTHOH cxeMe(KoMepuecKast TalHa), UAyT 10 7
[THel aKTUBHO, ObIBa/M CTyuau Aaxe rnocje 20 cyTok 60T BBOAU/ BaluHBIN KOZ(TIOC/Ie IOTUX MOMBITOK BBOZA
HeBa/Iua)

+++ UCIO/b3yeTCcss XUTPasi CUCTeMAa YCTAaHOBKH JIOKepa - He TYTOH 3amycK cpa3y( Takum 06pa3oM Balllk MOPHO

PeCcypChl OCTaHYTbCSl UUCTBIMU Oe CKOHEUHO I0JIT0

- [Tonesnas wtyku: KpyThie IeHAUHIY MHOTOKPaTHO TIPOTECTUPOBAHHBIE HAa TPaduKe pa3IMYHbIX HalpaB/ieHui, 1
TIOCTOSIHHOE X U3MEHHUS - 1071 HOBbIe TPEH/IbI B 3TOM HarpaBJIeHUH /i1t MaKCUMa/TbHOW TIPUOBLTH.

- Pasmep exe(He oxkatsbiii): 70 K6

- Harcan Ha: C++/ASM

- Pabotaer Ha cnen. OS: Bes nuneiika Windows HaunHast or Windows 98 u o Windows 7(jiokep 6b11
MPOTeCTUPOBAH Ha BCeBO3MMKHBIX Bapualiuax OC, OT orpaHA4YeHHOM /10 pro, BKJtouast Xx32 U Xx64 Bepcum)

- Orctyk ¢ Tpada - 80%

[ToppepsxuBaemsle 10KepoM CTpaHBbIL:
US|DE|IR|CH|ES|AT|BE|FR|PL|DK|PT|CA|IT|NL|RO|SE|UK [TR|RO|LV ( 20 cTpan)

AHTUBHPYCBI
BbUTH yCcTaHOB/IEHBI MAaKCMUMAJIbHBIE BEPCHUH(CaMble JOPOTHE) aHTUBUPYCOB, CKaUaHbl M 000BJIEHBI aKTya/IbHbIE
0a3sbl, ¥ BbICTaBJIeH CaMbIi BBICOKHH YPOBeHb 6e3011aHOCTH, TIOC/Ie Yero ObUT OCYIeCTBIIEH 3aITyCK JIOKepa, Oblia

TPOBEPeHa OTIpaBKa KOZIoB (HUUero He O/I0KUpPYeTCs)
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0O6xoae1 AB:
AVAST - OK
Microsoft - OK
Avira - OK
ESET - ok
Symantec - ok
AVG - ok
Kaspersky - ok
McAfee - ok
Trend Micro - ok
Panda - ok

O6xonp! PaepBosoB
KOMO/IO - OK
outmed - ok
OyTIIOCT - OK

HOPTOH - OK

3710 6ostee 90% OT BCex Tayek, Kak MPABU/IO ¥ OOJIBITMHCTBA 03€POB CTOUT Kakoi b0 AB, v poOUTE ero 3To
elije Mosiziesnia - Heo0X0AUMO UTOOBI JIOKeP HOPMaJTbHO YCTAHOBUJICS U CMOT OTIPABUTh Ko/ibl.BomBa jiokep
CTIPaBISIeTCs C 3TUM MAaKCHMMa/TbHO 3eKTHBHO. YUHThIBast BCe BhIlIeCKa3aHHOe, Oe3 MpeyBesiedeHHst MOTY
ckasaTh uTo BomBa /iokep syuliiee peliieHUe ZOCTYITHOe cefiuac Ha PbIHKE, KTO He BEPUT - MOXXHO YCTPOUTD

TI0Ka3aTe/IbHbIe TeCThI.

PetiTunru:

7o 1K /10a/10B B CyTKM - Baiu 60% OT T0J/TyueHHBIX YeKOB
710 3K J10a/I0B B CyTKHM - Baln 70% OT TOJTyUeHHBIX YeKOB
o 10k noafoB B CyTKH - Bami 80% OT MOTy4YeHHBIX YeKOB

oT 10K /10ai0B B CYTKU - Balv 90% OT MO/yYeHHbIX YeKOB

Cynep BO3MO)XHOCTHU:

1)B HanMuMe MHOXKeCTBO CTapbIX akOB OMPXK (0T 1 10 5 jIeT peru ¢ UCTOpHeli TIOKYTIOK U TIPOfIaXK - BCE aKH
Triepe/iaHbl a[ja/IT MacTepaMu MO0 ObUTH PErHYTHI B Te TO/bl) 3TO MO3BOJISIeT U30eKaTh OTPaHUUeHUN Ha/IOKeHHbIe
Ha HOBbBIE aKayHThI + TEXHUKU C/IMBA U METO/IbI PA0OTHI TI0 KaXK/0M 13 OUPIK(KaK UTO MauT T/e U TII) - ITY
BO3MOXXKHOCTb HaJl0 CIpallliBaTh y caropTa - OH IepefiacT 3arpoc aZiMUHY(MMeeT CMBIC/ [10/jaBaTh 3as1BKY eC/d Y
BacC eCcThb OOJIBILION OTBIT paboTHI M He Ha/lo 0C000 HUUeMy 00yuaTh - TOJLKO FPaMOTHO HarlpaBUTb) BCE YCIOBHS

00OTOBPHUBAIOTCS TIPY JTMUHOM OOIIIEHUH.
2) Bo3MO)XHO BblZjJaya CUCTEMBI 10 CKPBITHIO TpaduKa OT JIFo00kH afant 6upku(Bce uepes Halll cepBep), MOXKHO

CJTUBATB Jla’ke € TpahUKXOoJIiepa X0Th U KOBEPT OTTY/a HUKAKOW.BCe Cyrybo MHAUBUYalIbHO - 00roBapyuBaeTcs

yepe3 a/[IMMHa CepBHCa - KOHTAKT OpaTh y caropra.
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3) Beigiaem CBsI3KY - He BCEM, a TOJIbKO TPY/0/I00MBBIM aziBepTaM.( Ko-Bo Tpada 1 Ballle aJileKBaTHOCTD - TJIaBHbIe

(axTOpBI)

KonTakrsl caropta - 10439@jabber.root.cz 10439@thesecure.biz
http://bomba .asia

Translated by @Malwageddon (Thanks !!) :

LOCKER BomBa: Best service - maximum earnings

Due to Lockers market being dull at the moment, we are glad to present you - Bomba Locker. Our goal

Some of the key features:

+++ UAC bypass - works on Vista through to Windows 7, 0-day

+++ loading the locker from the memory(not using the disk), 0-day

+++ dynamic HDD miniport driver replacement

+++ HDD sector level data hiding/replacent

+++ process injection, the locker is using variety of method to attach itself to the system - from s
+++ bot-server communications are protected/encrypted(test IP hasn't been blacklisted even after tes
+++ using tricky locker deployment method - not just simply starting it up immediately(in this way y

Useful features: Amazing lendings stress tested with different type of traffic. Constant upgrades
EXE file size (not compressed): 70 Kb

- Written in: C++/ASM

- Works on the following 0S': All Windows starting from 98 to Windows 7(the locker was tested on all
- Callback - 80%

Countries supported by the locker:
US|DE|IR|CH|ES|AT|BE|FR|PL|DK|PT|CA|IT|NL|RO|SE|JUK |TR|RO|LV ( 2@ in total)

AntiVirus products
Tested with the latest versions of AntiVirus software - all patched and updated. The locker was launi
AV evasion:

AVAST - OK
Microsoft - OK
Avira - OK

ESET - ok

Symantec - ok

AVG - ok

Kaspersky - ok
McAfee - ok

Trend Micro - ok
Panda - ok
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Firewall evasion:
Comodo - ok
BitDefender - ok
Outpost - ok
Norton - ok

Rates:

upto 1K loads in a day - you get 60% from the earnings
upto 3K loads in a day - you get 70% from the earnings
upto 10K loads in a day - you get 8@% from the earnings
from 10K loads in a day - you get 90% from the earnings

Super features:

1)We have many old stock accounts (from 1 to 5 years registration and trade history - all accounts h
2)We can provide adult traffic hiding systems(through our server only). We can pull traffic from tra
3) We can supply EK - available for most productive adverts only(traffic volumes and being adequate

Support - 10439@jabber.root.cz 10439@thesecure.biz.
http://bomba .asia

As you can see there is also a web site associated
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Website promoting Locker Bomba

It took few hours to spot something new and that could be related.

Pushed in a rented blackhole :

199.180.114.213 namesrootslist .net - Landing : /building/aim-circuit-proposing.php
I fond that sample : 31efd51e5c31ea38a30ebd9d005575be

The User-Agent and C&C call were familliar :

User-Agent and C&C Call Lyposit-ish

So I wait...wait (> 10 min) till i got :
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German Design for Bomba Locker / Lyposit

(which is the same as Nymaim based on Urausy...itself inspired by Reveton June 2012)

Here are all other available looks like the German design except the US one.
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All known Bomba Locker/Lyposit Design as of may 2013

TR = US Design

IR (read IE :D) like BE, CH, PL and DK show Blank screen like that :
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IE (!=IR) CH, BE, PL DK design... sic

The US Design is like :
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Bomba Locker/Lyposit US Design

This design has already been seen in Uremtoo (Urausy variant) in February
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and in Nymaim (but is a little more evolved there )
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Nymaim US design

Out of topic:

I did not wrote about Nymaim for now but it's related to the/Home/ BHEK (which evolved to q.php BH EK which

was behind the LA Times infection and is getting traffic via Darkleech apache Module)

That C&C is pushing junk instead of 404 the same way Lucky Locker C&C was...

Trash Data instead of 404

And here is the piece of code behind that on previous version of Lyposit :
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C&C Side code used to push trash

As the Advert for Lucky Locker is not available anymore it seems we had here a good candidate for this "new"

locker.

And..tada! I've find a way to get a screenshot of the Admin Panel for Bomba Locker :
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Bomba Locker Panel
(same as Lucky Locker but v0.6)
IP is not blurred -> QED

And as a conclusion for those wondering what is the 0Oday UAC bypass on Windows 7
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O0day UAC Bypass :)

File :

Read More :

Source: http://malware.dontneedcoffee.com/2013/05/unveiling-locker-bomba-aka-lucky-locker.html
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