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Earlier this week, on Tuesday, March 7th, Emotet was observed for the first time this year sending new malspam
to infect victims. This is significant because the last time Emotet was seen sending malicious spam was in
November of 2022. This current wave is different from the one in November, though, including new evasion

techniques that we will detail in this blog.

Deep Instinct’s Threat Research team has been tracking Emotet over the last year and has written about its periods
of silence and reemergence with new tactics. We will continue to track the malware and alert the community to

any changes or activity.

e November 17, 2022: Emotet Vacation Is Over: No Rest For The Wicked
e June 9, 2022: Emotet Malware Returns in 2022

The first to observe and tweet about Emotet’s return was @ilbaroni :

Got a memo from Epoch4. Well done Ivan lol

Malware sandboxing report by Hatching Triage

Figure 1: First public observation of Emotet’s return
Delivery via Thread Hijacking Emails

The delivery method that Emotet used is the same as in November, however, this time the attached zip files are not

password protected.

Deep Instinct’s Threat Research team observed thread-hijacked emails sent to companies around the globe,

including in Japan:
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RE: Keitaro Kato - Mozilla Thunderbird

File Edit View Go Message Tools Help

From gE 2) & <info@i .net>@ More v
To Keitaro Kato <keitaro.kato@ Jp= @ 5:08
Subject RE:Keitaro Kato

CHEBE BV L E T |  Please confirm |
BL<@EVHELET, | look forward to work with you
B oL | Hiroaki Fujimaki |

hiroaki.fujimaki@ &= jp

----Original Message-----
On Wed, Mar 07, 2023 at 22:05 Keitaro Kato wrote: Re: & SAE ...........

>| [ 1 attachment: WY-4644 report.zip 682 KB & Save v
()]

Figure 2: Thread-hijacked mail in Japanese
Changes to Emotet Malspam

In November, Emotet was sending malicious Excel files in the archives. Now Emotet is sending archives with

malicious Word files.
The Word files include macros that, if enabled, start the infection chain.

The first page contains an image that tries to lure the receiver to enable macros:

WY-4644 report.doc - LibreOFffice Writer

lindow Help
Qe abs N G- =

BI US AA A A-2.E === EVIE- =& = 2=

I"_'l Office 365 B8 Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.
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Figure 3: Social engineering lure on first page

The second page is blank, while pages 3-7 are excerpts from the novel “Moby-Dick” which are written in white

font to make the pages appear blank.

The whole document has 14,801 characters and 2,587 words; the text is added as part of an evasion technique.
Many security tools will classify a Word document with just an image and a macro as malicious, which is true in

most cases.

Some people still use macros for legitimate reasons, despite there being little reason to do so with the advances we

have made in technology in the 21st century.

Adding textual context to a file with macros might fool some security tools into thinking that the file is benign:

WY-4644 report.doc - LibreOFffice Writer - 0o

File Edit View Insert Format Styles Table Form Tools Window Help x
O-E- - Imd £ 8- 8 &~ W T E-BaiA €
DefaultStyle | % &.g Calibri - 11 - B I g = A2 Ay 41 A - »
=)

=
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own iron. As, then, with regular, gasping hems, he hammered on the anvil, Perth
passing to him the glowing rods, one after the other, and the hard pressed forge
shooting up its intense straight flame, the Parsee passed silently, and bowing over
his head towards the fire, seemed invoking some curse or some blessing on the toil.
But, as Ahab looked up, he slid aside. "What's that bunch of lucifers dodging about
there for?” muttered Stubb, looking on from the forecastle. “That Parsge smells fire
like a fusee; and smells of it himself, like a hot musket's powder-pan.” At last the
shank, in one complete rod, received its final heat; and as Perth, to temper it,
plunged it all hissing into the cask of water near by, the scalding steam shot up into
Ahab's bent face. "Would'st thou brand me, Perth?” wincing for a moment with the
pain; “have | been but forging my own branding-iron, then?” “Pray God, not that;
yet | fear something, Captain Ahab. Is not this harpoon for the White Whale?"” “For
the white fiend! But now for the barbs; thou must make them thyself, man. Here are
my razors—the best of steel; here, and make the barbs sharp as the needle-sleet of
the Icy Sea.” For a moment, the old blacksmith eyed the razors as though he would
fain not use them. “Take them, man, | have no need for them; for | now neither
shave, sup, nor pray till—but here—to work!” Fashioned at last into an grrowy
shape, and welded

's names for a few sorts. In connection with this gppellative of
“Whalebone whales,” it is of great importance to mention, that however such a
nomenclature may be convenient in facilitating allusions to some kind of whales,
yet it is in vain to attempt a clear classification of the Leviathan, founded upon
either his baleen, or hump, or fin, or teeth; notwithstanding that those marked parts
or features very obviously seem better adapted to afford the basis for a regular
system of Cetplogy than any other detached bodily distinctions, which the whale, in
his kinds, presents. How then? The baleen, hump, back-fin, and teeth; these are
things whose peculiarities are indiscriminately dispersed among all sorts of whales,
without any fegard to what may be the nature of their structure in other and more
essential particulars. Thus, the sperm whale and the humpbacked whale, each has a

TR TR Yy g

Figure 4: Changing the font color reveals the hidden text
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The Word document in the example contains several long and obfuscated macros which download and execute a

ZIP file containing the Emotet DLL from one of several compromised websites.

If that’s not enough, the most interesting change made by Emotet that it now artificially inflates the size of the

Word document to over 500mb:

wxHexEditor 0.24 Beta for Linux
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Figure 5: Zero bytes are added to the end of the document.

This is done by simply adding zero bytes at the end of the document. Deep Instinct researchers have seen this

technique previously used to inflate the final payloads, such as executables or DLL files.

The result is like the one before, and because the files are so big, many security products and sandboxes don’t scan

them, which breaks the automatic analysis and IOC extraction.

As mentioned earlier, the macros download a ZIP file from compromised hosts which contain a DLL file which is

the Emotet loader. This DLL is also inflated with zero bytes to a file size of over 500mb.

The combination of both the initial attack vector and the payload being artificially inflated might completely blind

products that solely rely on static analysis.
Despite these changes the behavior of the loader appears the same.

In the past Emotet used to copy a local version of the certutil.exe; this time Emotet drops a specific version of

renamed certutil into “<AppData>\Local\Temp.”
The hash of the observed version is: 4224312da8c3a37b95dd78236fca5ca316021c5de6e517d0ddc753ee26932e6a

Emotet is still using process injection, therefore, security products that do not rely solely on static detection have a

better chance at stopping the current wave.
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DOC: a13b394e4017c0c77faf4fab6c3aeadde3443f11610cc85a1d677249b9b2bc3a
DLL: efcf59f4423df8fdacbfa8c3d23b6a3e4722bab65c31ea8a7f32daadddfa7adc

For the full list of IOCs (278) visit our GitHub page.

Source: https://www.deepinstinct.com/blog/emotet-again-the-first-malspam-wave-of-2023
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