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2 Tool: Xenomorph

Names Xenomorph
Category Malware
Type Banking trojan

(ThreatFabric) In February 2022, ThreatFabric came across a new Android banking Trojan,
Description ~ which we dubbed Xenomorph. The name comes from its clear ties with another infamous

banking Trojan, Alien, from which Xenomorph adopts class names and interesting strings.

<https://www.threatfabric.com/blogs/xenomorph-a-newly-hatched-banking-trojan.html>

Information
<https://www.welivesecurity.com/videos/xenomorph-what-know-android-banking-trojan/>
Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.xenomorph>

Last change to this tool card: 27 December 2022

Download this tool card in JSON format

All groups using tool Xenomorph

Changed Name Country Observed

Unknown groups

_[ Interesting malware not linked to an actor yet ]_

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4fb95091-76ff-4578-afef-ea628ba087ab

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4fb95091-76ff-4578-afef-ea628ba087ab
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4fb95091-76ff-4578-afef-ea628ba087ab
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Banking%20trojan
https://www.threatfabric.com/blogs/xenomorph-a-newly-hatched-banking-trojan.html
https://www.threatfabric.com/blogs/xenomorph-a-newly-hatched-banking-trojan.html
https://www.welivesecurity.com/videos/xenomorph-what-know-android-banking-trojan/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.xenomorph
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Xenomorph&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=%5F%5F%5B%20Interesting%20malware%20not%20linked%20to%20an%20actor%20yet%20%5D%5F

