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New Locky variant - Zepto Ransomware Appears On The Scene

By Pierluigi Paganini

Published: 2016-07-07 - Archived: 2026-04-05 19:01:24 UTC

New threat dubbed Zepto Ransomware is spreading out with a new email spam

campaign. It is a variant of the recent Locky Ransomware.

The news was recently reported in a blog post by the Cisco Talos team:

“We are watching Zepto very carefully. It’s closely tied to Locky, sharing many of the same attributes,” said Craig
Williams, senior technical leader and global outreach manager at Cisco Talos.
“There is still a lot to learn about Zepto. As far as we can tell, it’s either a new variant of Locky or an entirely new

ransomware with many copycat Locky features,” he said.

In the last week, experts observed more than 140,000 emails using a particular naming convention to deliver a

malicious attachment.

That email is generated by a template body text, where it fetches the header greeting randomly from an array
followed by the [NAME] of the receiver.
As previous variants of the same malware family, the text of the email attempts to trick the victim to open the

attachment.
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The attachment is a .zip archive containing the hard-coded js downloader.
The naming conventions used to rename the js downloader have the following format “swift [ XXX|XXXX].js”

where X are some combination of letters (a-f) and numbers (0-9).

Once the js file is executed through wscript it downloads the main payload binary from the C2 Servers.

Many of them have a list of hardcoded domains for download the binary, other variations use just a few domains.
That is done through HTTP GET requests to define C2 domains and the server functionalities are implemented in
PHP.

We observed through dynamic analysis that it uses the same technique of Locky ransomware to decode the main
payload, spawning the process through wScript with the argument ‘321°, otherwise, the decryption routine will

produce junk code and the execution flow will jump into that junk code and crash the process.

The encrypted files have the “.zepto” extensions and it targets the same extensions files of Locky taking care of
the system files, it uses a lot of code of Locky ransomware to implement its malicious behaviors.
One of the smartest features of the ransomware is the fact they do not encrypt all the files needed for the correct

functioning of the OS, otherwise, how can the victims pay?

Once the encryption routine of all the files is over, it shows the instructions on how to get the files back:
one picture (_HELP_instructions.jpg) and one html page (_ HELP_instructions.html) are prompted to the victim

for the explanation on how to unlock the files.

Following an image of a machine infected by the Zepto Ransomware:
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Cisco Talos researchers tracked all the attachment they found and on 137,731 spam emails and discovered
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that there were 3,305 unique samples.They collected them here.

OUR ANALYSIS

Our main contribution will be to find the actual code that differs from the previous version of the Locky
Ransomware. We hope to help in detecting variation on some core features (as encryption routine, files

enumeration, drive enumeration...), and to allow experts to distinguish the Locky ransomware family from the

Zepto ransomware family.

We will do this through bindiff software that let us to compare two binary files and calculate the differences, we
will use a Locky Ransomware sample with the following hash
SHA256:e5a6828f732beabb66c4f6d850b235f6¢1f139b10f8d9f2c3760298cfd88c163.

So Cisco Talos researchers give us a good advice on where to start for this new variant, unfortunately, they didn’t

publish some samples to use in our analysis so we found some way to get them.

Search results for swift e Frerear— Pr——
 Timestamg Inpast Theeat level Anabysia Summary Comntries Ermirorment
July 4 2096, 1423 [CEST) S S p_14ET6I4 T IOTE _swift_ m - Windows 7 32 bit
07 6_copy.jar o5 e
Jawa Jas File dara (zig)

July 4 2016, 338 [CEST swilt copytip PP —— i ‘Windows 7 37
Joa Jan e clts [zip =

July 2 2006903 (CEST) swit cab.js o - Threat e W00 = LN ‘Windows 7 32 bt
ASCH test, with wery long lines, with CRLF line terminators =3 Matched 31 Signates | &

July 1 1016, 1935 (CES] m - Windows T 32 bit

juby 1 306, 1814 ICEST) St Copry pab PR s | Windows 7 32 bit
Composite Document File V2 Document, Little Endian, Os: WWindows, Version 62 Co

Juby 1 T, 18 09 [CEST Inw_payment_swift sxe TT—— Thieat Scoie 437100 - Windows 7 32 bit

1 " A} eitel 80386 Moo/ Net assemnbly, for MS Windows Manched 19 Signatures. [

Juby 1 T8, 1450 4CEST) el _c itiz_802B30.7ip [T . | [~ [ Windows 7 32 bit
ASCH LF I terrminabons

july 1 2016, 1413 [CEST) it 21 [T i | == Windows 7 32 bit
ASCH e, ath wery long Bnes, with CRLF, LF bre terrminators

Juby 1 20316, 300 (CEST) wit Dkanjs @ = = 1GOAGD =i \Windiows 7 32 bit

ASCH text, with CRLF, LF e termninabors A Mulnscan: 1%
forff 4 T F Matched 31 Signatwes B &
Classfied as Nemucod £

We grabbed the most recent one in order to study the most recent variant.
The file name is “swift ca6.js”
SHA?256:068e08f01e117f66f607a27492a500cc7c3ffa91cac76dcebbe97667394a9cde.

As we can see, the file has the same name pattern discovered by Cisco Talos researchers.

Now we will need to extract the main payload from the execution of the JavaScript file.
We will monitor our file system activities with procMon tools and we will take care on the dropped files of the

malicious js.
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File Edit Event Filter Tools Options Help
&l ABE  TA® E| A8
Path Resut Detail
HKC L Software' Mcrosoft\ Windows\Cument Version'\ Polcies’ Explorer SUCCESS
HKLM" Scftware' Microsolt\Windows\Cument Version'\Policies\Explarer NAME NOT FOUND Desired Access: Q...
HKCLSoftware'\ Microsoft \Windows'\Cument Viersion' Policies Explorer SUCCESS Desired Access: Q...

HKEC U\ Software'\Microsoft\Windows' Curment Version'\Policies' Explorer' DisallowFlun
HKC L Software'\Microsoft\Windows\Cument Version™ Policies" Explorer
HKCLU\Software'\Microsoft\Windows' Cument Version\App Pathe\SsXEDOL L5 exe
HKLIM\Software\Microsof \Windows'\Current Version \App Paths\SsXBDOLBeLSH exe
HKCR \exefile’\shell\open
HKEU\S#MW\UMMWW
KR \oxefi
HIIH\EKHIe\d\eI\npm
HKCU\Software'\Classes\exelie\shel\apen
HKC R exefile’\shell\open'\NoWarking Directory
HKCUNSoftwane'Microsoft \Windows\Cument Version'\ Explorer\Mount Points \CPC'\Walume
HKC L Software'Microsoft \ Windows\Cument Version' Explorer' Mount Points 2\CPC Wolume !
HKCL\Softy \Explorer’\Mount Points2\CPC\Wolume
HKCU\Software'\Microsoft Windows' Current Version’ Explorer\Mount Points2\CPC' Wolume (5490 6144-94 Te-1165-8771-806e 816e 6963) \Generation
HKEC U\ Software'\Microsoft\Windows'\Curment Version\Explorer\Mourt Points2\CPC\Volume \ (5d9a 64494 Te-11e5-a771-806e 66 6963)
C:\Users\Administrator Desktop
Ci\Users \Desktop
C\Users\Administrator Desla
e ey e e
Ci\sers\AdministratorApp Diata'\Local' Temp '\ SsXEDOL LS mce ( 1 )
: meuor\ﬁplea\Lwd\TwMDDLﬁd.ﬁfm

rom Tanget

S41e-11e5a771 .

\Usenmmsruor\ﬂop Daa\Locd\Tm\SaXGDDLMS’m

\AppDiata'\Local'\ Temp' SsXEDOLIL S exe

..C: \Uwa\ﬂdlnwdoﬂﬂw Data'\Local' Temp \SsX600L LS exe

HILM\SOFTWARE\Microsoit\Windows NT'\Cument Version\Image File Exscution Options' Js XED0L 0L F axe
; \pppnxaw\Tw\mmmM

&)

HlG.M\?nem\CmﬂComde\Comd\Sew N&mﬂs

NAME NOT FOUND Length: 144
SUCCESS

NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...
SUCCESS Guery: Name:

NAME NOT FOUND Desired Access: M...
NAME NOT FOUND Length: 144
SUCCESS Query: Name

NAME NOT FOUND Desired Access: M.
NAME NOT FOUND Length: 144

SUCCESS Desired Access: A...
SUCCESS Desired Access: R...
SUCCESS
SUCCESS Type: REG_DWO..
SUCCESS
SUCCESS Desired Accesa: A...
SUCCESS CreationTime: 26/1...
SUCCESS
SUCCESS Desired Access: R.
SUCCESS Offset: 0, Length: 1...
SUCCESS EndOifie: 165.888
SUCCESS SyncTypa: SyncTy..
FILE LOCKED WI... SyncType: SymcTy..
UCCESS Mlocation Size: 167..
SUCCESS SymcType: SmcTy...
NAME NOT FOUND Desired Access: Q.
SUCCESS Infiormation : Label
SUCCESS Name: \Users\Ad
SUCCESS PID: 3224, Comma...
SUCCESS Parent PID: 1072, ..
SUCCESS Thread ID: 2100
REPARSE Desired Access: Q...

NAME NOT FOUND Desired Access: Q..

In the above image, we can see in (1) that the script creates the binary file and create a process launching it (2).

We found interesting that the js downloader calls the binary with an argument needed for decoding the main

payload like the Locky ransomware and most weird is that it uses the same argument for the decryption routine:

3 Event Properties

Frocess stk

R=B (HOH X5

Image
dout
CJ Siber Systems
Mame: SeXBD0L0KLST.exe
Version: 1,0,2, 1
Path:

C:Wsers\Administrator\AppDataiLocal\Temp sk 6D0L0xL ST, exe

Command Line:
"Cr\UserslAdministrator WppDataiLocal Temp9sXaD0L0xL S exe™ 321

PID: 3229 Architecture:  32-hit
Parent PID: 1072 Virtualized: False
SessionID: 1 Integrity: High
Lzer: username-FCYAdministrator
Auth ID: 00000000;00017508
Started: 04/07/2016 01:37:20 Ended: 04/07/2016 01:37:20
Modules:
Module Address Size Path

Once identified the dir location of the ransomware payload we could identify him:
SHA256:5bbc9afa3128956b3f6116037cc97d0ealc79d8bb5d3e15473d1e9c5c8eectdf
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The only problem we face executing it is that the ransomware does not execute itself but it changes its behavior
killing its main thread and it auto-delete itself maybe because it detects the virtual environment.

So start to patch that binary in order to study our sample:

‘We open the executable with the Olly debugger with the argument 321 and starting analyzing the code searching
for some tricks used for v detection.
Looking at the list of the intermodular calls we investigated on the GetProcAddress syscall and we found

something interesting:

&g - ["G.P.U* - main thread, module 9sX6D0L0]
@File View Debug Plugins Options Window Help Tools BreakPoint-»

KN O G B Lo E [nge[h [wi Jia Jcp [Pa [t [B: [Re [ [: [ [ W fed e[t E =l ENNENR
. o INT3 -
55 FUSH EBP
8BEC MOV EBF,ESP
83EC 24 SUB ESF, 24 |
56 PUSH ESI L
57 PUSH EDI
68 E8943B01 |PUSH 9aX6DOLO.013B94ES P 1 = "CloseHandle™
68 F4943B01 |PUSH 9aX6D0LO.013B94F4 Fi "kernel3z.dll”
33FF XOR EDI,EDI [
FF15 EC913B0]CALL DWORD PTR [<sKERNEL3Z.LoadLibraryW]| kloadLibraryW
1 . 50 PUSH ERX hModule
013A2CBO|| . FF15 E8913B0]CALL DWORD PTR [<sKERNEL3Z2.GetProchddre:lGetProchddress
01 L3 BCOE3CO1 |MOV DWORD FTR [13COE&C],ERX
Be 79BSE236 |MOV ERX,36EZBS79
8945 EC MOV DWORD FIR [EBP-14],ELX
8945 FO MOV DWORD FIR [EBP-10],ERX
C745 EO FETA{MOV DWORD EIR [EBE-20],:F
. C745 E4 9155:/M0V DWORD BIR [EBE-1C], 52485591
> 802424 [LEX ESF,DWORD FIR [ESF]
| 0F31 RDTSC
55 PUSH EBP
50 EOF EBF
8945 F4 MOV DWORD FIR [EBPF-C],ERX
FF15 F0913B0]| CALL DWORD FTR [«sKERNEL3Z2.GetProcessHy [GetEr::uc:essHeap
8BE4 MOV ESF,ESP
1 O3l RDISC |
FF35 G8DE3BO0]| PUSH DWORD PTR [13BDEGS]
8FAS5 EB FOF DWORD FTR [EBP-18]
3345 EC HOR ELY, DWORD FTR [EBP-14]
8945 Fg MOV DWORD FIR [EBPF-£8],ERX
3345 FO XOR ELX, DWORD FIR [EBP-10]
8175 F2 79B5I| XOR DWORD BIR [EBP-g£],35E2B579
&L 00 FUSH 0
FF15 BCOE3CO]| CALL DWORD FTR [13COERC]
FF75 EO FUSH DWORD FTR [EBPF-20]
8F45 DC FOF DWORD FTR [EBP-24]
[ OF3L ROLSC |
8036 LEL ESI,DWORD FIR [ESI]
3345 E4 ¥OR ELY, DWORD EIR [EBE-1C]

This ransomware uses the RDTSC anti-vm technique:

“The Time Stamp Counter (ISC) is a 64-bit register present on all x86 processors since the Pentium. It counts the
number of cycles since reset”. (Wikipedia)

If the code is being emulated then, there will be a change in the time stamp between. The Result in stored in
EDX:EAX format.

Now the time difference in a real host machine would be usually less than 100, but if the code is emulated the

difference will be huge.

Filling those instructions with NOP and patching the executable let us successfully launch the ransomware.
Now we wait until it decodes itself and, when it will contact the domains to take the RSA key (it means it decoded
itself and loaded in memory), we will suspend the process in order to dump it from the memory for our further

analysis.
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We will use a useful tool for dump a process loaded into the memory: Process Dump.
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Now we have our fresh and unpacked sample of Zepto Ransomware and we need to produce the .idb files of the

two ransomware used for the comparison in the bindiff software, ida Pro will do this easily.

The highlighted file will be our unpacked sample of Zepto Ransomware.

So let’s compare our two ransomware and look at the results:


http://split-code.com/processdump.html
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Overview
Functions 84 5% Calls 77, 3% Similarity 0,86
450 w
7 L
= Sl
1 8,7 S 500
ai% * =
B4.5% ra% —_— § 250
ol A A W
S R m B B A & O O
Q0 O 0 9O 0 O O O O 9~
Basic Blocks 74 4% Jumps 71 5% Instructions 73 2%
2423 | 8110
27 1% 245%
125 785
G‘,‘qu 1.4% 2.3%
877 24182
T4.4% ;ﬁ;: — . @—,
IP”ma"" Call Graph 79p1’n R ansomware Secondary Call Graph Locky Ransomware
Image Name AsX6D0L0xLS_ anfi-debug_exe_hidden_100000. exe Image Name unpacked.mam
Functions [15 (1.5%) 1820 (84.6%) 960 148 (15,4%)| | |Functions [150.8%) 71820 (89,9%) 821 101%)]
Calls |56 (21%)/2172(82,8%) 2622 450 ('1?,2%}| Calls |56 (2,4%)/2172(921%) 2359 187 (7,9%)
|pasicBiocks  |4877 4.9%) 6649 (251%)1672|| |BasicBlocks 4877 (99,2%) 5019 {0.8%) 42|
Jumps [6377 G2.5%) 8800 (27.5%) 2423 | |Jumps |6ar7 m8.1%) 6502 (1,9%) 125
linstructions [24182 (74 9%) 32202 (25,1%) 8110 | | Instructions |24182 (35,9%) 24947 (3,1%) 765
1 Call Graph View
Similarity Confidence Primary Name Secondary Name | Functions | Calls
0.86 | 0,99 Os¥ADOL0xLS anti-dabug exe hidden 100p00.exe | unpackad. mem 149 820 1 450 2472 187

The first result returned by the tool are pretty pie graphs where we have the numbers of Functions, Calls, Basic
Blocks and Jumps.

In green there are the matched elements (included also the changed), in red we have the new Zepto ransomware
elements that aren’t present in the Locky ransomware and in gray we have the Locky elements that aren’t present
in Zepto Ransomware.

Overall, the two binary have a similarity coefficient of 0.86 that is high for two different families of a

ransomware.

As we can see from the lower part of the image there is a table representing our results, the Zepto ransomware has
more functions, calls, basic blocks, jumps and instructions than locky ransomware.

And interesting enough are the results shown in Secondary Call Graph window saying that the 99.9% on 821
functions of locky ransomware are matched with the Zepto ransomware and 15 functions changed (1.8%),
impressive is that just 1 (0.1%) function unmatched.

On the left window, we can see that 149 functions are unmatched (15.4%), it means there are added functions to

the new version of that ransomware.

In the overall instructions of Locky ransomware (24,947) we have the 96.9% of identical codes and just 3.1% of

different instructions.

How much changed Zepto Ransomware and how many new features it has?

Well, answering exactly can’t be that easy, but we can give you some good statistical numbers.
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We can tell you that the Zepto ransomware has, of course, more overall instructions than locky ransomware, it has
32,292 and over that there are 8,110 new instructions, so 25.1% new code.

It means that for sure that Zepto ransomware will have some new behavior than locky ransomware, but in most
aspects, it will act as locky ransomware, but also with little improvements it will still avoid the av engine.

It looks like the author of the ransomware take the previous code of the locky ransomware and added new features

and changed some code to evade signature-based detection.

Let’s investigate on some changed functions and try to extract some big difference.
Looking at the list of the matched functions, we can easily identify the functions that changed for this new version

of the ransomware thank at the similarity coefficient computed by bindiff tool:

820/ 820 Matched Functions

‘v H H Y ‘ Show structural Show only instructions. o Show identical
Similarity Configence Address Primary Name Type Adaress Secondary Name Type Basic Blocks Jumps
aTal 0,38 0,54 0010203E sub_10203E Normal | 00403670 sub_403670 Normal 11 2|28 15 a5 ~ |
by 0,42 062 00111A5C sub_111A5C Normal | 00403640 sub_403640 Normal [ 1 o =
0,42 0,70 001087FC sub_1087FC Normal | 00402045 sub_402045 Normal 23 23 7|81 16 28
0,50 0,98 001171C0 RUUnwind Imported | 0040FF82 RuUnwind Thunk 1
0,51 0,91 00103804 sub_103804 Normal | 00407F65 sub_407F65 Normal 21 21 25 54 5 &1
0.89 0.99 00104884 Sub_104B84 Normal | 00404641 Sub_404641 Normal 11 71 7|28 o5 21
0,93 0.94 00106B9F sub_106B9F Normal | 004062F7 Sub_4062F7 Normal 0 3 0o 3 0
T 0,94 0,95 ©00103904E sub_10804E Normal | 004034C1 sub_403aC1 Normal o ) oo 3 o
& 0,95 0,95 00115CD7 sub_115CD7 Normal | 00411218 sub_411218 Normal ) 4 oo 3 o
T 0,95 0,95 00115GF0 sub_115GF0 Normal | 00411250 sub_411250 Normal [ 4 oo 3 o
0,95 0,96 00103637 sub_103637 Normal | 00408787 sub_408787 Normal 0 3 oo 3 o
0,87 0,87 00111388 sub_1113B8 Normal | 00402020 sub_402020 Normal 0 B oo 3 o
0,98 0,99 00102281 Sub_102281 Normal | 00402288 sub_402288 Normal ) 78 olo 121 o
o w=e &=
1.00 0.9 001170CC EntsrC Imported | 00412048 EntsrC imported
1.00 0,95 00116180 sub_116180 Normal | 004114FE sub_4114FE Normal o 1 oo 1 o
3 1,00 0,98 00103238 sub_103238 Normal | 004030C2 sub_4030C2 Normal ) 16 oo 20 o
T3l 1,00 0,99 0010AF32 sub_10AF32 Normal | 0040A694 Sub_40AG694 Normal 0 4 oo 5 0
3 1,00 0,99 00106592 sub_106592 Normal | 00405950 sub_405950 Normal 0 17 oo 22 o
I 1,00 0,98 00103158 sub_103168 Normal | 00403023 sub_403023 Normal 0 = oo 3 o
1,00 0,95 00115EB7 sub_115EB7 Normal | 00411357 Sub_411357 Normal ) 2 oo 1 o
3 1,00 0,99 00111845 sub_111845 Normal | 00410165 Sub_410165 Normal [ 5 oo 5 o
I 1.00 0,99 00101A7E sub_101ATE Normal | 00401485 sub_401A85 Normal 0 3 oo 3 0
3 1.00 0.9 0010CED2 sub_10CED2 Normal | 0040BCD2 sub_40BCD32 Normal 0 23 oo 38 o
oo 0.88 o011724C HeapS etinformation Imported | 004121EC rmation imported
3 00 0,99 001121C0 sub_1121C0 Normal | 00410A86 Sub_410A86 Normal ) 8 oo 10 o
I 00 0,99 00108083 sub_108D83 Normal | 0040ABE3 sub_40AB83 Normal 0 1 o
3 00 0.99 0011718C SetFilePointer Imported | 00412148 SetFilePointer Iimported
00 0,96 0010BES6 sub_10BES6 Normal | 0040ACS6 sub_40ACS6 Normal 0 1 o
2] 1,00 0,98 00108CE5 sub_108CES Normal | 004083CE Sub_4083CE Normal ) 1 o
1.00 0.99 00116081 Sub_116081 Normal | 00411603 sub_4116D3 Normal 0 4 olo a ol

We can realize from the above image that on the 820 matched functions, just 15 functions are changed, and 805
functions are identical.

It means that 98.1% of the Locky ransomware functions are identical to the Zepto ransomware.

For that, we can confirm that the Zepto ransomware is just an extension of the Locky ransomware adding it new

features.

Analyzing the changed functions the most notable discover was on the encryption routine function used to encrypt

the files because it has the same CFG and changes are made just in adding the final extension of the files:
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00102460
00102461
001024 6¢
00102468
00102469
0010246F
00102470
00102471
00102475
00102474
0010247C
0010247
00102484
00102488
0010248D
00102493
00102494
00102435
00102499
0010249E
00102480
00102484
00102487
001024AD
001024B2
001024e8
0010243
001024BA
001024BE
Q01024C3
001024c5
001024c3%
001024cc
00102402
001024D

001024DD
001024DE
001024DF
001024E3
001024E8
001024EB
001024ED
001024F1
001024F4
00102472

http://securityaffairs.co/wordpress/49094 /malware/zepto-ransomware.html|

8

bl ss:[ebp-4], bl OxB
0x102ACB

0x102879
ecx, s3:|ebp-3%2

0x102ACB

OxE

0x10

.

0040230

004023E4 push

004023E8  mov
004023EC  cal

0040

004

004023F5 lea

00402378 mov

004023FF  call

eax, ss:lebp=3

s: [abp=4],

0x406257
ecx, eax

eax, esi

edi, sa:[ebp-364

55t (ebp-4 ],

x4 02ZA03

W

00402404 push
00402409  push

00402408 lea

00402410  mov
00402414  call
00402419  add

001024FF
00102504

IO
00102508
0010250F
00102514
00102515
00102516
0010251

00102518

k ebp-4], bl 0xl11
0x1028C0

ecx

wex

0040241C push
0040241E xor

edi, edi

The Encryption routine implemented in the Zepto ransomware is similar to the Locky one.

On the left and right sides we can realize that the CFG graphs are identical if we look just at branching

instructions and calls, it changed just the instructions in the yellow basic blocks.

In fact, the report for that function say us exactly that:

Overview

Basic Blocks 100,0%

Jumps 100,0%

Instructions 77 9%

| @ | 122
10,0% 0,0% 20.7%
78 |8 AR 21 | | \ [ e
100,0% 0.0% | 100.0% 0.0% 1.4%
459 -
TT.%

CONCLUSION

“If Zepto sticks with this attack vector it may never become a serious threat. However, it’s very likely Zepto moves
into exploit kits as time goes on,” Williams said. “A move by Zepto to malvertising, for example, could get bad

very fast,” he said.

What we can say is that Zepto Ransomware isn’t a new variant of the Locky Ransomware that uses some copycat,

because there are too much identical code.
If an av engine tracked the main behaviors of Locky, ransomware as drive enumeration or encryption routine will

still spot this threat as a Locky ransomware because, as we saw, this new version of Locky doesn’t change the
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inner logic of the most crucial behaviors.
We can define Zepto ransomware as Locky Ransomware 2.0 and with a lot of probability, the authors of that new

variant are the same behind Locky Ransomware.
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