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Learn more about 360 Total Security,

Starting in April this year, 360 Baize Lab intercepted a large number of attack samples from an unknown hacker
organization. The hacker organization sent a phishing email to the victim by forging a police station investigation
letter, COVID-19 detection notice, etc. , Through the backdoor virus to control the victim’s machine, steal

valuable sensitive data related to the target.

The PDB path of the virus samples used by the organization points to a user named “Vendetta”, and we will later

also name the hacker organization Vendetta:
“C:\Users\Vendetta\source\repos\{ project name }\*\obj\Debug\{ project name}.pdb”

In some samples, we have repeatedly detected the following tags, the virus author claims that he is from Italy:

= "Developers from italy ~_ 7"

However, we found in the naming of virus samples that virus authors like to use certain Turkish names to name

variables, such as “RoboSki”, so we suspect that the organization originated in Europe:

O

Vendetta is a hacker organization that is very good at using social engineering. They forge phishing emails very

realistically. They can easily gain users’ trust and guide users to open the malicious programs they carry.

The picture below is a Vendetta forgery of the investigation letter issued by the Austrian Federal Ministry of the
Interior (BMI)
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= [External]Letzte Einladung der Polizei - fE{ (HTML)

SRR A,

Bundespolizei <invitation@bmi.gv.at> undisclosed-redpients: U
[External]Letzte Einladung der Polizei

Polizeiiso
B14 KB

Komplimente,

Wir hoffen, dass Sie diesen Brief in gutem Glauben annehmen.

Diese Nachricht |&dt Sie zur Bundespolizei beziiglich einer laufenden
Untersuchung ein.

Bitte Uberpriifen Sie die beigefliigten Dokumente auf Anweisungen und
wenden Sie sich gegebenenfalls an Ihren Anwalt.

Datum: 29. April 2020.
Zeit: 11:00 Uhr

Vielen Dank,

Michaela Kardeis

1 W—Wﬁf
0

Herrengasse 7, 1010 Wien
Telefon +43 1 53 126-2488
Fax: +43 1 53 126-2573

You

inf Y a

2020/4/28

W
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Forged investigation letter from the Romanian police station:

Invitatia Politiei Remane - BB (SE30d) Invitatia Politiei Romane - BB (SE30d)

B 3 Q SRECESMT L.

2020/4/6 (B—) 17:26

Politia Roméana <invitation@politiaromana.ro> |zers. 205225

Invitatia Politiei Romane [

RO.jpg . CaptureJPG V_j Invitatia,pdf.iso
Hrit A office@head-hunting.ro 15 KB 11 KB it CapturepGl| 416 KB
R E ST, ITIGEER: PG T
o ) Iz 11 KB
RO.pg . Capture.JPG . ‘ Invitatia,pdf.iso
15 KB 11 KB 416 KB
Compliment,

Speram s3 acceptati aceasts scrisoare cu buni creding s,

Sunteti invitat de aceasta notificare la Sediul Politiei Romane privind o ancheta in curs de
desfasurare,

V& rugam s& consultati documentele atasate pentru informatii si contactati avocatul, daca este
necesar.

Data: 10 aprilie 2020.
Ora: 11:00.

Multzumesc,

Chestar de politie Liviu Vasilescu

Adresa:Str. Mihai Voda,
nr. 6, sector 5, Bucuregti, Romania

Forged the COVID-19 virus test email issued by the Australian Government Department of Health. The email

stated that the victim had contact with a confirmed case within the past 14 days. It is recommended to read the test
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guide in the attachment and accept the test:

2020/5/7 (R 7:15
Department of Health <invitations@health.gov.au>
Action Required: Department of Health Invitation (COVID-19 Contact Tracing)

¥riEA  admin@passionfruitaustralia.org.au

O ssizmraEs 2020/5/7 12:24,

Y Documentiso

‘| iso 3rft

- Australian Government
D)

Department of Health

Dear Recipient,

My colleague have contacted you earlier but there was no response from you.

There were three COVID-19 confirmed cases in your area earlier this week and one of the
patients has listed you as one of her physical contacts within the last 14 days.

In line with the contact tracing modalities and within the laws on which we operate at the
Department of Health, we strongly advice that you submit yourself for COVID-19 testing.

The neccessary details of your appointment with the Department of Health are contained in the
attached document.

Read through the guidelines properly and ensure that you submit yourself for testing as failure to
do so will result in arrest and prosecution.

If you have any questions concerning this email, feel free to contact me anytime.

Regards.

Greg Hunt MP

Dl

Department of Health
GPO Box 9848
Canberra ACT 2601
Australia

Forged a virus test email issued by the Mexican health department:
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= Accidn requernida: infformacion importante del Ministerio de Salud (su estado COVID-19). - BB (HTML)

BB Q SREEEEHHA..

2020/5/7 (AM) 2:41
Secretaria de Salud <notifications@gmail.com>

Accion requerida: informacion importante del Ministerio de Salud (su estado COVID-19).

KA undisclosed-recipients:

pdfiso
474 KB

SALUD

Estimado destinatario
Mi colega te ha contactado antes, pero no ha recibido respuesta.

Hubo tres casos confirmados de COVID-19 en su drea a principios de esta semana y uno de los
pacientes lo enumeré como uno de sus contactos fisicos en los Ultimos 14 dias.

En linea con las modalidades de localizacién de contactos y dentro de las leyes en las que operamos
en la Secretaria de Salud, le recomendamos encarecidamente que realice la prueba COVID-19.

Los detalles necesarios de su cita con la Secretaria de Salud se encuentran en el formulario adjunto.

Lea las pautas correctamente y asegurese de someterse a las pruebas, ya que si no lo hace,
resultard en arresto y enjuiciamiento.

Si tiene alguna pregunta sobre este correo electrénico, no dude en ponerse en contacto conmigo en
cualquier momento.

Saludos.

Jorge Alcocer Varela

Direccién: Cto. Interior Mtro.

José Vasconcelos 221,

San Miguel Chapultepec IT Secc,

Miguel Hidalgo,

11850 Ciudad de México, CDMX, México

As well as the forged email quoted by the Egyptian Orascom Group:.
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Request for Quotation From Orascom Construction - BB# (HTML)

2020/4/28 (A=) 6:05
Orascom Construction Limited <asia.inquiries@orascom.com>

Request for Quotation From Orascom Construction

KA undisclosed-recipients: N

so01.JPG . =M Orascom.ar] .
@ 9 KB 341 KB

ORASCOM .

CONSTRUCTION

Greetings,
My colleague have contacted you earlier=but there was no reply from you.

Orascom Construction Limited is executi=g a contract in Columbus, Ohio; and we would like to know
if your company =an provide the following materials and services contained in the procureme=t
documents.

Kindly find the attached PDF document&n=sp; and revert back as soon as possible as we are
expecting shipments soon=2E

Sincerely,

Teresa M Garn

HEEErLE
(Head of Logistics)
t.garn@orascom.com
WWW.0orascom.com

614-500-7104
Address 2366 Sulphur Plant Road

Beaumont

77705,United S=ates

The compressed file in the email attachment contains the Trojan file, which is generally named after pdf.exe,

Document.exe, etc. After running, it decrypts and loads the subsequent virus module in memory.
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EXE

NanoCore
»@ > -\ -> -\ - -\

EXE
Vendetta pdf.exe RoboSki ReZer0

-

A
L]

mcosRAT

o
w

-

EXE

L

other Plugins

RoboSki

In all samples, we detected the same type of code obfuscator, and according to its PDB debugging path, we named
it RoboSki:

RoboSki encrypts and stores the shellcode in the pixels of the picture. The following figure is the code logic to

extract the available pixel data and decrypt the shellcode:
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"= 111 % 16];

{(Bitmap aa)

- 1;
= num; 1i++)

-1;

ReZer0

The execution logic of ReZer0 is controlled by hard-coded built-in instructions. According to different
instructions, different malicious functions are executed. Its design logic resembles the design method of backdoor

programs:
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* 10007 :

Lint 03 ;

We have sorted out the hard-coded instructions and their corresponding meanings, most of which are not used:

Hardcode[x] Description

[0] == 4 load the plugin from the resource into memory

0
[0]! = 4 Inject the plugin in the resource into the system process to execute
1 Whether to register scheduled tasks
4 Download and execute any file
5 Download file URL
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6 The execution path of the downloaded file
7 Whether to detect the virtual machine

8 Whether to detect sandbox

9 ByPass antivirus software

29 Show file version

34 Sleep()

35 Sleep duration

In the 360 massive data, we found that ReZer( has an obvious version identification. In conjunction with the
above-mentioned large number of instructions used, we speculate that the software is still in the development

stage, and it will not be ruled out that the program will be controlled through network communication in the

future:

il
it

= = e  HHEEE LEmEs

Bix =]
1wER
iR ReZerD
MiHEE  1.0.00
FmER ReZerD
i 1.0.0.0
it Copyright €@ 2020
Fo 229 KB
fE0HEE 2020/5/11 14:52
= EETE
FEEEE Refer0V2.exe
ABSE

BE

= EEk 22 HEEE LemEs

Ets E

ppkeL
I{HREE  ReZerD
TiEEE 1.000
FmEfR  ReZerd
FmhEd  1.000
7 Copyright © 2020
o 236 KB
EiHE

= =T
FESEE ReZerOVd.exe

HFTAEE

In addition to the nature of the backdoor virus, ReZer0 also carries known remote control Trojans such as

NanoCore and Remcos in the resources. We will not repeat the remote control functions such as NanoCore. We

take some of the victims of Vendetta as an example to speculate the purpose of their actions.
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= Action Required: Department of Health Invitation (COVID-19 Contact Tracing) - BB (HTML)

BB Q SREEEEHHA..

2020/5/7 (M) 7:15
Department of Health <invitations@health.gov.au>
Action Required: Department of Health Invitation (COVID-19 Contact Tracing)

¥riEA  admin@passionfruitaustralia.org.au |

R ZE AT A A 2020/5/7 12:24,

Documentiso

Jdso 3

Australian Government

Department of Health

Passion Fruit Company of Australia (PAI) is a representative institution and a non-profit membership organization
that supports the passion fruit industry in Australia. PAI is an umbrella organization that represents and enhances
the interests of everyone in the passion fruit industry, including growers, packers, wholesalers, exporters,

researchers, and retail stores.

(—jl @ Passionfruit Peak Indust \+ ~ - Sa—

30 @ £ hitps://passionfruitaustralia.org.au/ ¥t = 1L =

MEMBERHUE  GROWERFORUM MEMBERLOGIN LOGOUT SUBSCRIBETONEWSLETTER (B) §

e AUSTRALIA INC.
COovVID-19 HOME ABOUT GROW FRUIT SELL FRUIT PROJECT HUB NEWS & EVENTS CONTACT m WIN Q

|

YO& LEVY FUNDS AT
‘ WORK

LEARN MORE
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Of course, Vendetta’s attack target is not only the PAI family. We have roughly described the distribution of
Vendetta’s attack target by statistically the distribution of related samples, and its attack purpose is to steal related

commercial information.

Summary

Vendetta is an active hacking organization that started in April 2020. The organization may have originated in
Europe. It is good at using social engineering to launch cyber attacks. The purpose of the attack is to steal targeted

business intelligence.

C2:

172.111.188.199:8829

Md5:
e73d9b2eba5e818cd4699f1484af5bce
dabbfc6a7d939c4c41fb2c7cee295220
dd93825ca5bd3afdalc238ce2ded84el
500dc2b3fbea8f13b29f494afb9465ec
2106b19ffb7bf327d64d4cd6bdb606b4
e73d9b2eba5e818cd4699f1484af5bce

Learn more about 360 Total Security,
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