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When I read Trend Micro’s report on Operation DRBControl[1] in February, one detail stood out and piqued my
curiosity — there were 3 mutexes connecting a Trochilus RAT sample in the incident and a BBSRAT sample that
uses a C2 domain linked to the Winnti Group. This came as a surprise to me, because I thought BBSRAT was a
unique malware family, a “new tool” back in 2015 that was attributed by Palo Alto Networks to the attacker group
Roaming Tiger[2]. There seem to be no news on BBSRAT all these years, and now when it is mentioned again, it

is linked to Winnti Group? Interesting.
Is that really a BBSRAT? Only 1 way to find out — analyse it!
Finding the samples to work on

Mutexes:
cc5d64b344700e403e2sse
cc5d6b4700e403e2sse
cc5d6b4700032eSS

C2:

bot[.]googlerenewals|.]net

Looking up the C2 domain on Virustotal quickly surfaced 3 samples that exhibited callbacks to this C2, and these
samples are just the ones we are looking for: they contain the said mutexes! These samples make a copy of itself
as diskshadow.exe on disk (a name that is close to “diskwinshadow.exe” that is the BBSRAT mentioned in Trend

Micro’s report).
These are self-extracting files that contain other executables within:
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Sample MD5 Contains MD5
1A668E356BF9T14B chrome_Frame_helper,dll SFSFACTBDD3E4ESE | | pader
F78988B0890FC10C FOASZ815A0ACC113
chrome_frame_helper.exe | S5A365BLETCS0887 | | agitimate Signed Google
E1CB99010D7C140A
Chrome Executable
rain.sdb FORBYEZTBODE336B | Encoded PE payload
14C8756E6CD41CEA
4336172115385990 ADOZ62B2EASAFOCC
x64_Server.exe\ 329CDIIEFBRIERDE | | gader
EFF1157B939DFD&%9
lockdown.dll
x64_Server.exel FO322EAD69300501 | | eqitimate Signed Mcafee AV
356B13D0751165DAR
mfeann.exe Executable
x64_Server.exe\, C3C3TROESEB6EFTT | Encoded PE payload
" AZEAFGFB96526RTD
rain.sdb
X86_Server.exe\ 35553‘;12033“??2 Loader
FOR52615R0ACCL]
chrome_frame_helper.dll e
X86_Server.exe\, 55A365BIBTCS0887 | | egitimate Signed Google
N E1CB92010DTC140A
chrome_frame_ helper.exe Chrome Executable
X86_Server.exe\ FORBTEZ2TBSDE336B | Encoded PE payload
raitesil 14C8756E6CD41CER
BEC5108D8CDBD3CA | |ockdown.dll 166D2BFF68019D98 | | pader
SB5BAETZBT4R12FT S1EECBD26DC1EZ66
mfeann.exe F9322EAD69300501 | | egitimate Signed Mcafee AV
356B13D751165DAN Exsentabile
rain.sdb FF3D3C06DI9C22A5 | Encoded PE payload
cBA3R42BBGO944261

Let’s jump straight into finding out what these “rain.sdb” are, since they are the meat of the malware.

] L

. | ]
s =
leaal72e
leaalvaa loc_1eea1728:
18661720 8A BC 18 WOV cl, [eax+ebx]
1e@a1723 F& D1 not cl
18e01728 85 ©C 18 WOV [eax+ebx], €l
19891728 49 inc eax
1988172C 3B (6 cmp eax, esi
18@a172E 7C F8 jl short loc_leeel7ze
|
vy
leaaliia
leaalvza loc_lee81738:
le@al73e BE 4D 5A @@ &9 mov eax, 3440h
18661735 66 89 83 mov [ebx], ax
19881738 EB 74 jmp short loc_188017AE

First, they are encoded with a simple inversion, then XOR 0x5. Reversing this encoding would get us an -almost-

perfect PE file, just alter the first two bytes to the correct Magic header. This simple trick of obfuscating the magic
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header could have been intended to fool signature matching defenses.

After decoding, we get three unique rain.sdb files. Notice how the two 64-bit files have the same XOR key in their
RICH header despite them having different hashes. Assuming that the RICH header has not been tampered with,
this means that they have the source code and compilation environment. This is not surprising, considering the

close compilation timestamps they have.

Press enter or click to view image in full size

Decoded rain.sdb MD5 XOR Key arch Compile datetime

368B555321F56699D2431A3%08052487 OX0Z01AF22 32-hit 2018-May-01
11:53:23

920E153ABF79REFOBECED3BD6ET61BOC Ox0DAE7CBS4 64-bit | 2018-May-01
11:53:23

3BT78352451951826EF54011F3RAFTTSE OxDAE7CRS4 64-hit 2018-May-06
10:00:50

For the rest of this post, I’ll focus on findings using the file with MD5 368B555321F56699D2431A3908D52487.
To start off, let’s take a look at some of the interesting stuff this sample does.
Hide, hide, hide!

Since the malware comes in a typical trio — legitimate executable, rogue DLL loaded via load-order hijacking
and malicious payload, I expect to see some kind of injection to happen. True enough, callback activities are
conducted under the cover of msiexec.exe. There are also other choices of processes for injection, perhaps used in

other variants of this sample. Notice this is where the mutex is created.
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if ( CreateMutexA(®, @, "Globall\\cc5d6b47068832e™)
88 GetLastError() != ERROR_ALREADY_EXISTS
88 (StrStrIW(&Filename, L"msdtc.exe™)
|| StrStrIW(&Filename, L"msiexec.exe”
|| strStrIW(&Filename, L"explorer.exe™)) )
{
v9 = CreateThread(®, @, towards_ WSAStartup_ 10802250, 0, @, 8);
CloseHandle(v9};
if ( dword_10627912 )
hThread = CreateThread(@®, @, sub_l@eesses, @, @, @);

Contents from either the file rain.sdb or regkey “HKCU\M\M” are also injected into a created cmd.exe.

hProcess & alj
nfumberdfBytes ToRead = @5
if ([ dword_18027914 )

i

Det w @5

memget (Bv15, B, Bx2B6U);

ExpandEnvironsentStringsu(L %allusersprofileX\rain. sdb™, EDst, Sncledu);
: = CreateFilew(dDst, BxB0O0O00Q, lu, @, 3u, SxBiu, 8);

d w GetFileSize(result, @8);
V3 EytesToRead)
HuaherQfByTesh
if { |ResdFils
return (A
Closetandle(|
vk = niumber(fE s ToRead)
for ( i = @; i wil; Hi )
*({_BYTE *"Jv3 & i) = ~=({_BYTE "Jv3 4 i) » 5;
"wd o= @uhAAD;
return (HANDLE )sub_1@@el431((int)vi);
1
result = (MANDLE JRegOpenkeyExi(MKEY CURRENT USER, L™M", 9, 9u, Bphkfesult);
if [ result }
return result;
if ( BeglueryValueEww{phkResult, L°N™, 8, &Type, @, ErbusherOfBytesToRead) )
{

. nhusberOfBytesToRead, BNusberOfBytesRead, @) || MmberOfEyteshRead l= nMsmberOfBytesToRead )
CloseMandle(vi);

vB = phkResult)
return (HANDLE JRegClosekey(va);
& = [BYTE *)malloc{nbusberdfBytesToRead);
3 m kg
7 = RegQuery¥aleeExi({phkRcsult, LN, 8, -E':.:l-.u vl BnMusberOfByrtesToRead);
v = phkResult;
i (7))
rturn (HANDLE YRegC loseiey(vE);
RegClosekey(phkResult]);

return (HANODLE)sub_loeaaaddf(int)vi);

Persistency is achieved through services, a different mutex is created to “mark” that the service has already been

created.

else if { CreateMutexa@, @, "Globall\cc5deb4a780832e55") )
ExpandEnvironmentStringsa( “EALLUSERSPROFILEX\\chrome_frame_helper.dll”, 8v18, @xl8du);
sprintf(8v16, "create SESSRV binpath= \"cmd fc regsvwr3d2 /3 WVATESWVATATT, BviE);
shellexecute openfile 10001F8D(&v15, "5C7);
shellexecute openfile 10001FBD("start SESSRV™, “net™);

}

The malware also comes with a feature that replaces “InternalGetTcpTable2” in IPHLPAPI.DLL, in an attempt to

hide the C2 connection when a netstat is done.

Leave that door open!
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This sample abused Windows’ Bitsadmin utility to execute any powershell script of the attacker’s choice — all he
needs to do is to write the powershell commands into the regkey HKCU:/M/S, and the BITS job will execute the
command as part of the “notification process” after the job is completed (In this case, the job is the copying of
mshta.exe). This job will be executed periodically, and it can stay in the system for 90 days[3] even after the

malware has been cleaned up.

This is not a groundbreaking trick, though not commonly seen. According to MITRE ATT&CK'’s database, this
persistency technique (T1197[4]) has been observed in malware such as UBOATRAT.

CUSTOM HEADERS

BB phones home

Get asuna amawaka’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
The sample accepts the following commands:

Press enter or click to view image in full size
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Command Action

0x110010 Beaconing

0x110011 Unclear

0x110020 Send victim’s info

0x110061 File related e.g. list drives, list directories, create dirs
0x110062 Remote Desktop/ Screencaptures

0x110063 Pracess related e.g. list running processes, terminate process
0x110064 Execute shellcode

0x110065 Execute commands guietly, input to console

0x110066 Service related e.g. list service, start service, delete service
0x110068 Update callback domain

0x110073 Keylogger related e.g. start keylogger, read keylogger file

The sample sends data to the C2 in the following structure:

Press enter or click to view image in full size

Header [fixed size 0x28 bytes) Compressed
? CheckValuel CheckValue? | CZCOMMAND Compressed Decompressed ? Data
Size Size

The algorithm used for compression is standard ZLIB v1.1.4.
Yes! That’s a BBSRAT!

Looking at the C2 commands supported, as well as the structure of the data communicated to/fro the C2, they bear
strong similarities with the set of BBSRAT analyzed by Palo Alto Networks in 2015.

Furthermore, there are direct code overlaps/resemblance with one of the BBSRAT sample (MD5
8CD233D3F226CB1BF6BF15ACA52E0E36). Some of them are as follows:

= dcrd RIS B demrd ATI5AE )
* Yl _TURE 1

3L pek & HEH#E, 81 )

srd ATEASEY B Dis_SITUN{L, Sebed_ATCRAN) )

Left: rain.sdb; Right: BBSRAT (Code logic that performs regular beaconing)
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vy
{
1 v
iy 'y - 1
bt Brask;
] 1
L 1] rchech_welwe_ 1 § So10000008 | if [a] & exnposeem
{ i
{1+ sdscongravind_iizel; = walloolvI[3]}:
whbirfraagpers 7] -
i i 1
! :
E—— il
- »dwcompressed sloe; = «H%]5
i ldecomproun_ LSRN [ Ik, & | i} . L] A [ Tnub_SBasdm L 1
{ {
LABEL Dd: LASEL 24
freslsre] Froedioc b
Left: rain.sdb; Right: BBSRAT (Code that receives and decompress data from C2)
& ol L, Il
it { .
: 1) | ;
it | 33 = sdl¥) - daikiidy
- L L]
- 1%,
i ' 1
i i3 wics
i#.¢ 17 ) | wiaa ™
= o houn_L_SIE00FE); 1 ’
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Left: rain.sdb; Right: BBSRAT (Switch code that acts

upon different C2 commands)

One obvious difference lies in the communications with the C2: the 2015 BBSRATS’ beacons are HTTP requests
(POST with data) that gave it its name (the beacons go to URL with the pattern /bbs/#/forum.php?sid=#); the
rain.sdb sample analyzed does not do the HTTP requests, but instead send the compressed data directly to the C2

(on port 53). It may be likely that the change in port and the omission of communication “wrapper” is intentional

to fool network signatures that look out for the suspicious URL. It is unknown however, if the backend BBSRAT

supported port 53 all along, or it had been upgraded after 3 years.

GhOstly shadows

While doing the analysis of the samples, I’ve noticed some code overlap with another well-known RAT: the

GhOstRAT. GhOstRAT is also listed as one of the tools used by the Winnti Group, though it is also known to be

used by many other actors since its source code is readily available online. The overlaps are observed from the

following file:
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FOAB7E27B8DE336B14C8756E6CD41CEA rain.sdb

There are two modules within the sample that contains code highly similar to GhOStRAT, one is screencapture
(mapped to functions within “ScreenSpy” and “ScreenManager” in GhOstRAT) and the other is shell (mapped to

functions within “ShellManager”).

Press enter or click to view image in full size

call sereencapture LOMOS1CR(_DWORD "this, ink a2, Int a3, int ad)

L ]
®1 D *ha3 & 4) }
11
12 case @xld;
& 13 return Ghist_Screenspy_mod_188852EL1{(int)thi
13 Bxld:
L 11 “?E(-.o (**){veid)}(*thiz + 8))(); 1dnt _ thiscall spawnshell I8@07BCA(int this, int al, int a3, int a4)
® 16 re = 1; 2
® 17 bresk; 3| dnt
12 case Bul5: 4/ dnt
® 13 F1ult = GRESTRAT_CSEredntanBger Resatscresn_100aS200((int)this, a3); 5, dnt
® 28 braak; 3y
o res ubl‘m- BhOSRAT_CScreentanager_Proce ssCommand_LO89S14A{s2); ® § “LEWnn - b S
s 1 break; - - - L] 1 smiteh [ *( O "ifed + 4) )
2 ease BalT: o I e
: = h:eai = Sub_LeBEARE(); .12 rFeturn GhOSTRAT_CShel IManager_LOBOT480( (vald *Juhiz);
& f 13 gase 4z
- ;f detaulss ® 14 return weite_to_file_codepage_1eea7iaa(=( Dwoen *J(s3 + 8), this, a3 & 16}
¥ 15 case 52
: i: ® 16 return (*{int (*=}{void}p{*(_mwoRD )thiz + BY}{):
17
& 3 vl i ® 16 s = 9f
& 3z sub_leea33ns{(int)thiz, 1114218, (int)dv:, 18); & 19 :H
® 33 resilt = 13 ® 20 o1
® 4 brask; ® 21 v = 56;
35 } ) ® 22 sub_1090BNIB(this, @x110064, (int)Evs, 16);
® 18| return result; ® 23 peturn 1;
o 17 ® 24}
> el .
Two modules’ within rain.sdb that uses GhOstRAT code
Press enter or click to view image in full size
== Qekac U1 || w3 m= frhar T3RE (] w2 o 1# == fshec THE )  Elerwandpy i iEdcoenieriian Budasieeen, boal Ghedaey, UEH chastramsbasel
T owtecn seapiccomns
[ . 1) - 8 -] i
U0 10mbnta, sromy el ettt on ket ) cume 21
u‘"l_h‘lll“b'—'.‘. - DuLlasdoanty
A
ssmmine

BB = 0

€ §*SalectInpmiandtanion i}
[

m BT atTopling = GanDamiogdindavel :
WORFRIISE w GHRSC(R AiwaNTopMRg) |

7] = Crestecospatiabenct )z
gt L3 Lo (85

soam; o/ Pl EMBITRENE

LA

icadicr, BELL. BILL
¥ "t fadige, SOLL, ML)/
RGE_COLGRS. Sn_RpvEufiaLen, ML, ERLLIT

» bliveliinag =
EnFaisceg -
AR e

% B COLORE, dm_k

taase T ihs
Zize = m_lptms_ fall-rtmuSsidar.bidivelmae [ m nludlMasges

R

Left: rain.sdb; Right GhOstRAT 3.6 Source Code Screenspy.cpp
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“iesbaingader.bisidth = (Lonud)neg
“i-sbaiHeader.biFlanes = 1}
“i-pbaiHeader biSize - 4
wiesbainpader. birelght =
wi-rbaideader. biBltCount = {uns-.a"fd
“5-sbaiHeader.biCoapression = by

_int16)hdc;

lpbmih-sniiize abtzaaf (BITMAFINFOMEADER) &
MpbEiReRBINLATh = BLKLARE:
Apbsin-rbafeigh = BaHeignt:
ipbmin-3piFlanes = 17

pbmib-sbiBisComnt = BiBiTCounsy
lpbeih=3biCospreasion = B1_RGE:

1atruct CagBITMAPINID * _ ptdcall Gh@stRAT Screenipy_ConsbrectBI_1899SCil{int al, MO hde,
;‘ et Al Panfice BSEICAYIT,@.Eh GUUEI1LT & 0G0 e6OK + (E1e306) 32 1)
L g i LEBITHAPINFO CScTeehipy!COASTrucstBY (st BABLECOSAT, LAt EANLAER, 1R BiNeigst
3 struct taghITRPINIG *vi; // onf : g i a
5 BYTE "wbj /) ecx
6 Entwl; fF en 0 (RE_EMm < BE .2 czie B HOMERARGINE RN
7 HOC hdes; A) [ripe £ M1s (ae WA . .1 |IB?E1 FEM a2 g2 QRE HRARHEE
3 RBITA hoaj /Y [espeic
9 in% cOLOr_num = BABASCOGNT €= 0 7 1 << BiBasfeuns 1 oy
i wd el
1 Af { (signed int)hdc <= B ) int mBISize = mimecf(BITMAPINICHEADER] + (Solcs_nus # sizsof (REEQUADN
2 A e 0 %e (chardhdeg BITHAPINFO slptsn = (BITMAPINTD #) mew BYTE(=STSime):
E W ow (atruct RegElTHAPINFD “Joperater mew[]{4 * w3 + 48); SITIGEIN R il 5 = §LL - wad i
5
&
?
1
g
o

B i wh-rbaineader.bixPelubertieter = 05 pbsanermakielsPesieres
B 31 S-rbaibesder.bivPelsPerFeter « @5 ApbELh->DL TPl SPEEITED = O
® 22 vsesbaibesder.biChrised = B) Lpbmin->oiClrlend = 07
23 ~)h!.rkud=r.hiﬂr1q’vnnt -0 ipbmih-sniClslspartant = O
® 23 vi-sbaivesder.bislzelmage = 25 = ({{{signed intihe __lnza6hds + 31) 22 3} IpbsinedEiSizelzage = [[[lpbmib-shisideh # IpEsihoMbiSiCount & I1] & ~31] ¥k 0
835 &f { (signed dnthhdc < 36 ) * lpbein-sblHeLENT !
28
o R — 11 1ERUERARN LS, WD
821 hos = CrestelompatibleBitmap(rica, 1, 13; L A EE et A IR
® 29 GendIBits{hdca, hoa, @, 0, B, 5, B)2 rocorm lpbma.
LT ReleaselC{h, Bdca); HIC hDS = G50 LI T
: :; ﬁlf‘f?g:::‘:;;it wu) 3 NRITHAR SEap = CreateCompatibleBitmap(hOC, :, 11; ¢/ BETERD
bk GatDIRLts(RDC, RB=p, 0, o, SULL, lptmi, D38 | oz, _COLORE} 7
1 B BeleaseDS{MILL, BOC):
L t‘ Lwarw] Delenetngeds (nBapl 2
"5 ¢4 = BuSeabalfalers[0]. rgsteeen; Lf (= BIzZray)
3 da B ]
i1 | for jiat 1 = O L % coler_num: aee]
® 33 wE[1] + BBL * "6 & NAT % C{uE « 1)) 33 1B =] 1
® 40 color = ROBIGRAT{Lptmi->baiColorslt] s9bked, lptms->tmiColors(il].
a4 sebGzesa, lpbai-MEs=iCélasali).sebllen)
w42 fpkmiospmiCelosa{L] sgpled = lpEsipEsiCeloss(i]. sgbiseen = lppmian
i paLCalors|L) . IgnBine = ooler:
o !
a5 ¥
& ": EELATh PEEL L
x i
43 ¥
L T
LR

Left: rain.sdb;
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nleagth = 13;
uﬂwiwurlw =0

\'L:I_

=} [HADLE | e Lesemandle )
1)

L
vl m (vaid =" il’w::--;.-_.q;

e unu. -

Right GhOstRAT 3.6 Source Code Screenspy.cpp

Cimel1Masager: :C3bel I HARRGES [OCLLenESocket 4501 1ent ) i CHanRer (PELISAR)

=]}

SECTRITY_ATTRIBCTES a& = {01
STARTHMIRFG aL =
FROCEAD_INFCRMATION Bl = o b

char  meESheliFeshINRE_PATEI - {ih:

B_nRsadPugsanal = WULL
= HNriteFipeMandls = WOLL;

& _ieadPizeinell = BULL:
ETLTEPIpESNEEL = MULLY
clangtn = maizeof[sa):
SpScrasliyDesszipleas = MULL:
binherizHandle - TRUE:

a1
® a5 Af [ loreatePlpe({FANDLE}e] & %, [MANDLE)l & 4, &FLpcate ifrcreatsfipe lis ¢ b ENriRePLpetEell, &sa, o))
- 5 - -
wi- -Ew:\l {,.1tdeall H—M-‘-Iillmﬂ'l"dki bf(m EEesdPipgHacdly 1= WULL}  ClcasHasdle [=_RRssaFipsHasdle
A =g _moaD *3v VE(m_mMrivefipesnell tm WUEL)  CioseManale pm_mriveFipesaeli;
:L:nwwl:l"ﬂ - '] 1 1 l!]. ratomm; -
J=({_oman “jui

. pm. Elﬂlt_ﬁ,

- P T
A [ [freatebroceisa(boan, 0, 0, 8, 1, @ty

Frwalafa, AProcesilnforsat
{

Closemandle(* {t"—!> £ Sl « MD)2

€ Levemanal, q:.. "l +4-:J.

CloseHandl e {:m E el +
9 Closemamdle{s{(names Je1 p.n
“UKL_:I'
we = BetLastbrror]);
sub_JBRITEIN(E, (1t
reeurn 03

ssTad 1 hThresdy
Theesd(0, @, Gh@utAAT_ResdPipeThresd 1000732, w5, 0. #);

]
1g(rCreatefipe in_hkeadfipednell, ds e¥ricefipeHasale, foa, C))
1

L= ENriteFipeMasdle = WULL]
1CCs_2ResdPipeliell 1= MULL)
Tatam;

ClcaeHacdle (= ENziteFipeRandle)
GizseHandle (m_BRessflpelnell)l

]
memsan ((vald *hésl,
mampat ([void shipd,

= S1DESTLSNIIE
- wizeafipilis

Mtuutwlntnluuj
1.50 = sizeof (JTARTTFINTG) 7
u WIREVELEdEW = SH_EICE:
dawFlegs = S'Al.lr TIESTIEANDLES | STARTF TAZAMININDIE)
#3.59dlng =_hEeadPipeshell;
21282400t put = al hStdErrer = m ENriteflpestell:

D'l-'l\'l:lﬂl:r::-a:&'!lr.:shl'
atreat (eerdnalitazh, =i

mh. MAK_FRTH) :
T

12 (FCTestaFrocess (wcrihellFach, WULL. WOLL. WOLL. TRUE,
BORMAL_PRICRITY_CLASS, MULL. WULL. &1, 4pid)

1
Clopsfandle {=_hReadFipeiandle]

_hKcitePipeRasale) ¢

hEkeadfipedhelll s

= GerGERLR(} CloseEazdlefs KirizePipaShell]:
ntirror] ratorm:
Tk, {EATFed, B, w8, Bltd) '
- i = _LFrocessdandle = pi.hProceas:
B ATRIEMISARALE = PL.ETREEAAF
mcter & 7} = Froceualafornation  hProcedi;

5TE BTcken = TOKEN _SHELL START:
Sesay (LESYTE) bTeken, 1)t
WaisFarDiakoatment) |

wif2]
remurn 4
1 = WTEresdiesd = MyTreateThread [WILL, ©, {LPTMREAD START_BCUTINI)ReadPipeThresd, {LPWOIC)Ehia, ©,

SH50LAET ERANAEAT Claelluasger_LERST040 T (E054T44T) = NTnresieniver = HyCeeateThresaqWiill, O, (LFTHREAD START_ROTTINE)enivecThoesd, (LPVCID)uhis.

Left: rain.sdb; Right GhOstRAT 3.6 Source Code ShellManager.cpp
There is also a constructor that seem to come from GhOstRAT’s source code:

Press enter or click to view image in full size
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LEITIE 33
LBOGSTIY B8 E

wp J peBlic:
LTI ) 0C &8

wop. e couracrinto{)

g, ;

::,: J LECTSTR CursorReshrray [¥AX_CURSOR_TYFE] =
drd par [ebe], #7F340 Lanit ClwmparDatal ] wtable” 2 1
[ o A0¢_AMeSTATIN

LOWSTER T
LMSTIT 57
LSTIE CF @) &2 34 03 48

LOORSTIE CF &5 08 22 M N 0
LEATES C7 &5 04 B3 TF B8 00
LEOATIE C7 &5 CF B 7Y B 00
T
LONSTAR C7 &% DR B3 7Y 0 0D
LOORSTER C7 45 04 B T 0 00
LISSTHE €7 45 D4 MY TP
LRSTEF O &5 DO B8R T
TSTEE CT &5 08 B0 T
LRI CF &5 04 84 T
LRSI CF &5 58 @3 T
LRORATIE CT 85 BC BY T

I0C_AFFITARTING,

106_SIILALL,
IDC SIZENESW,
IDC SIZEMS,

EEEEEREEEE
EEZEZ2EZEE
ERRRRRRAR AR AR SRR RN

LRSS TR C7 45 P8 @4 T I0C_ SIZESWAL,
LBMSTHY CF 45 T @Y " s
LobSTHE 33 FF ;E—i:‘;:i"
LTl 85 71 ad 3l [eburdin X ald
— et L MATT
s A | H
= . .
(It I for [int 1 = OF & % :'..lc"msl:.._'.t.:: 48
3ol AN Lox_ 203N {
1ot 7an 59 44 50 G0 e maw, [Hgredl e pCursoniee | = erfeairrayii] = CursorReshrrayii):
s rer 59 et s § lpterstemass =_Cerscrandiedsray (i) = LosdCerser (WULL, Cersormesdrrayal)s
10905 TAS 4 00 it LJ HESCELE L] 1
10005 124 B9 44 L0 L {ed s o I
1033720 PP 1% JO F3 @1 10 eall word
105 TR B0 B -
osen ey 47 s
1osetoee B3k o sa w4
10090789 &) PP 2D Ee i, e
10008 P8 T £ i At Lok Lt TAY
T
L]
PR =
[ rax, sbx
[ esi
Teave

et
tlurserTndo_ 103700 cods

Left: rain.sdb; Right GhOstRAT 3.6 Source Code Cursorinfo.h
Last Words

Judging based on the C2 callback and commands, the rain.sdb payloads are definitely a variant of BBSRAT.
Perhaps the name BBSRAT is now not as descriptive as it was in 2015, since the callbacks are no longer HTTP

requests to URLs resembling bbs forums.

I was not able to find samples from the Winnti Group that contain the mutexes mentioned by Trend Micro, if
anyone has any of such samples please feel free to contact me;) I’ll be happy to be able to do a matching to see if

the binaries share any code!
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Drop me a DM if you would like to share findings or samples ;)
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