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WebDAV Traffic To Malicious Sites

Published: 2017-11-13 - Archived: 2026-04-05 20:28:42 UTC

I observed WebDAV traffic to malicious sites in the past (in proxy logs), and recently I took some time to take a

closer look.

TL;DR: when files are retrieved remotely with the file:// URI scheme on Windows, Windows will fallback to
WebDAV when SMB connections can not be established.

I did my tests with 2 Windows 7 VMs on the same subnet, one Windows 7 machine with IIS/WebDAYV, and the
other Windows 7 machine with Word 2016 and a .docx document with a remote template (template.dotx) (using
the file:// URI scheme). The Windows firewall on the IIS machine was configured to block ports 139 and 445.

When the .docx document is opened, Word will retrieve the template:

Contacting: \\192 168,

Here is the URI:

B @DidierStevens — O e

C:\Demo>zipdump.py -y #s#file: WebDav-template.docx
Filename Decoder YARA namespace YARA rule
9 word/_rels/settings.xml.rels default string

.openxmlformats.org/package/2006/relationships™>
hemas . openxmlformats. org/officeDocument/2806/relations|

C:\Demo>,

First we see attempts to connect on ports 445 and 139 on the IIS machine (SYN packets):
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Mo, Time Saurce Destination Protocal  Length Streamindex  Info
C 22 2817-11-12 12:56:54.587127 192.168.232.132 192.168.232.131 TCP 66 1 49161 + 445 [SYN] Seq=0 Win=8192 Len=8 MS5-1468 WS=256 SACK_PERM=1

38 2817-11-12 -712117 Veware_ec:ee:3a Broadcast Who has 192.168.232.132? Tell 192.168.232.2
31 2017-11-12 -T12152 Vmware_70:62:06 Vmware_ec:ee:la 192.168.232.132 is at 0@8:9c:29:78:62:26
37 2817-11-12 1@88.821239 192.168.232.132 192.168.232.131 Hame guery NBSTAT *<B8:<883><88><0@8><B0><B0> <803 <B8><08><B0> <00 <8B3 B> <003 <08

38 2017-11-12 .532884 192.168.232.132 192.168.232.131 Name query NBSTAT *<@8<@a: (-] (]
39 2017-11-12 .848789 192.168.232.132 192.168.232.131 Name guery NBSTAT *<88><@8><0a: 80> < 08> <08 80> <B8><08: ¥

41 2017-11-12 12:57:84,257992 Vmware_70:62:26 Vmware_ec:ee:3a who has 192.168.232.27 Tell 192.168.232.132
42 2817-11 :57:84.258141 Vmware_ec:ee:3a Vmware_78:62:a6 102.168.232.2 is at @0:50:56:ec:ee:da

45 2017-11-12 12:57:16.685796 192.168.232.132 192.168.232.131 NBNS EF Hame query NBSTAT *<88><@8><08><B8><BE><80><08><80><08><BR><00><BR><B8><08><Ba>
46 2017-11-12 12:57:18.116529 192.168.232.132 192.168.232.131 NBNS 92 Hame guery NBSTAT *<88><@e 20 20
47 2017-11-12 12:57:19.621426 192.168.232.132 192.168.232.1301 NENS 92 Name gquery NBSTAT *<8@><@d B0 <88 B0 B

Time of Day Process Name PID  Operation

WIN-DFGODF5ESSC localdomain: 45161 -> 152 168 232 131 microsoft-ds SUCCESS
WIN-DFGODF5ESSC localdomain 43163 - 192.168.232.13 1 :netbios-ssn

12:56:58.5399381 PM &' System 4 a4 TCP Reconnect WIN-DFGODF5ESSC localdomain:49162 -» 192 168.232.131 microsoft-ds SUCCESS
12:57.03 5090295 FM LSystem 4 &TCF‘ Reconnect WIN-DFGODFSESSC localdomain 45161 -» 152 168.232 131 :microsoft-ds SUCCESS Length: 0, seqnum:....
12:57:04 6011758 PM 8! System 4 &TCF‘ Reconnect WIN-DFGODFSESSC localdomain 49163 -» 152.168.232 131 netbios-ssn

Length: 0, seqnum:....
12:57:04.62121 15 PM FSEem 4 &TCF‘ Rec_onned WIN-DFGODFSESSC localdomain 49162 -> 152 168.232.131:microsoft-ds ¥

There are no packets coming back from the IIS machine (I blocked port 139 and 445), and after almost 30 seconds

we see an HTTP request to port 80 on the IIS machine:

48 2017-11-12 12:57:21.769201 192.168.232.132 192.168.232.131 TCP 66 4 49165 + 88 [SYN] Seq=@ Win=B192 Len=8 MSS5=1456@ WS=256 SACK_PERM=1

49 20917-11-12 12:57:21.769987 Vmware_B6:d3:8e Broadcast ARP 68 who has 192.168.232.1327 Tell 192.168.232.131

58 2017-11-12 12:57:21.778€13 Vmware_70:62:a6 Vmware_B6:d3:8e ARP 42 192.168.232.132 is at @@:@c:29:79:62:a6

51 2017-11-12 12:57:21.770367 192.168.232.131 192.168.232.132 TCR 66 4 B8 = 49165 [SYN, ACK] Seq=@ Ack=1 Win=8192 Len=8 M55=1468 WS=256 SACK_PERM=1

52 2017-11-12 12:57:21.770481 192.168.232.132 192.168.232.131 TCP 54 4 49165 + 8@ [ACK] Seg=l Ack=1 Win=65536 Len=@

53 2017-11-12 12:57:21.771627 192.168.232.132 192.168.232.131 HTTP 158 4 OPTIONS / HTTP/1.1

54 2017-11-12 12:57:21.772796 192.168.232.131 192.168.232.132 TCP 1514 4 B@ + 49165 [ACK] Seq=1 Ack=105 Win=§5536 Len=145@8 [TCP segment of a reassembled PDU]

This is a WebDAV request, notice the User Agent string “DavClnt”:

OPTIONS / HTTP/1.1
Connection: Keep-Alive
User-Agent: DawvClnt
translate: T

Host: 192.168.232.131

This TCP connection originates from the Word process:

12:57:21.7704892 PM [EWINWORD EXE 3056 44 TCF Connect  WIN-DFGODF5ESSC localdomain:49165 -> 192.168.232.131 htp SUCCESS Length: 0, mss: 14...
12:57:21.7728881 PM [EWINWORD.EXE 3056 4k TCP Send WIN-DFGODFSESSC localdomain 43165 -> 192.168.232.13 1 :http SUCCESS Length: 104, starti.
12:57:21.7725850 PM_[[F WINWORD EXE 3056 a&TCP Receive  WIN-DFGODF5ESSC localdomain: 43165 -» 152.168.232 13 1:htt SUCCESS Length: 1486, s

And about 3 seconds after this request, we get another WebDAV request:

59 2017-11-12 12:57:24.844761 192.168.232.132 192.168.232.131 TP 66 5 49166 + 88 [SYN] Seq=8 Win=8192 Len=@ MS5=146@ WS=256 SACK_PERM=1

6@ 2017-11-12 12:57:24,B84542@ 192.168.232.131 192.168.232.132 TCP 66 5 BB + 49166 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=@8 M55=1458 WS=255 SACK_PERM=1
61 2017-11-12 12:57:24.845571 192.168.232.132 192.168.232.131 TCP 54 5 49166 + 88 [ACK] Seq=1 Ack=1 Win=65535 Len=@

62 2017-11-12 12:57:24.845843 192.168.232.132 192.168.232.131 HTTP 186 5 OPTIONS / HTTR/1.1

63 2017-11-12 12:57:24.846732 192.168.232.131 192.168.232.132 TCP 1514 5 88 + 49166 [ACK] Seq=1 Ack=133 Win=65536 Len=146@ [TCP se

For this request, the User Agent string is “Microsoft-WebDAV-MiniRedir/6.1.7601”.

This TCP connection originates from the WebClient service:

12:57:24 8455447 FM Esvchost.e:ne 444 4L TCP Conmect  WIN-DFGODFSESSC localdomain:497166 -> 192.168.232.131:http SUCCESS Length: 0, mss: 14...
12:57:24.8468242 FM 8 'svchost.exe 444 2% TCP Send WIN-DFGODF5ESSC localdomain:43166 -> 132,168 232131 hitp SUCCESS Length: 132, starti...
12:57:24 8465142 PM B-'svchost exe 444 éTCF‘ Receive  WIN-DFGODFSESIC localdomain:43166 -> 192.168.232.131:http SUCCESS Length: 1486, seq...
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This service was not started:

File Action VWiew Help
& |EE = HE »anp

Sﬂ Services (Local)

A

WebClient MName Description Status Startup Type LogOnAs =

-%TPM Base Services  Enables acc... Manual Local Service
Start the service

-%UPnP Device Host  Allows UPn... Manual Local Service
Sq User Profile Service  This service .. Started Automatic Local Syste...
Description: -%Virtual Disk Provides m... Manual Local Syste...
Enables Windows-based programsto 7% ytware Alias Ma...  Alias Mana... Started  Automatic Local Syste...
E;i?;fﬁ;:.Elf‘sil'?i::ierrrlf‘i):elfij; I:tzepr;:: f.e) VMware CAF AM...  VMware Co... Manual Local Syste...
these functions will not be available, o VMware CAF Man... Vhware Co...  Started Automatic Local Syste...
If this service is disabled, any services . VMware Physical ... Enables sup... Started Automatic Local Syste...
that explicitly depend on it will fail to 2% yhware Snapshot.. VMware Sn...  Started  Manual Local Syste...

start, . .
L5 Viware Tools Provides su...  Started Automatic Local Syste...

-%Volume Shadow C... Manages an... Started Manual Local Syste...

Enables Win... Manual Local Service
L5 Windows Audic Manages au... Started Automatic Local Service
-%Windows Audio E.. Manages au... Started Automatic Local Syste...
-%Windows Backup Provides Wi... Manual Local Syste...
-%Windows Biometri... The Windo... Manual Local Syste...
-%Windows CardSpa... Securely en... Manual Local Syste...
-%Windows Color Sy.. The WesPlu.., Manual Local Service
-.{‘%Windows Connect... WCMNCSVC ... Manual Local Service
-%Windows Defender Protection a... Autornatic (D... Local Syste... i

P — - | »

Extended /‘;Standard /

The svchost service host process will load and start the WebClient service:
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£ Process Monitor -

File Edit Event Filter Tools Options  Help

|l | XBE  TAS | B #HH
Time of Day Process Name PID Operation Path Resuk Detail r

12,57:23. 7423583 PM W7 svchost exe =R9900ml(ey HKLM\System\CumentControl Set \services\WebClient SUCCESS Desired Access: R...
12:57:23 7423887 PM W svchost exe HKLM\System\CumentControl Set \services\WebClient SUCCESS Query: HandeTag...
12:57-23 7424127 PM ¥ svchost exe 444 #%Reg0penkey  HKLMNSystem\CumrentControl Set \services \WebClient\Parameters SUCCESS Desired Access: R...
12:57:23 7424715 PM ¥ svchost exe RegCloseKey — HKLM'\System'CumentControl Set'services \WebClient SUCCESS
12:57:23.7425038 PM ¥ svchost exe RegQueryValus HKLM\System'\CumentControl Set'\sarvices\WebClient'\Parameters'.Service DIl  SUCCESS Type: REG_EXPA...
12:57:23 7425387 PM W svchost exe 444 @ RegQueryValue HKLM\System'\CumeniControlSet'services\WebClient\Parameters'\ServiceM... NAME NOT FOUND Length: 144
12:57-23.7425821 PM l_svd-losl.ane 444 @ ReqOuenyValue  HKLM\System'\CumentControlSet \services\WebClient\Parameters\SenviceM... NAME NOT FOUND Length: 144
12:57:23 7430465 PM " svchost e 444 B CreateFie C\Windows" System 32" Web(Cint dl SUCCESS Desired Access: R.
12:57:23. 7434542 PM W7 svchost exe QueryBasicinfor...C:\Windows"System 32\ WebCint dl SUCCESS Creation Time: 11/2...
12:57:23 7434914 PM ¥ svchost exe CloseFie C:\Windows\ System32\WebCint dl SUCCESS
1257237437011 PM ¥ svchost exe 444 2\ CreateFie C:\Windows\System32\WebCint dl SUCCESS Desired Access: R...
12:57:23 7438651 PM T svchost exe 444 ;CredeﬁeMapp...C:\%dows\Smnn\Webﬂi.d FILE LOCKED WI... SyncType: SmcTy... s
12:57:23.7438957 PM W svchost exe 444 2 QueryStandard|...C:\Windows'\System 32\WebCint di SUCCESS AllocationSize: 262... b
12:57:23.7439303 PM ¥ svchost exe ReadFie C:\Windows'System32'WebCint dll SUCCESS Offset: 0, Length: 4.,
125723 7557723 PM W svchost exe ReadFie C:\Windows"\System 32\ WebCint dl SUCCESS Offset: 257.536, Le...
12:57:23.7587128 PM & svchost exe 444 gﬁeﬂeﬁeﬂapp...t:\%dows\?rﬁanﬂ\wwd SUCCESS SyncType: SncTy...
12:57:23.7590824 PM " svchost exe 444 Load Image C\Windows"\System 32\ Web(Cint dl SUCCESS Image Base: xe...
12:57:23.7591634 PM ¥ svchost exe iacuﬁo C:\Windows\System 32\.WebCint i SUCCESS
12:57:23. 7592452 PM W svchost exe ReadFie C:\Windows'\System 32\ WebCint dll SUCCESS Offset: 256,000, Le...
12:57:23.7599505 PM & svchost axs 444 S\ ReadFi= C\Windows'\System 32\ WebCint dl SUCCESS Offset: 202,752, Le...
12:57:23. 7610505 PM ¥ svchost exe 444 A\ ReadFie C:\Windows"\System32\WebCirtdl SUCCESS Offset: 194,560, Le...
12:57:23.8042120 PM ¥ svchost exe ReadFile C:A\Windows\System 32\WebCint di SUCCESS Offset: 250,820, Le...
12:57:23.8055141 PM ¥ svchost exe 444 Sk ReadFle C:\Windows\System32\WebCint dl SUCCESS Offset: 2,048, Leng...
12:57:23.2065302 PM & svchost axs 444 9\ ReadFi= C-\Windows'\Systam 32\ WebCint dl SUCCESS Offset: 2,048, Leng...
12:57:23 073782 PM W svchost exe 444 ShReadri= C:\Windows"\System32\WebCiridl SUCCESS Offset: 219,136, Le...
12:57:23.8082261 PM ' svchost exe RegQoseKey  HKLM\System'CumertControlSet'\services \WebClient\Parameters SUCCESS
12:57.23.8084129 PM Esvohoum RegOomKey HKLM"\System"\CurentControl Set'\Services\WebClient | Parameters REPARSE Desired Access: Q...
12:57:23 8084995 PM §-'svchost exe HKLM"System"CumentControl Set'\Services'WebClientParameters SUCCESS Desired Access: Q...
12:57-23 8085798 PM ¥ svchost exe 444 ‘F{eg()u.uw‘alue HKLM"\System"\CurrentControl Set\services \WebClient\Parameters\ServerNo... SUCCESS Type: REG_DWO...
12:57:23.8086392 PM ' svchost exe 444 B\ ReadFie CAWindows'\System 32\WebCint dl SUCCESS Offset: 235,520, Le...
12:57:23.8094167 PM Eevchcam RegQueryValue HKLM\System'\CumentControlSet'\sarvices \WebClient'\Parameters \AcceptOf... SUCCESS Type: REG_DWO...
12:57:23. 8095158 PM 8-'svchost exe 444 RegQueryValue HKLM\System‘\CumertControlSet'\services \WebClient'\Parameters'\SupportL... SUCCESS Type: REG_DWO...
12:57-23 8095461 PM W svchost exe 444 @ ReqOuenyValue  HKLM\System'\CumentControl Set \services\WebClient\Parameters\FileSzeLi... SUCCESS Type: REG_DWO...
12:57-23.8095858 PM &' svchost exe 444 @ ReqOueryValue HKLM\System'CumentCortrol Set\services\WebClient \Parameters'\File Attribu... SUCCESS Type: REG_DWO...
12:57:23.8096073 PM ¥ svchost exe RegQueryValue HKLM\System'\CumentControlSet'\services \WebClient'\Parameters'\BasicAut... SUCCESS Type: REG_DWO...
12:57:23.8096277 PM ¥ svchost.exe 444 @Y ReglueryValue HKLM\System'CumertControlSet'services\WebClient \Parameters'\LocalSer... SUCCESS Type: REG_DWO...
12:57-23 B096475PM B 444 @ ReqQuenyValue HKLM\System'\CumentControlSet \services\WebClient\Parameters\Intemst 5. SUCCESS Type: REG_DWO...
12:57-23.8096664 PM 444 @ ReqQueryValue HKLM\System"\CumeniCorttrol Set\services\WebClient \Parameters\SendRec... SUCCESS Type: REG_DWO...
12:57:23.8096894 PFM RegQueryValue HKLM\System'CumertControlSet'\services\WebClient'\Parameters'\AuthForw... NAME NOT FOUND Length: 144
12:57.23.8057116 PM RegQueryValue HKLM\System\CumentControl Set \services'\WebClient \Parameters' Allowinva... NAME NOT FOUND Length: 144 i

87 Banlloeakan HELA A eraed (T S AW ahCliant' B SLICCESS

Page 4 of 7



https://blog.didierstevens.com/wp-content/uploads/2017/11/20171112-131046.png
https://blog.didierstevens.com/wp-content/uploads/2017/11/20171112-131046.png

https://blog.didierstevens.com /2017 /11 /13 /webdav-traffic-to-malicious-sites/

- —
27 Event Propertics "W :m . — et W || [ )
Event |Process Stack
Frame Module Location Address Path
KD ntoskml exe F=RtI TeardownPerStreamContexds + (117d A B0002d5abfd  C\Windows system 32 \ntoskml exe
K 1 ntoskml.exe RtlAre AllAccessesGranted + (3ba DA E0002d8b42 C\Windows'system 32 \ntoskml exe
K2 ntoskml.exe MiSetinformationProcess + x1deS DA 2000208385  C \Windows system 32 \ntoslml exe
K 3 ntoskml.exe KeSynchronize BExecution + be3ad3 DA B00022%e8d3  C \Windows system 3Z\ntoslml exe
|| U4 nididl MiCreate ThreadEx + (a 77451d% CA\Windows \SYSTEM32\ntdll dl
1 u KERMELBASEdI CreateRemoteThreadEx + (163 [ Fefd48bda3 CA\Windows'system32\KERMNELEBASE dll
: kemel32 d CreateThread + (36 CA\Windowssystem 32\kemel 32 dil
l WebClrt dil SwchostPushServiceGlobals + (e36F [ Feebdd71d7 C:\Windows\System 32 WebCint dll i
I ‘WebClnt.dl Davinit + bec? [ Fecblda036 CA\Windows\System 32\ WebClnt dll
l ‘WebClnt.dll Davinit + Dedc [ Feebdd7dc CA\Windows \System 32\ WebClnt dll
1 U 10 WebClnt.dl ServiceMain + bcX6 [(x FechId 766 CA\Windows \System 32\ WebClnt dll
|| U 11 svchostexs swchost exe + (1344 Deff1b1344 C:\Windows'\system32'\svchost .exe |
| U 12 sechostdl RegisterServiceCtiHandlerExA + 269 [ Feffbaadad C\Windows\SYSTEM32sechost dil
: U 13 kemel32dl Base ThreadInit Thunk + (kd [ 77 X652d CWindows'\system32'kemel 32 dil |
i U 14 nididl RtlUserThreadStart + (21 77420521 C:A\Windows \SYSTEM32 ntdll dl
| |
|| |
| |
| |
| |
[ |
|| |
| |
|
1 Prope'ﬁes...] [ Search... ]| Source... | [ Save... ] i
[
[
| [ Next Highlighted | copyal || close |
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File Action View Help

&= |[EE o= HE »anp

ﬂ,,} Services (Local)

WebClient

Stop the service
Restart the service

Description:

Enables Windows-based programs to
create, access, and modify Internet-
based files. If this service is stopped,
these functions will not be available.
If this service is disabled, any services
that explicitly depend on it will fail to
start.

Mame

-ﬂ-;éTPM Base Services
£ UPnP Device Host
ﬂ.o, User Profile Service
4 Virtual Disk

S5 VMware Alias Ma...
L Whhware CAF AM...
-%VMware CAF Man...
L WWhware Physical ...
5 Vlware Snapshot...
£k VMware Tools

% Volume Shadow C...
# 1 \WebClient

7 Windows Audio

2 Windows Audio E...

-%Wind:}ws Backup

-ﬂ.-;;f,Windows Biometri...
-ﬂ_-;;f,Windows CardSpa...
. Windows Color Sy...
-ﬂ_-.;;Windows Connect...
5. Windows Defender

Description

Enables acc...
Allows UPn...
This service ...
Provides m...
Alias Mana...
Vhware Co...
Vhware Co...
Enables sup...
Vhware Sn...
Provides su...
Manages an...
Enables Win...
Manages au...
Manages au...
Provides Wi...
The Windo...
Securely en...
The WesPlu...
WOCNCSVC ..

Protecticn a...

Status

Started

Started

Started
Started

Started

Started

Started
Started

Started

Startup Type
Manual
Manual
Automatic
Manual
Automatic
Manual
Automatic
Automatic
Manual
Automatic
Manual
Manual
Automatic
Automatic
Manual
Manual
Manual
Manual

Manual

LogOnAs =+
Local Service
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service
Local Service
Local Syste...
Local Syste...
Local Syste...
Local Syste...
Local Service

Local Service

Automatic (D, Local Syste.. _

| »

Extended ;{Standard /

WebClient (WebClnt.dll) is the WebDAV service:
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= @] s
- L]
@uv| \ v Computer » Local Disk (C:) » Windows » System32 » ~ | ¥4 || Search System3Z P |
=
Organize * [=%] Open with... New falder _J =| WebCintdIl Properties bl @
5r Favorites Name | General | Security | Details | Previous Versions | x
WEB.rs 4 KB
Bl Desktop I_I Property Value
i Downloads %] webcheck.dll — 4 KB
& OneDrive | WebClnt,d Description 3 KB
. %) webio.dll File description  Web DAV Service DLL 7 KB
il Recent Places '_' ’ . Type Application extension
i mebserace=dl Fle version  6.1.7601.17514 f e
- Libraries %] wecapi.dl Product name  Microsoft® Windows® Operating System 7 KB
@ Documents (%] wecsve.dll Product version 6.1.7601.17514 2 KB
Jﬁ Music =7 wecutil Copyright @ Microsoft Corporation. All rights reserv... 1KB
&) Pictures %] werdll Size 252 KB 3 KB
Date modified  11/21/2010 4:24 AM
B Videos (%) werconcpl.dll i ) 1 KB
Language English {United States)
I wercplsupport.dil Original flename davsve dl L
'% Homegroup (%] werdiagcontroller.dll 4 KB
Bl WerFault 6 KB
1% Computer [ WerFaultSecure 6 KB
5 wermgr 0 KB
G"F Metwork (%[ wersve.dll 5 KB
18 WIN-DFGODFSESSC (2l weruidl 0KE g
%] wevtapi.dll g KB
|| wevtfwd.dll Remove Properies and Personal Information 4 KB
1% wevtsve.dll 3 KB -
s WebClntdl Date modified: 11/21/208) ok || Cancel Apply
*vlé; Application extension Size: 252 KB

To summarize, when the file:// URI scheme is used in a Word document and SMB connections can not be

established, we will see WebDAV requests from:

1. Word (DavClnt)
2. WebClient service (Microsoft-WebDAV-MiniRedir/6.1.7601)

I’ve observed the same behavior with Windows 10 (with a different version number for the WebClient User Agent

string).

When the document is opened a second time, there is no WebDAYV request from Word (1), only requests from the
WebClient service (2).

When I stop the WebClient service and reopen the document, there is first a WebDAYV request from Word (1)
followed by requests from the WebClient service (2).

When I disable the WebClient service and reopen the document, there are no more WebDAYV requests at all.

Source: https://blog.didierstevens.com/2017/11/13/webdav-traffic-to-malicious-sites/
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