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Malware-Traffic-Analysis.net - 2017-12-22 - Remcos RAT infection
from RTF using CVE-2017-0199 exploit

Archived: 2026-04-05 22:36:03 UTC

NOTICE:

e The zip archives on this page have been updated, and they now use the new password scheme. For the new

password, see the "about" page of this website.
ASSOCIATED FILES:

e 2017-12-22-Remcos-RAT-malspam-example.eml.zip 39.9 kB (39,866 bytes)
e 2017-12-22-Remcos-RAT-infection-traffic.pcap.zip 1.0 MB (1,044,961 bytes)
e 2017-12-22-malware-from-Remcos-RAT-infection.zip 1.9 MB (1,880,322 bytes)

NOTES:

e On 2017-12-21, I saw malspam dated 2017-12-21 with an RTF attachment using CVE-2017-0199 to push
Remcos RAT.

o Today's post-infection traffic is similar to Remcos RAT post-infection traffic I reported almost 2 months
ago on 2017-10-27.
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From email: RTF attachment
using CVE-2017-0199

Remcos RAT installer

Post-infection traffic on
185.62.190.214 port 1695

Shown above: Flowchart for today's infection.

WEB TRAFFIC BLOCK LIST

Indicators are not a block list. If you feel the need to block web traffic, I suggest the following domains and
URLs:

o hxxps[:]/streetsavel.]club/styles/break/beta.hta
e hxxps[:]/regwide[.]club/images/scale/nile.php
o hxxps[:]/regwidel[.]club/images/scale/nite.exe

e darlz.freeddns[.]org

IMAGES
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Invoice — Mozilla Thunderbird

=EEs

Reply

From Helen Rowe <admin@besita.tk>fﬁr‘

Subject Invoice

to Helen Rowe <order.sbsbio@outlook.com> ok

4 Reply | “® Reply ALl ~

Date Thu, 21 Dec 2017 13:56 UTC

= Forward | More~

Awalt

Helen

Hi sir,
IMPORTANT! !
The amount in the attached invoilce 1s incorrect.

Please, make an amendment so that we can be able to process the payment
accordingly as directed Thanks.

your reply.

Rowe

Purchasing Department
(281)592-1328 x 112 Fax: (281)592-7019

- @

1 attachment: Proforma invoice.doc 324 KB

¥ Save ~

| Proformainvoice.doc 374 KE

Shown above: Screenshot of the email.

] ™ R L] AR Proforma invoice.doc [Compatibility Mode] - Microsoft Word
= Home Insert Page Layout References Mailings Review View
Proforma
invoice.doc
Microsoft Office Word L= ]

:E This document contains links that may refer to other files. Do you want to update this document with the data from the linked files?
Show Help ==

“Proforma invoice.doc™ 58 characters (an approximate value). |i'EH BRI EE

Shown above: The attached .doc file is actually an RTF that uses CVE-2017-0199. I clicked my way "yes" to an
infection!
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Open File - Security Warning | = J
The publisher could not be verified. Are you sure you want to
run this software?
@ Name: ..Users) \AppData\Roaming\foxread.exe
Publisher: Unknown Publisher
Type: Application
From: C\Users\ \AppData\Roaming\foxread....
Always ask before opening this file
This file does not have a valid digital signature that verfies its
publisher. You should only run software from publishers you trust.
How can | decide what software to run?
e o

Shown above: The exectuable for Remcos RAT needed my permission to run.

Filter: ssl.handshake.type == 1 or (!(tcp.port eq443) and tcp.  Expression.. Clear /Apply Save

Date/Time Dst port | Server Name Info

2017-12-22 27 148.163.124.20 : streetsave.club Client Helle

2017-12-22 00:27:04 148.163.124.20 443 streetsave.club Client Hello

2017-12-22 00:28:33 148.163.124.20 443 regwide.club Client Hello

2017-12-22 00:29:41 10.12.22.1 53 Standard query 0xe215 A darlz.freeddns.crg
2017-12-22 00:29:41 10.12.22.101 57601 Standard query response Oxe2lS A 185.62.190.214

Shown above: Trdffic from the infection filtered in Wireshark.

# Result Protocol Host URL Body Content-Type Process

E 2 200  HTTPS streetsave.dub /styles/break/beta.hta 1,243 applicationfoctet-stream  winword: 1072
@4 304 HTTPS streetsave.dub [styles/break/beta.hta 0 mshta: 1612
A8 302  HTTPS regwide.dub fimages/scale/nile.php 5 text/html; charset=UTF-8 iexplore:2476
Els 200  HTTPS regwide.dub  fimages/scale/nite.exe 999,301 application/x-msdownload  iexplore: 2476

Shown above: HTTPS trdffic as seen in Fiddler.
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Date/Time Src port | Dst port | Info

2017-12-22 00:29:34 10.12.22.101 49511 185.62.190.214 1695 49511-+rrilwm [ACK] Seg=1 Ack=1 Win=65536 Len=(

Vot B B Y=Y ¥t A 1m0 1 Asrn LW = L W= a1 a A Py ol A = | [ == ] W a F. | 3 3 = e =
Follow TCP Stream (tcp.stream eq 3) HILJIAJ
Stream Content
[7.."..*.B..N..7.W.!D..... n.Jo
[..u3G.xC.of....... @.0Fs)6ed .'WS..s....bS....*.q.CH..I...7m....... =MLY
[Fisoaltbefosononoc S bon ot P e 00 obinedhio ool 659 o ol5e * ...... Zil...|fx....Q=x.{/.b..C...U
[12 Sy S i S TN Y S G e O 1 W —— Toog @ ..... R I - g.D.Y.q.
{....a.m! .fk..... 1.~X[q,...: |.lm...>..... S G g .20.#\..5.
n...cs.d..sb.7.@g.V.4 ...Y..... U.wR{=.E..J.L...].UP. yeq-: w31\,
Ne..uX...u..a.U...... zal.:;,...Tes..2...T.a
e . (ioa|
Haoat U scnanc M ool o ancnoaos Bra. LY T o 0 o b b Daaanns hz 4.t
WeRodonoane L P (ROl eeeae i...04....0V. . 8k+. 0. b= o> *b, L F{gl]
C...R...T].JL eSS, 2 JE=9. KX he BT e Rl ~.[U.b.l<.~Z.%.K.Y.=<..5u.70C..
X codovo(go-aje.t. ®BuL....1.8P. ..., 1.2z1..j..'..%.B.gL....].8P..... 1.Zz8>. .DwWn...|
k R. .).omGy.f..AzT..0. \....Zm5.“...(..nm.jb....2n..(..c.\..k.
$L..Q ...... Lo*B..L....l.8P.. ... 1LoZil o oot o omlE Belbn s nal) o Ehanaa L.Zz+>. Wi\
=ik R . mL_y fI (L G ..... N XmQL .. +..n{.7b.oiena* [ %% L WYL S
........ Yool ool alle ]SP.....l.ZZI..j..'..*.B.HL....].SP.....l.ZZS:-..Dh‘n..J
=..k..R..).6mGy.f. ﬁzT O =y Zme A LR i O o RS I e SR @
beollonl ocolhollonosdditsenac 'L.ZzI..j..'..*.B./
LoooeldEboone 1.224>. . WR. . .w=. .d..6..x.8.3.00... B....j..'..®.B..L....].8P..... 72 5l |maR e b/
L....1.8P..... 1.Zz4>..WWR...w=..d..6..q.b.J...... Bevv.J..'..®.B..L....].BP..... 1.z21..3.."..*.B.oL....]
8P..... 1.2z8>..0Wn...|=..k. R <) .OmGy.T. . A2T. 0. ...>\....2Zm5." el Ea i e o e T a o0 o 8..%
K2T..::80:::::::: K
colloat ot tfhelocecdcfE naec 1.Z2L..j.. .. *.B.4L....1.8P..... 1.2z>>. .DWG. .be.5.d. .6, .u.i*.0.j.."..*.B..
| - e o R e 1.2ZzN>..-W..L. =R.!..R. 2=-me fR.Sz
Moo®@hooot E....I...w...]’!..]..'."‘E clicocelclFoonac L7500 ailan ann T b a s aalla Baaaan 1.22)>...WR...m=..a..
Shown above: Post-infection traffic from the Remcos RAT-infected host.
== = |

-
g Registry Editor

File Edit View Favorites Help

! 't'IEJ Computer * || Mame Type Data
> :Egﬁﬂiﬁ;ﬁg E 5] (Default) REG_SZ (value not set)
a4 A_ S = [#%)EXEpath  REG_BINARY a5 60 7c 77 81 d6 3f 89 8c 1b 1a 3f d2 97 d8 6 d6 419 c2 2c 28 9b 08 4F 9c 14 72 41 7f d2 5F 47 bb €7 24 Bc 64 5 0F 44 9...
. AppEvents
. Console

Control Panel
-, Environment
-4 EUDC

, Identities

. Keyboard Layout
MNetwork

- Printers

. Software

b)) Adobe

b - | AppDatalow
1. Classes

- | dizy-937GNR =

4 1 L3

Computer\HKEY_CURRENT_USER\Software\dizy-937GNR

h

Shown above: Randomly-named key with binary data in the Windows registry.

Q Registry Editor

=@ = |

File Edit View Favorites Help

-« Jy RADAR = || Name Type Data
-1 Run 3 f,‘_'](Default] REG_SZ (value not set)

-4l RunOnce | | WindowsUpdate REG_SZ Ci\Users\[usemame]\AppData\Local Temp\58594949\mrk.exe C\Users\[usermname]\ AppDatatLocal\ Temp\ 5853494\VIE_WT~1

™

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

N

Shown above: Updated key in the Windows registry to keep the infection persistent.
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=@ =
@\;,ﬂ ) « AppData » Local » Temp b 58594949 ~ | 43 || Search 58594049 o
Organize - Include in library = Share with = Burn MNew folder E ey | @
Name‘k Date modified Type Size =
= adgmpd  12/18/2017 10:15 AM  MP4 Video 1KB
bpl.bd 1271872017 10:15 AM  Text Document 1 KB
cfm.ico 12/18/2017 10:15 AM  Icon 1KB
& eap.bmp  12/18/201710:15 AM  Bitmap image 1KB
0] edi.doox  12/18/2017 10:15 AM  Microsoft Office Word Document 754 KB
)| fop.mp3d  12/18/201710:15 AM MP3 Format Sound 1 KB
& fso.bmp  12/18/2017 10:15 AM  Bitmap image 1KB
] hdh.doox  12/18/2017 10:15 AM  Microsoft Office Word Document 1KE
hzg.xl 12/18/2017 10:15 AM XL File 1KB
ibh.ico 12/18/2017 10:15 AM  Icon 1KB
A igg.ppt 12/18/2017 10:15 AM  Microsoft Office PowerPoint 97-2003 Presentation 1KB
iss.d 12/18/2017 10:15 AM XL File 1KB
"j._ o, pdf 12/18/2017 10:15 AM  Adobe Acrobat Document 1KB
A jendcm 12/18/2017 10:15 AM  ICC Profile 1KB
jnuico 12/18/2017 10:15 AM  Icon 1KB
2 jslbmp 12/18/201710:15 AM  Bitmap image 1KB
Jtk.dat 12/18/2017 10:15 AM  DAT File 1KB
7 kaf.mpd 12/18/2017 10:15 AM  MP4 Video 1KB
krcico 12/18/2017 10:15 AM  Icon 1KB
beunw 12/18/2017 10:15 AM XL File 1KB
' lenump3 12/18/2017 10:15 AM  MP3 Format Sound 1KB
! lluemp3 12/18/2017 10:15 AM  MP3 Format Sound 1KB =
byl 12/18/2017 10:15 AM XL File 1KB
| © mikexe  1/29/20121034PM  Application 733Ke |
£ mso.bmp  12/18/2017 10:15 AM - Bitmap image 1KB
'i ovf.pdf 12/18/2017 10:15 AM  Adobe Acrobat Document 1KB K
| pusjpg 12/18/2017 10:15 AM - JPEG image
~agtiem 128207101520 1ccPofie L Autolt EXE renamed mrk.exe
= gmg,jpg  12/18/201710:15AM  JPEG image 5 5 _ " .
] qswppt  12/18/201710:15AM  Microsoft Offic running Scrlpt in file Vje=Wﬂ
rjv.d 12/18/2017 10:15 AM XL File
sll.dat 12/18/201710:15 AM  DAT File
st 12/18/2017 10:15 AM  Text Document
. srabmp 12/18/201710:15 AM  Bitrap image
TE tov.pdf  12/18/201710:15AM  Adobe Acrobat Document
M oucqmp3d  12/18/2017 10:15 AM MP3 Format Sound
_-_J:l_ ugo.pdf 12/18/201710:15 AM  Adobe Acrobat Document
0] upk.docx  12/18/2017 10:15 AM  Microsoft Office Word Docurment
) usq.mpd  12/18/2017 10:15 AM  MP4 Video
) vag.mpd  12/18/2017 10:15 AM  MP4 Video
wen.bd 12/18/2017 10:15 AM Text Docurnent
] vie.ppt 12/18/2017 10:15 AM  Microsoft Office PowerPoint 97-2003 Presentation
I_ vje=wtl 12/18/201710:15 AM  File 3.0 Klﬂ
] wdg.docx  12/18/2017 10:15 AM  Microsoft Office Word Docurment 1KB
M owwump3  12/18/2017 10:15 AM - MP3 Format Sound 1KB I

Shown above: Folder in the user's AppData/Local/Temp directory.
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vje=wtl (~/Downloads) - gedit

File Edit View Search Tools Documents Help
 EEEEEEEEEEE————
| B vie=wtl
il
2
3 #AsirGam eAy1@.P.UgYﬂHEA®~EEHCﬁE.e1 G 2y
4 #AsirGam eﬂ.@Yzhaﬂ. OEECILUY[EYEIEA] CBIOUAKI" O¢O©.U.0Yééo.2><80e6al OEEEWIO
5 #AsirGamelEg(Egz 2 ﬂﬂ_«MﬂHEYééée 2EUEYZIESZBAARY{ OREAPLYEEIOETDE " 2 V2 EEILS | OZEY1 Yh
6 ; BJaUzéueqRgyAR] i eOFORIExE~a}NOENA+[JY8YQEaDT£ET £YY »UARY
7 ; BIUERYEIERIPEIPMEOEEE1 165 »EEYEEYEUET®
8 #AsirGame[fJE)avYU-[EgoE2030I60¢~
9 ;yL3g°uixg»hzAq
1 L
; LEEEIROWASZOAPERY ARE
12 #ASl rGam elElaYzl GBI Yy EIV+A®i AL geY ~gg¥ - AabIWZze  ToNT E&RY\ EqUCEIEI AR DD
;1 ﬁ."oIEOeO
14 :E E}2"E | OBEIORYZEAT  eelpOf EAEIORYEY-ORYL «E@u
15 #AsirGameDcUYOQEIAI ¥ x[TIEIATP  eBli <2 ARIBI2h+12pUGRREY UYL ABIECN &1 CEIERINEIU+}
16 #AsirGame&? B8\ u§[EloBdebNET« W EICIeE =< 1P GEZAiwm[gwi YEIELez[s9e 2 ¥ AUCFEIqld
17 #AsirGame&@EgAuef 80AU[CRI»CEYI « By[EIUSAEIEIodEIPEad ferE Y URSEEooN: OEEEiest 1+ Aeplc i Uuggoi
cloal
18 ; ay+U[3gc
19 ;EIxA®UAGY g+IY~¢X
20 #AsirGameg01 1013 > uo+ €Y > FICUEHoEI0bUZ » | BlaCBARIAZ«ARg T 230 I BV EI€aateR] - 1 +@3Uan
21 #AsirGam e.I DW.EEI (Bgo"
22 ;0"@ozulY63-WaggioN0cesia] q.ﬂx.pEA.¢
23 ; .onOse,Eﬁ{ ER (BB E@ééEO »aB01 3595 EEEEIEIA L BaE
24 , U@ZeaOEﬁ.oY.oB.lE.zIE»n

S = fiememcemcesa A - TRTERF SN T PR S =le= T

Shown above: File run by the Autolt script engine, vje=wtl, as seen in a text editor.

INDICATORS

EMALIL DATA:

e Date: Thursday, 2017-12-21 at 13:56 UTC

e Subject: Invoice

e From: "Helen Rowe" <admin@besita[.]tk>

» Reply-To: "Helen Rowe" <order.sbsbio@outlook[.]Jcom>

e Message-ID: <b98edd6e87c6201c7056c859bb73b48a.squirrel@212.237.6[.]14>
e User-Agent: SquirrelMail/1.4.22

o Attachment: Proforma invoice.doc
TRAFFIC:

e 148.164.124[.]20 port 443 - streetsave[.]club - GET /styles/break/beta.hta (HTTPS)

e 148.164.124[.]20 port 443 - regwide[.]Jclub - GET /images/scale/nile.php (HTTPS)

e 148.164.124[.]20 port 443 - regwide[.]club - GET /images/scale/nite.exe (HTTPS)

e 185.62.190[.]214 por 1695 - darlz.freeddns[.]org - encrypted post-infection traffic caused by Remcos
RAT

MALWARE AND ARTIFACTS FROM THE INFECTED WINDOWS HOST:

e SHA256 hash:&bnsp; 1b78b77b4f571548df7d7a7e324bfe38425b901663906d91d7c5ec110a333a07
File size:&bnsp; 332,066 bytes
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File name:&bnsp; Proforma invoice.doc
File description:&bnsp; RTF document using CVE-2017-0199

e SHA256 hash:&bnsp; 402517926305219d9d482063334b9955866fbeb7fadd5fe9e0f72cc04a112173
File size:&bnsp; 1,243 bytes
File name:&bnsp; beta.hta

File description:&bnsp; HTML application (HTA) file to download the next-stage malware

e SHA256 hash:&bnsp; 9717a2ec51316ca3b97d5¢379e4b331e03e274dfd6de5433f3382b760f09b51b
File size:&bnsp; 999,301 bytes
File location:&bnsp; C:\Users\[username/\AppData\Roaming\foxread.exe

File description:&bnsp; RemcosRAT Installer for next stage of the infection

e SHA256 hash:&bnsp; fb73a819b37523126c7708a1d06f3b8825fa60c926154ab2d511ba668f49dc4b
File size:&bnsp; 750,320 bytes
File location:&bnsp; C:\Users\[username/\AppData\Local\Temp\58594949\mrk.exe
File description:&bnsp; Autolt v3 script engine (version 3.3.8.1) NOTE: This is a legitimate file. It is not

inherently malicious.

e SHAZ256 hash:&bnsp; fd00256c375f5d744d73a7ddba571f1887779af042bd6cf7100533c68c461a33
File size:&bnsp; 3,092,687 bytes
File location:&bnsp; C:\Users\[username/\AppData\Local\Temp\58594949\vje=wtl

File description:&bnsp; Autolt script file executed by mrk.exe

WINDOWS REGISTRY UPDATES:

e [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]|
"WindowsUpdate"="C:\\Users\\[username]\\AppData\\L.ocal\\Temp\\58594949\\mrk.exe C:\\Users\\
[username]\\AppData\\Local\\Temp\\58594949\VJE_WT~1"

e [HKEY_CURRENT_USER\Software\dizy-937GNR]
"EXEpath"=hex:a5,60,7c,77,81,d6,3f,89,8c,1b,1a,3f,d2,97,d8,f6,d6,4e,19,c2,2c,\
28,9b,08,4f,9¢,14,72,41,7f,d2,5f,47,bb,e7,24,8¢c,64,5,0f,44,91,cb,54,5f,1a,\
ba,bc,67,e6,94,1a,c0,54,66,67,c0,79,55,c1,8f,7c,29,3e,8a,08,bc,ed,f9,3f,51,\
6d,17,22,66,b1,c8,c8,a3,e0,27,f2,ac,f3,82,3b,ed,3e,2a,69,56,21,8b,85,f4,c0,\
35,47,be,02,9f,d0,a0,c7,2a,f0,87,28,83,42,7¢,97,2d,90,3b,c3

Click here to return to the main page.

Source: http://malware-traffic-analysis.net/2017/12/22/index.html
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