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Threat Actor Claimed to Breach Database of DimeCuba

By noname
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A data breach involving the Cuban-focused online platform, DimeCuba.com, has been claimed by the SILKFIN
AGENCY. According to the threat actor, the breach occurred on August 26, 2024, and reportedly compromised a
wide array of sensitive data, including over 1 million SMS records, more than 100,000 email records, and

extensive transaction details.

DimeCuba, widely used by Cubans living abroad, offers services such as mobile recharges, international calls, and
remittances. The compromised data allegedly includes private information from cardsims, admin and reseller
records, and various user transaction details. The attackers have also released samples of the stolen data to

substantiate their claims.
fb_sms_history_sample: ***
card_chatsim_sample: **#*
app_validation_codes_sample: ****
admin_and_resellers_sample: ****
mails_sample: *##%*

chase_payments_sample: ***

This breach, if verified, could have severe implications for the privacy and security of DimeCuba’s users and

highlights ongoing vulnerabilities in digital platforms handling sensitive personal data.
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