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 Tool: AppleSeed

Names
AppleSeed
JamBog

Category Malware

Type Backdoor

Description
AppleSeed is a backdoor that has been used by Kimsuky to target South Korean

government, academic, and commercial targets since at least 2021.

Information

<https://www.cybereason.com/blog/back-to-the-future-inside-the-kimsuky-kgh-

spyware-suite>
<https://blog.malwarebytes.com/threat-analysis/2021/06/kimsuky-apt-continues-to-
target-south-korean-government-using-appleseed-backdoor/>

MITRE ATT&CK <https://attack.mitre.org/software/S0622/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.appleseed>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool AppleSeed

Changed Name Country Observed

APT groups

  Kimsuky, Velvet Chollima 2012-Aug 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=048ca121-d219-429e-a7d5-71d342b8e73c
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