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Trickbot (it now has a Monero module)
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NOTICE:

e The zip archives on this page have been updated, and they now use the new password scheme. For the new

password, see the "about" page of this website.
ASSOCIATED FILES:

e Zip archive of the pcaps: 2018-02-01-Trickbot-infection-traffic.pcap.zip 9.5 MB (9,472,261 bytes)
e Zip archive of the malware: 2018-02-01-Trickbot-malware-samples.zip 542.2 kB (542,161 bytes)

INTRODUCTION

I infected a Windows host with the Trickbot malware from 2018-02-01 mentioned in this blog post from My

Online Security. I extracted the Trickbot binary located in a pcap from the Any.run analysis of the associated

malicious Word document.

The chain of events led from the email to --> link to a Word document --> enable Word document macro -->

Smoke Loader --> Trickbot.
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r '

I a r| @) 2018-02-01-Trickbot-malware-sample.exe Properties Y

| General | Compatibility | Security | Details | Previous Versions |

2018-02-01-T
rickbot-malw —— D
are-sample.e o
e Description
File description Difficulty. On the battlefield, Lxcio's cutting-ed...
Type Application
File version 1.0.0.228

Product name vbAutoErmror
Productversion 1.00.0228

Copyright foes back with blasts of sound
Size 556 KB (569,344 bytes)

Date modified  2/1/2018 250 PM

Language English (United States)

Original filename vbAutoErrorexe

Bemove Properies and Personal Information

OK ] I Cancel Apply

L "

Shown above: Trickbot binary extracted from the Any.run pcap.

I wanted to see what the Trickbot binary was doing, since I haven't looked at it in a while. This blog post only
reviews traffic and artifacts from a Windows host infected with the Trickbot binary, SHA256 hash
91£78068e996b1b32a3539746b6b683f5fad40e7be009b779c56e215b521df6c5.

TRICKBOT TRAFFIC

Trickbot network traffic in February 2018 is similar to what I saw in this ISC diary I wrote in August 2017. The
only difference is a Monero cryptocurrency miner (coin miner) in post-infection traffic in February 2018, which I

hadn't noticed before.
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Filter: http.request or ssl.handshake.type == 1 or (tcp.flagse ~ Expression.. Clear Save

Date/Time Dst port | Host Server Name | Info

2018-02-01 21:12:28 69.162.69.148 80 1canhazip.com GET / HTTRP/1.1
e .

2018-02-01 21:14:49 | 92.53.91.39 443 Client Hello

2018-02-01 21:17:12 J1594.87.111.151 447 Client Hello

2018-02-01 21:17:15 | 92.53.91.59 443 Clieg

Trickbot
traffic

:19:26 §154.87.111.151 447 Clie
19:43 192.53.891.589 443 Clie
23:16 | 1594.87.111.151 447 Clie
92.53.91.59 443 Client

IP address

Hello

92.53.91.59 443 Client Hello
2018-02-01 21:27:49 |194.87.111.15] 44Z Client Hello
2018-02-01 21:27:52 [92.53.91.59 Updated Client Hello
2018-02-01 21:29:28 |92.53.77.125 . : client Hello
2018-02-01 21:30:43 J194.87.111.151 Trickbot b'“ﬂW Client Hello

Client Hello
Client Hello
Client Hello
GET /solinger.png HTTP

2018-02-01 21:30:55 | 92.53.91.59
2018-D2-01 21:33:25 §J154.87.111.151
2018-02-01 21:33:28 32.53.91.59
2018-02-01 21:33:28 50.63.1596.49

valuesrevealed.com

Client Hello
spcnt Hello
nt Hello

82.53.77.125 443

Trickbot 92.53.91.59 443
92.53.91.59 443

: Monero post-
traﬁlc 82.53.77.125 443 nt Hello

2018-02-01 21:44:30 §92.53.77.125 443 Infectlon traﬁlc nt Hello
2018-02-01 21:46:51 §92.53.91.59 443 ient Hello

Shown above: Trickbot traffic (from the Trickbot binary) on 2018-02-01.

Trickbot SSL traffic is somewhat similar to what we've seen with Dridex SSL traffic in recent weeks. Today's
Trickbot traffic triggered Emerging Threats alerts for ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL
certificates detected (Dridex CnC), which I've seen with Trickbot traffic before. More importantly, rules from the
Snort subscriber's ruleset detected Trickbot SSL certificates, which better fits what I saw on 2018-02-01.

alert (/var/log/snort) - gedit (as superuser)

File Edit View Search Tools Documents Help
e

| ] alert

[AarTeEl — LIPS/ YLLniun LUy AT Ly A Ly |

[**] [1:44402:1] MALWARE-CNC Win.Trojan.Trickbot self-signed certificate exchange [**]

[Classification: A Network Trojan was detected] [Priority: 1]

02/01-21:36:17.465634 92.53.77.125:443 -> 10.2.1.102:49260

TCP TTL:128 T0S:0x0 ID:42251 IpLen:20 DgmlLen:1500

FHEpFEEE Seq: OxABO357FE  Ack: Ox6180CDZE Win: OxFAF@ TcplLen: 20

[Xref == http://virustotal .com/en/file/70041c335a374dB4f64c6c31d597f09bdB8473Td049¢c fcb46Te@85dleb92acBb8/
analysis/1502073944/]

[**] [1:44402:1] MALWARE-CNC Win.Trojan.Trickbot self-signed certificate exchange [**]

[Classification: A Network Trojan was detected] [Priority: 1]

02/01-21:43:27 347567 92.53.77.125:443 -> 10.2.1.102:49263

TCP TTL:128 TO0S:0x@ ID:42561 IpLen:20 DgmLen:1500

FREAFEEE Seq: Ox7OLA981C Ack: OxB9CCEB28 Win: OxFAF@ TcplLen: 20

[Xref == http://virustotal .com/en/file/70041c335a374dB4f64c6c31d59ff09bdB473Td049¢c fcb46Te@85dleb92acOb8/
analysis/1502073944/]

[kl (1901811 Dacat asuntredda sadmaons [H¥]

Shown above: Snort alerts on Trickbot certificates in SSL traffic.
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sT | en
B - 2018-02-01... 92.53.91.50 443 1021102 49199 6  ETTROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex CnC)
- 4 2018-02-01... 50.63.196.49 80 10.2.1.102 49258 6 ET MALWARE Windows executable sent when remote host claims to send an ...
B 2018-02-01... 50.63.196.49 80 1021102 49258 6  ETPOLICY Binary Download Smaller than 1 MB Likely Hostile
- 4 2018-02-01... 50.63.196.49 80 10.2.1.102 49258 6 ET MALWARE Windows executable sent when remote host claims to send an ...
B : 2018-02-01... 50.63.196.49 80 1021102 49258 6  ETPOLICY PE EXE or DLL Windows file download HTTP
- 1 2018-02-01... 10.2.1.102 49259 37.46.130.180 42432 6 ET POLICY Cryptocurrency Miner Checkin -
-
Shown above: Emerging Threats alerts on the infection traffic from Squil using Suricata on Security
Onion.
Date/Time Dst port |Info
Follow TCP Stream (tcp.stream eq 41) - O|Xx
Stream Content
{*id":1,"jsonrpc":"2.0","method" :"login", "params": _
{"login":"x","pass":"x","agent":"XMR1g/2.1.0 (Windows NT 6.1) libuv/1.15.0 gcc/7.2.0"}}
{"1d":1,"jsonrpc":"2.0", "result" :{"1d" : "8974c51e- 905d - 4dfc-b9c8- 1ec844a3dbe2", " job" :

{"blob" : "0606cas8fced3051d4d5979bd0545200013762743c9e 2 1140a06d50ca97785584be8d75ec8f 0bo0
00000b021f008b5f3c101161451b62bce63ee312c122a364033cd9a632204f Bee1e234206" , " job_id" : " IXG
1WPAQxSSkSX3rlsl+CpCa1Stsho" , "target" : " 14d60100"}, "status" : "OK"}}

{"jsonrpc":"2.0", "method" :"job", "params":
{"blob":"0606casfced3051d4d5979bd0545200013762743c9e2f 1140a06d50ca97785584be8d75ec8f 0boo
00000b0342c622d13b3ebbab8dbddf 393090bd0923817e6f a4f fe3113f4d7dal131a8c9206" , " job_1d" :"gnh
EeTqqgp LkDJEGPZe3wpmrt]76b0" , "target" : " 11d60100"}}

{"jsonrpc":"2.0","method" :"job", "params" :
{"blob":"0606ac90ced305f 1295901 c 7584353f e0f 3ad9dal196ebe7c0e3b4e3882¢ 1294493e0def 6640420
00000b0ea89125b32948ada23d6c6a3169a38a1131a4507389aab3ce82bf 61 33ad38a4004" , " job_1d" : "MRt
gXCNgz3Mef fw+IYOGhEOMf tZCbO" ,"target" :"11d60100" }}

{"jsonrpc":"2.0","method" :"job", "params" :

{1hlah" " nENRarancadanst 1 aasan] f - 758435 3f anf 2adadalcRaha7rNa3hAa30872- 100G NG RadRf BREANAQN

Shown above: Post-infection traffic caused by malware based on Monero (XMRig) coin miner.

FORENSICS ON THE INFECTED WINDOWS HOST

My Trickbot binary was named 2018-02-01-Trickbot-malware-sample.exe, and I ran it from the user's
AppData\Local\Temp directory. As we saw with Trickbot back in August 2017, the malware copied itself to a
new folder in the user's AppData\Roaming directory. Today's file was re-named, with some (but not all) of the
characters in the file name shifted one character. Like we saw back in August 2017, there's a file named

group_tag. This time, it contained the text: 3101uk. Below are images showing some of the artifacts.
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= @ X |
@Ov| ). = AppData » Roaming » localservice » - | g | | Search localservice pel |
Name Date modified Type Size
I Modules 2/1/2018 9:33 PM File folder
@ 3028-03-02-Urjclbpt-namwarf-sangmf.exe 2/1/2018 2:50 PM Application 556 KB
client_id 2/1/2018 9:12 PM File 1KB
grabber_temp.INTEGRAW 2/1/2018 9:25 PM RAW File 27 KB
group_tag 2/1/2018 9:12 PM File 1KB
q’ = @] X |
GOv| ). = Roaming » localservice » Modules » Search Modules pel |
-~
Name Date modified Type Size ‘
2 group_tag - Notepad | == By
| injectDII32_configs 2/1/2018 9:19 PM File folder = = =
) i i i File Edit Format View Help
. mailsearcher32_configs 2/1/2018 9:27 PM File folder 3101uk
importDII32 2/1/2018 9:25 PM File 7430 KB
| injectDII32 2/1/2018 9:19 PM File 737 KB
. mailsearcher32 2/1/2018 927 PM File 80 KB
| shareDII32 2/1/2018 9:33 PM File 48 KB
systeminfo32 2/1/2018 917 PM File 86 KB
wormDII32 2/1/2018 9:30 PM File 740 KB
( = @] X ]
\.—.‘ —
OO [l « Modules » injectDII32_configs ~[ 49 | [ Search injectouz2_configs )
Name Date modified Type Size
dinj 2/2/2018 427 AM File 66 KB
dpost 2/2/2018 427 AM File 1KB
sinj 2/2/2018 427 AM File 121 KB
( = @ X |
—
OO | |« Modules » mailsearcher32_configs v| +y | ‘ Search mailsearcher3.2_configs e ‘
Name Date modified Type Size
| mailconf 2/2/2018 428 AM File 1KB
\ o

Shown above: Artifacts on the infected Windows host.
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Vitali Kremez

a@vk_Intel
2-1-2018: #Trickbot banking #malware group
tag "3101uk” ->
Decoded “worm32DII” module is a
repackaged #XMRig #miner #Monero
Decoded module hash:
F76560654C32B0CC455E884109AEDCAOQ

|.rdataz4CDCIPER

allsageXmeiglpkl db "Usaqge: werlg [DPTIOHS]" B8k ; DATA XREF tent zd LA BT

Jtext céChaBZADTo

db “Optisns:" , B&h

db -a, —-alge=ALCD cryptonight {default) or cryptomight-lite®
db ik
db " -0, --url=UREL URL of miming server",Bih
a db ° -0, --userpass=U:P uSErnane i piiiwerd palr For n:irl:l.ng server' 8L
1 db © U, wser =1 5F &b e usernane For mining server® Wb
rdataz4COCHFIE db *  -p, --pass=PASSIMRD password For mining seruver® ,Bih
a ) fh " b --thyeadsed i :
a db " -vw, --aws=H algorithm variation, B aste select®,Bih
1 db -k, --kKeepalive send keepalived For prevent Eimeout {(need®
db * pool support)"
db *  -r =H number of times to retry before switch to®
db v (deFailt: T)° , WAk

time to pause Between retries {(default: 5"

cpu-aFFinlty
4 For cores @ and 1°,
-l o
--danate-1leuel =M
"8l alnutes)® , ah
db * -0, --backqesund
* -g, --conflg=FILE
[ Livig-#ile=FILE

2-1-2018: Trickbot’s “worm32

set process afFinity to CPO coreds), mask"
LUl

dizable calared aubpit" DAk

domate lewsl, default 53X (5 mimutes im 1"

Jrtlata sBENEY
Fiin the miner &n the backgeoaund® , Bh

load a JSOH-Format configuratiom File',Bib
log all owtpil to a File®, Bk

i

LFlatath
~Fdat

== repackaged XMRig Miner

db “urrent CPUC @Ak

db milcehash enalileé alcehash Support’ B8k

riata dab - —-print-time=N print haskirate report suery H seconds' , DAk
Lrdata i db h. help display thit help and exit® , dah
LFilata6EDCPOER ab " U, --werslon sutpat wersion information and sxit' , B8n,0
.riatazCOCHF&E align 106

SACDERT TR wnmisaid_SCOCOFTE wnbisoird SROBOB0ARDSNADAGNADABIA00NN

1 oA : DETA XREF: sub_ACDWETE®=1ETy

4 GFER sonewsard _SCOCOFRE ommsord S OOBO@0ESDR0ADEACH © DATA KHEF @ sub ACDREFEDZDT
LFilata EEDCOFPR align 2ok
FdatatACDCTFAE aMIZmenabled db 18k, [ @1 ;3Tmenabled” 0 0 DATA NREF t
rlataz6COCHTED adIImdisabled db 100, [@1:3imdicabled” 0 ; DATA XRI L
LFlataz6CDCOFCY aM3?mavailable db 185, " [ 81 32mavailable” @ DATA XREF: . 2 Ta
Ot azACDCFDD AT imunawailab db 106, [ 01 ;3 Tmunavailable’ 8 ; DATA XHEF: .t 'vl"-l';"-'Jlll'=!f||

4:37 PM - 1 Feb 2018

Shown above: Per @VK_Intel, decoded Worm32DIIl module is a Monero coin miner (link).

FINAL WORDS

Looks like Trickbot has changed a bit since I last examined it. Traffic and artifacts familiar, but Trickbot has
apparently jumped on the cryptocurrency bandwagon by adding a Monero (XMRig) coin mining module. I
imagine someone will do a more in-depth write-up on the new Trickbot, but I wanted to get some traffic and

malware samples out.

Click here to return to the main page.
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