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 Tool: No-Justice Wiper

Names
No-Justice Wiper
LowEraser

Category Malware

Type Wiper

Description

(ClearSky) During ClearSky’s dynamic analysis in a laboratory environment, the file crashed

the station on which it ran (bluescreen) and manipulated the operating system so that it won’t
load when attempting to turn the machine on. It should be noted that the file requires elevated

(admin) privileges to wipe the computer.

Information <https://www.clearskysec.com/wp-content/uploads/2024/01/No-Justice-Wiper.pdf>

Last change to this tool card: 18 June 2024

Download this tool card in JSON format

All groups using tool No-Justice Wiper

Changed Name Country Observed

APT groups

  HomeLand Justice 2022-Jan 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9dab318b-a320-4319-a935-c919bf4cd946

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=9dab318b-a320-4319-a935-c919bf4cd946
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