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The Splunk Threat Research Team is actively monitoring the emergence of new threats in the cyber domain of
ongoing geopolitical events. As we have shown previously in several releases, including HermeticWiper and
CaddyWiper, actors in this campaign are deploying, updating, and modifying stealthier malicious payloads. On

March 17th, 2022, the Ukraine CERT discovered a new malicious payload named DoubleZero Destructor (CERT-

UA #4243). This new malicious payload has the following features:

o Enumerates Domain Controllers and executes killswitch if detected. An automated friend or foe, like
targeting function that avoids destroying Domain Controllers so attackers can maintain access or perform
further elevation tasks (i.e GPOs) on compromised networks.

o The above feature also aims to help footprinting and identification of potential targets non-targets.

e Overwrites files with zero blocks of 4096 bytes. It may alternatively use API calls such as NtFileOpen,
NtFSControlFile for the same purpose.

e Lists system files and then proceeds to destroy them.

o Deletes registry hives: HKCU (currently logged user), HKLM (configuration of currently installed
software), HKU (information of all active users in the system), HKLM \BCD (Boot configuration data
needed for UEFI, Legacy BIOS systems). Then shuts down the computer.

e An added layering of obfuscation via junk code to obfuscate and impair forensic analysis.
Analysis
Preparing Targeted File path

This malware is a .net compiled binary that has a customized obfuscation and a large amount of junk code that
makes analysis harder to accomplish. Before performing its destructive functions it will list several directory

names and paths where it will look for files it will wipe.
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Domain Controller Kill Switch

It also has a function that will enumerate the list of domain controllers connected to the compromised host. This
function was used to skip or as a kill switch if the compromised host is the domain controller machine. Below is

the code snippet of how it enumerates all the domain controllers that are spread across the code because of the
inserted junk code.
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Wiping Files

Aside from the directory names it lists, shown earlier in its code, this malware will enumerate all the drives
mounted to the machine to look for more files to wipe. The code below shows how it gets the drive’s information

within the compromised host machine.

Then it will adjust the token privilege and the securityldentifier of its process to have “full control” file system

rights to avoid error or access denied while wiping the normal or system files it found in the compromised host.
Below is the code, how it adjusts the privilege, and how it sets the access control for files with full control and

allow control type.
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Then It will open the target file using NtOpenFile() native API to zero or wipe it using a native API
NtFsControlFile() that sends an IOCTL control code FSCTL_SET_ZERO_DATA directly to a specified file

system. The wiper can wipe system files that make the compromised host unbootable after the restart. Below is the

code screenshot of how this API was used in this wiper to do its destructive function.

method_2(string) : bool

Below is an example of the event that happened to the compromised test lab while it wipes the file. We can see

how the “MimeWriter.py” file was wiped with zero bytes after calling the IOCTL code
FSCTL_SET_ZERO_DATA.
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C:\Python27.xB6\Lib\mimetypes py
c Mml?xm\lhe\’meny

Desired Access: Read Aftrbutes, Read Cortrol, Dispastion: Open, Options: Open Reparse Poirt, Altributes: n/a, ShareMode: Read, Wiite, Delete, AlocationSize: n/a, OpenResuk: Opened

1:543,
1:543, K:\Pyamﬁxss\u\iknewmuy Information: Owner, Group, DACL

1:543, C2\Python27xB6\Lib\Mime Wrter py

1:543, C:\Python27xB6\Lib\Mime Witer py Dendkns: Wite Owiner, Dmsi.m Open, Optionss: Open Reparse Point, Atiibutes: n/a, ShareMode: Read, Wite, Delete. AlocationSize: n/a

Ci\Python27xB6\Lib\Mime Witer py , Optiens: Sy Non-Mlert, 3  Wiie, Delete, . OpenResuk: Opened

inks: 1, DeletePencing False. Directory: False.

lon-cached. Paging 1/0, Synchronous Paging U0, Priorty: Nomal

1:543

1:543 Desied Accsss: Read Atrbutes, Read Control, Dispostion: Open, Options: Open Reparse Point, Attrbutes: n/a, ShareMode: Read, Wite, Delste, AlocationSize: n/a, OpenRestit: Opened
1:543

1:543, Information: Owner, Group, DACL

1:54:3 C\Python27 x86\Lb\mimify py SUCCESS

1:543 C:\Python27 x86\Lib\mirmify py ACCESS DENIER. Desied Access: Wiite Owner. Dispostion: Open. Options: Open Reparse Point, Attibutes: n/a, ShareMode: Read, Wite. Delete. AlocationSizs: n/a

1:543 C\Python27 x86\Lib \mimify by SUCCESS one.m Generic Read/Wite, Dispstion s: Synehronous 10 Non-Aler, Attibutes: n/a, ShareMode: Read, Wite, Delste, Alocation Size: n/a, OpenRestit: Opaned
1:543 C:\Python27 x86\Lb'mimily. py SUCCESS ‘AlocationSize: 16,384, EndOfFle: 15,489, NumberOiLinks: 1, DeletePending: Fase, Directry: False:

1:543, C:\Python27 x86 b \mimify.py SUCCESS Control; FSCTL_SET_ZERO_DATA

1:543 C:\Python27 x86\Lb\mirify py SUCCESS Qffset: 12.288, Length: 3.201. /0 lags: Non-cached. Paging I/0. Synchronous Paging 1/0. Priorty: Nomal

1:543 C:\Python27 x86\Lib \mimify py SUCCESS

1:543 C:\Python27 x86\Lib\modufinderpy  SUCCESS Desirec: Access: Read Atrbutes, Read Cortrol, Dispostion: Open, Options: Open Reparse Poirt, Attibutes: nfz, ShareMode: Read, Wite, Delete, AlocationSize: n/a, OpenRestit: Opened
1:543 = INVALID PARAMETER

Ci\Python27.x86\Lb\modulefinderpy  SUCCESS

Information: Cwner, Group, DACL

100 1744 x 471px Size: 128.1KB | 100% (=) | I
3 Tl
Mime Witer oy 3 | )
rcieerEric NDNE writer.

2
8 order.
|
o e | BEFORE |

[NULINULINULINULINULINULINULINUL] 1
12

| 13 import mimetools

%
5
i
19 L[ .warn{"the MimeWriter module is deprecated; use the email package instead"”,
20 DeprecationWarning, 2)

We also identified another wiping function. This additional function works by writing a zeroed buffer to the target

file using filestream.write .net function. Below is the screenshot of its code after removing some of its junk code.
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Deleting Registry Subkey

This wiper will also wipe known registry hives as part of its destructive payload. First, it will kill the enumerated
process to look for a process with the name “Isass” and kill it. Below is the code screenshot of how it enumerates

all processes and executes process.Kill() function if the “Isass” process was found.

(num !

(num ==

(num7 !

Then it will change the ownership of the registry to the current logo user and change the access control to full
access to delete each of the subkeys in each HKLM, HKCU, HKU registry hive. Below is the code snippet spread
out in one of its classes that modifies the owner and access control to the registry to delete all of its registry

subkeys.
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Detections:

The Splunk Threat Research Team (STRT) has developed the following detections specifically targeting this
payload and produced several Analytic Stories (WhisperGate, HermeticWiper, CaddyWiper) targeting destructive

software. These previous Analytic Stories can also help in the detection of this payload.
Windows Terminating Lsass Process

This analytic is to detect a suspicious process terminating L.sass process. Lsass process is known to be a critical
process that is responsible for enforcing security policy. This technique was seen in double zero malware that tries

to wipe files and registry in compromised hosts.

sysmon® EventCode=10 TargetImage=*1sass.exe GrantedAccess = 0x1

| stats count min(_time) as firstTime max(_time) as lastTime by SourceImage, TargetImage,
TargetProcessId, SourceProcessId, GrantedAccess CallTrace, Computer

| rename Computer as dest

| “security_content_ctime(firstTime)®

| ‘security_content_ctime(lastTime)®

Page 7 of 9



https://www.splunk.com /en_us/blog/security/threat-update-doublezero-destructor.html

New Search

"sysmon’ EventCode=10 TargetImage=*lsass.exe GrantedAccess = 0x1

| stats count min(_time) as firstTime max(_time) as lastTime by Sourcelmage, TargetImage,
TargetProcessld, FourceProcessId, GrantedAccess CallTrace, Computer
| rename Computer as dest

| "security_content_ctime(firstTime)"
| "security_content_ctime(lastTime)"

+ 2 events (before 28/03/2022 09:14:29.000) No Event Sampling =

Events Patterns Statistics (1) Visualization
20 Per Page = ~ Format Preview v
Fd <7 Fd
TargetProcessld SourceProcessld GrantedAccess
Sourcelmage = Fd Targetlmage = Fd s 3 = CallTrace =
C:\Temp\doublezero_s.exe C:\Windows\system32\1lsass.exe 628 5728 ax1 C:\Windows\SYSTEM32}

Windows Deleted Registry by a Non-Critical Process File Path

This analytic is to detect the deletion of a registry with a suspicious process file path. This technique was seen in
Double Zero wiper malware where it will delete all the subkeys in the HKLM, HKCU, and HKU registry hive as
part of its destructive payload to the targeted hosts.

| tstats ‘security_content_summariesonly' count from datamodel=Endpoint.Registry

where Registry.action=deleted by _time span=1h Registry.dest Registry.user

Registry.registry_path Registry.registry_value_name Registry.registry_key_name
Registry.process_guid

Registry.registry_value_data Registry.action | ‘drop_dm_object_name(Registry)"
| rename process_guid

as proc_guid |join proc_guid, _time [| tstats ‘security_content_summariesonly‘ count

FROM datamodel=Endpoint.Processes where NOT (Processes.process_path IN
("*\\windows\\*", "*\\program files*")) by _time span=1h Processes.process_id
Processes.process_name

Processes.process Processes.dest Processes.parent_process_name
Processes.parent_process Processes.process_path

Processes.process_guid | ‘drop_dm_object_name(Processes)' |rename process_guid as

proc_guid | fields _time dest user parent_process_name parent_process process_name

process_path process proc_guid registry_path registry_value_name registry_value_data

registry_key_name action] | table _time parent_process_name parent_process
process_name

process_path process proc_guid registry_path registry_value_name registry_value_data

registry_key_name action dest user

| ‘windows_deleted_registry_by_a_non_critical_process_file_path_filter®
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New Search SaveAsv  Creat
| tstats *security_content_sumariesonly' count from datamodel=Endpoint.Registry
where Registry.action=deleted by _time span=lh Registry.dest Registry.user
Registry. registry_path Registry.registry_value_name Registry.registry_key_name Registry.process_guid
Registry.registry_value_data Registry.action || drop_dm_object_name(Registry)” |rename process_guid
as proc_guid |join proc_guid, _time [| tstats 'security_content_summariesonly” count
FROM datamode 1=Endpoint.Processes where NOT (Processes.process_path T ("x\\windows\\x", "x\\program filesx")) by _time span=1h Processes.process_id Processes.process_name
Processes.process Processes.dest Processes.parent_process_name Processes.parent_process Processes.process_path
Processes.process_guid | *drop_dn_object_name(Processes)’ |rename process_guid =s
proc_guid | fields _time dest user parent_process_name parent_process process_name
process_path process proc_guid registry_path registry_value_name registry_value_data
registry_key_name action] | table _time parent_process_name parent_process process_nane
process_path process proc_guid registry_path registry_value_name registry_value_data
registry_key_name action dest user
47 events (before 28/03/2022 12:18:56.000)  No Event Sampling ¥ Jobw P
Events  Patterms  Statistics (8)  Visualization
20PerPagev  /Format  Preview >
- . 27
. proc_guid # registry_value_name registry_value_data aetion
s_name s process_path ¢ #  process ¢ o registry_path + P2 s registry_key_name & PO
zero.s.exe  C:\Temp\doublezero_s.exe  *C:\Temp\d _s.exe® (95310931~ HKLM\Sys tem\CurrentControlSet\Control \Class\{4d36e96a-e325-  unknown unknown HKLM\Systen\CurrentControlSet\Control\Class\(4d36eS6a-¢325-  deleted
51B4-623C- 11ce-bfc1-8082be 10318} \Conf iguration\Variables\FriendLyName Tice-bfc1-88002be10318)\Configuration\Variables\FriendlyNane
o805~
000900004302}
zeros.exe  CiV o_s.exe  *Ci\Temp _s.exe”  {9531C931- HKLM\Sys tem\CurrentControlSet\Control \Class\{4d36e96c-e325-  unknown unknown HKLM\Systen\CurrentControlSet\Control\Class\{4d36ed6c-e325-  deleted
5184-623C- 11ce-bfc1-88082be 10318} \Conf iguration\Variables\FriendLyName Tice-bfc1-88002be18318)\Confi guration\variables\FriendlyNane
9B05-
000000004302}
zero.s.exe  C:\Temp\doublezero_s.exe *C:\ _s.exe” (95310931~ HKLM\Sys tem\CurrentControl Set\Control \Class\(6bdd1fc6-818f-  unknown unknown HKLM\Systen\CurrentControlSet\Control\Class\(6bdd1fc6-810f-  deleted
51B4-623C- 11d0-bec7-08062be2092F}\Conf iguration\Variables\FriendLyName 11d0-bec7-08002be2832f }\Confi guration\Variables\FriendlyNane
o805~
000000004302}
zeros.exe  C:\ o_s.exe  “C:\Temp _s.exe”  {9531C831- HKLM\Sys tem\CurrentControlet\Control \Class\{6d807884-7d21~  unknown unknown HKLM\Systen\CurrentControlSet\Control\Class\(6d887884-7d21-  deleted
51B4-623C- 11¢f-801 c-08082be 10318} \Conf iguration\Variables\FriendLyName 11¢f-801¢-08002be10318)\Confi guration\Variables\FriendlyNane
9805~
000000004302}
zeros.exe  C:\ os.exe  *C:\ _s.exe” (95310931~ HKU\DEFAULT\Sof tware\Microsof t\indows\CurrentVersion\Run  unknown unknown HKU\.DEFAULT\Sof tware\Microsoft\Windows\CurrentVersion\Run  deleted
51B4-623C-
9805~
000000004302}
zeros.exe  C:\ lezero_s.exe  *C:\Temp\d _s.exe*  {9531C831- HKU\.DEFAULT\Sof tware\Microsof t\fiindows\CurrentVersion\shell  unknown unknown HKU\ . DEFAULT\Sof twar e\Microsoft\Windows\CurrentVersion\shell  deleted
51B4-623C- Extensions Extensions
9805~

0000000041071

Learn More

You can find the latest content about security analytic stories on research.splunk.com. For a full list of security

content, check out the release notes on Splunk Docs.
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